

    
      
          
            
  
PolySwarm Client Source-Based Documentation




polyswarm-client is a convenient library on which to build PolySwarm market participants.

Here you’ll find auto-generated documentation based on the polyswarm-client source code.

Consulting these low level details is unnecessary for developing a successful PolySwarm participant.
Most users will instead want to consult the PolySwarm Documentation [https://docs.polyswarm.io].

Developers interested in low level polyswarm-client details can do so by navigating to “API Reference” on the left.




          

      

      

    

  

    
      
          
            
  
API Reference

This page contains auto-generated API reference documentation 1.



	conftest

	ambassador
	ambassador.__main__

	ambassador.eicar

	ambassador.filesystem





	worker
	worker.__main__

	worker.base

	worker.exceptions





	balancemanager
	balancemanager.__main__





	arbiter
	arbiter.verbatimdb
	arbiter.verbatimdb.__main__

	arbiter.verbatimdb.db





	arbiter.__main__

	arbiter.clamav

	arbiter.eicar

	arbiter.producer

	arbiter.verbatim





	polyswarmclient
	polyswarmclient.ethereum
	polyswarmclient.ethereum.bountiesclient
	polyswarmclient.ethereum.bountiesclient.base

	polyswarmclient.ethereum.bountiesclient.transaction





	polyswarmclient.ethereum.transaction
	polyswarmclient.ethereum.transaction.base

	polyswarmclient.ethereum.transaction.noncemanager





	polyswarmclient.ethereum.balanceclient

	polyswarmclient.ethereum.bloom

	polyswarmclient.ethereum.offersclient

	polyswarmclient.ethereum.relayclient

	polyswarmclient.ethereum.stakingclient

	polyswarmclient.ethereum.verifiers





	polyswarmclient.fast
	polyswarmclient.fast.balanceclient

	polyswarmclient.fast.bountiesclient

	polyswarmclient.fast.offersclient

	polyswarmclient.fast.relayclient

	polyswarmclient.fast.stakingclient

	polyswarmclient.fast.transaction





	polyswarmclient.filters
	polyswarmclient.filters.bountyfilter

	polyswarmclient.filters.confidencefilter

	polyswarmclient.filters.filter





	polyswarmclient.liveness
	polyswarmclient.liveness.exceptions

	polyswarmclient.liveness.liveness

	polyswarmclient.liveness.local





	polyswarmclient.producer
	polyswarmclient.producer.base

	polyswarmclient.producer.job

	polyswarmclient.producer.jobprocessor





	polyswarmclient.ratelimit
	polyswarmclient.ratelimit.abstractratelimit

	polyswarmclient.ratelimit.redis





	polyswarmclient.abstractambassador

	polyswarmclient.abstractarbiter

	polyswarmclient.abstractmicroengine

	polyswarmclient.abstractscanner

	polyswarmclient.backoff_wrapper

	polyswarmclient.bidstrategy

	polyswarmclient.config

	polyswarmclient.corpus

	polyswarmclient.events

	polyswarmclient.exceptions

	polyswarmclient.log_formatter

	polyswarmclient.parameters

	polyswarmclient.request_rate_limit

	polyswarmclient.utils





	liveness
	liveness.__main__





	microengine
	microengine.bidstrategy
	microengine.bidstrategy.aggressive

	microengine.bidstrategy.conservative

	microengine.bidstrategy.default





	microengine.__main__

	microengine.clamav

	microengine.eicar

	microengine.multi

	microengine.producer

	microengine.scratch

	microengine.yara










	1

	Created with sphinx-autoapi [https://github.com/rtfd/sphinx-autoapi]








          

      

      

    

  

    
      
          
            
  
conftest




          

      

      

    

  

    
      
          
            
  
ambassador


Submodules



	ambassador.__main__

	ambassador.eicar

	ambassador.filesystem









          

      

      

    

  

    
      
          
            
  
ambassador.__main__


Module Contents


	
ambassador.__main__.logger

	




	
ambassador.__main__.choose_backend(backend)

	
Resolves amabassador name string to implementation

	
	Parameters

	backend (str) – Name of the backend to load, either one of the predefined
implementations or the name of a module to load
(module:ClassName syntax or default of module:Ambassador)



	Returns

	Ambassador class of the selected implementation



	Return type

	(Class)



	Raises

	(Exception) – If backend is not found










	
ambassador.__main__.main(log, client_log, polyswarmd_addr, keyfile, password, api_key, backend, testing, insecure_transport, allow_key_over_http, chains, watchdog, log_format, submission_rate)

	
Entrypoint for the ambassador driver

	







          

      

      

    

  

    
      
          
            
  
ambassador.eicar


Module Contents


	
ambassador.eicar.logger

	




	
ambassador.eicar.EICAR

	




	
ambassador.eicar.NOT_EICAR = not a malicious file

	




	
ambassador.eicar.ARTIFACTS = [None, None]

	




	
ambassador.eicar.BOUNTY_TEST_DURATION_BLOCKS

	




	
class ambassador.eicar.Ambassador(client, testing=0, chains=None, watchdog=0, submission_rate=30)

	Bases: polyswarmclient.abstractambassador.AbstractAmbassador

Ambassador which submits the EICAR test file









          

      

      

    

  

    
      
          
            
  
ambassador.filesystem


Module Contents


	
ambassador.filesystem.logger

	




	
ambassador.filesystem.ARTIFACT_DIRECTORY

	




	
ambassador.filesystem.ARTIFACT_BLACKLIST

	




	
ambassador.filesystem.ARTIFACTS_PER_BOUNTY

	




	
ambassador.filesystem.BOUNTY_TEST_DURATION_BLOCKS

	




	
class ambassador.filesystem.Ambassador(client, testing=0, chains=None, watchdog=0, submission_rate=30)

	Bases: polyswarmclient.abstractambassador.AbstractAmbassador

Ambassador which submits artifacts from a directory









          

      

      

    

  

    
      
          
            
  
worker


Submodules



	worker.__main__

	worker.base

	worker.exceptions







Package Contents


	
class worker.Worker(redis_addr, queue, task_count=0, download_limit=0, scan_limit=0, api_key=None, testing=0, scanner=None, scan_time_requirement=0, daily_rate_limit=None, hourly_rate_limit=None, minutely_rate_limit=None, secondly_rate_limit=None, allow_key_over_http=False)

	
	
run(self)

	




	
start(self, loop: asyncio.AbstractEventLoop)

	




	
setup_synchronization(self, loop: asyncio.AbstractEventLoop)

	




	
setup_graceful_shutdown(self, loop: asyncio.AbstractEventLoop)

	




	
handle_signal(self)

	




	
get_remaining_time(self, job: JobRequest)

	




	
rate_limit_respond(self, job: JobRequest)

	




	
is_key_secure(self, job: JobRequest)

	











          

      

      

    

  

    
      
          
            
  
worker.__main__


Module Contents


	
worker.__main__.logger

	




	
worker.__main__.choose_backend(backend)

	
Resolves scanner name string to implementation

	
	Parameters

	
	backend (str) – Name of the backend to load, either one of the predefined implementations or the name of a module


	load (to) – 


	(module – ClassName syntax or default of module:Scanner)






	Returns

	Scanner class of the selected implementation



	Return type

	(Class)



	Raises

	(Exception) – If backend is not found










	
worker.__main__.main(log, client_log, redis_addr, queue, backend, tasks, download_limit, scan_limit, api_key, testing, log_format, scan_time_requirement, daily_rate_limit, hourly_rate_limit, minutely_rate_limit, secondly_rate_limit, allow_key_over_http)

	
Entrypoint for the worker driver

	







          

      

      

    

  

    
      
          
            
  
worker.base


Module Contents


	
worker.base.logger

	




	
worker.base.REQUEST_TIMEOUT = 5.0

	




	
class worker.base.RateLimitAggregate(redis, queue, daily_rate_limit, hourly_rate_limit, minutely_rate_limit, secondly_rate_limit)

	Bases: polyswarmclient.ratelimit.abstractratelimit.AbstractRateLimit


	
daily :Optional[RedisRateLimit]

	




	
hourly :Optional[RedisRateLimit]

	




	
minutely :Optional[RedisRateLimit]

	




	
secondly :Optional[RedisRateLimit]

	








	
class worker.base.OptionalSemaphore(value=1, loop=None)

	Bases: asyncio.Semaphore


	
given_value :int

	




	
release(self)

	








	
class worker.base.Worker(redis_addr, queue, task_count=0, download_limit=0, scan_limit=0, api_key=None, testing=0, scanner=None, scan_time_requirement=0, daily_rate_limit=None, hourly_rate_limit=None, minutely_rate_limit=None, secondly_rate_limit=None, allow_key_over_http=False)

	
	
run(self)

	




	
start(self, loop: asyncio.AbstractEventLoop)

	




	
setup_synchronization(self, loop: asyncio.AbstractEventLoop)

	




	
setup_graceful_shutdown(self, loop: asyncio.AbstractEventLoop)

	




	
handle_signal(self)

	




	
get_remaining_time(self, job: JobRequest)

	




	
rate_limit_respond(self, job: JobRequest)

	




	
is_key_secure(self, job: JobRequest)

	











          

      

      

    

  

    
      
          
            
  
worker.exceptions


Module Contents


	
class worker.exceptions.ExpiredException

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Worker skipped scanning some artifact due to the bounty expiring before getting scanned.
Seen when the worker was down for a period of time, or when there aren’t enough workers to keep up with load.






	
class worker.exceptions.EmptyJobsQueueException

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Worker Queue is empty









          

      

      

    

  

    
      
          
            
  
balancemanager


Submodules



	balancemanager.__main__







Package Contents


	
balancemanager.logger

	




	
balancemanager.RELAY_LEEWAY = 5

	




	
balancemanager.convert(client, denomination, amount)

	
Convert the amount from it's original precision to 18 decimals

	




	
balancemanager.convert_from(client, denomination, amount)

	
Convert the amount from 18 decimals to the dedsired precision

	




	
class balancemanager.BalanceManager(client, denomination, transfer_all, amount, testing=0, chains=None)

	Bases: object

Balance manager is used for single transfer events in either direction.
Create a client, choose a chain and amount then run it.


	
run(self)

	Starts the client on whichever chain this uses.






	
run_oneshot(self)

	Runs run_task once










	
class balancemanager.Deposit(client, denomination, transfer_all, amount, testing=0)

	Bases: balancemanager.BalanceManager

Deposit only version of Balance Manager






	
class balancemanager.Withdraw(client, denomination, transfer_all, amount, testing=0)

	Bases: balancemanager.BalanceManager

Withdraw only version of Balance Manager






	
class balancemanager.DepositStake(client, denomination, transfer_all, amount, testing=0, chain='side')

	Bases: balancemanager.BalanceManager

Deposit only version of Balance Manager






	
class balancemanager.WithdrawStake(client, denomination, transfer_all, amount, testing=0, chain='side')

	Bases: balancemanager.BalanceManager

Withdraw only version of Balance Manager






	
class balancemanager.Maintainer(client, denomination, confirmations, minimum, refill_amount, maximum, withdraw_target, testing=0)

	Bases: object

This class maintains a balance on the sidechain.
It requires a base setup of a minimum balance.
Optionally, it can take a maximum balance, so that earnings can automatically be transferred back to the homechain.


	
run(self)

	Starts the client.
Have to run with both chains, or lots of nonce errors










	
class balancemanager.ViewBalance(client, denomination, chain)

	Bases: object

ViewBalance retrieves the NCT balance from a chain
Create a client, choose a chain and amount then run it.


	
run(self)

	Starts the client on whichever chain this uses.






	
run_oneshot(self)

	Runs run_task once










	
class balancemanager.ViewStake

	Bases: balancemanager.ViewBalance









          

      

      

    

  

    
      
          
            
  
balancemanager.__main__


Module Contents


	
balancemanager.__main__.logger

	




	
balancemanager.__main__.validate_optional_transfer_amount(ctx, param, value)

	




	
balancemanager.__main__.validate_transfer_amount(ctx, param, value)

	




	
balancemanager.__main__.polyswarm_client(func)

	




	
balancemanager.__main__.cli(log, client_log, log_format)

	
Entrypoint for the balance manager driver

	




	
balancemanager.__main__.deposit(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, all, amount)

	
Deposit NCT into a sidechain

	




	
balancemanager.__main__.withdraw(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, all, amount)

	
Withdraw NCT from a sidechain

	




	
balancemanager.__main__.deposit_stake(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, all, chain, amount)

	
Deposit NCT into the ArbiterStaking contract

	




	
balancemanager.__main__.withdraw_stake(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, all, chain, amount)

	
Withdraw NCT from the ArbiterStaking contract

	




	
balancemanager.__main__.maintain(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, maximum, withdraw_target, confirmations, minimum, refill_amount)

	
Maintain min/max NCT balance in sidechain

	




	
balancemanager.__main__.view_balance(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, chain)

	




	
balancemanager.__main__.view_stake(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, chain)

	







          

      

      

    

  

    
      
          
            
  
arbiter


Subpackages



	arbiter.verbatimdb
	arbiter.verbatimdb.__main__

	arbiter.verbatimdb.db











Submodules



	arbiter.__main__

	arbiter.clamav

	arbiter.eicar

	arbiter.producer

	arbiter.verbatim









          

      

      

    

  

    
      
          
            
  
arbiter.verbatimdb


Submodules



	arbiter.verbatimdb.__main__

	arbiter.verbatimdb.db









          

      

      

    

  

    
      
          
            
  
arbiter.verbatimdb.__main__


Module Contents


	
arbiter.verbatimdb.__main__.main(malicious, benign, output, log_format)

	







          

      

      

    

  

    
      
          
            
  
arbiter.verbatimdb.db


Module Contents


	
arbiter.verbatimdb.db.generate_db(db_file, malicious_dir, benign_dir)

	




	
arbiter.verbatimdb.db.insert(cursor, path, result)

	







          

      

      

    

  

    
      
          
            
  
arbiter.__main__


Module Contents


	
arbiter.__main__.logger

	




	
arbiter.__main__.choose_backend(backend)

	
Resolves arbiter name string to implementation

	
	Parameters

	backend (str) – Name of the backend to load, either one of the
predefined implementations or the name of a module to load
(module:ClassName syntax or default of module:Arbiter)



	Returns

	Arbiter class of the selected implementation



	Return type

	(Class)



	Raises

	(Exception) – If backend is not found










	
arbiter.__main__.main(log, client_log, polyswarmd_addr, keyfile, password, api_key, backend, testing, insecure_transport, allow_key_over_http, chains, log_format, artifact_type)

	
Entrypoint for the arbiter driver

	







          

      

      

    

  

    
      
          
            
  
arbiter.clamav


Module Contents


	
arbiter.clamav.logger

	




	
class arbiter.clamav.Arbiter(client, testing=0, scanner=None, chains=None, artifact_types=None)

	Bases: polyswarmclient.abstractarbiter.AbstractArbiter

Arbiter which scans samples through clamd.

Re-uses the scanner from the clamav microengine


	Parameters

	
	client (Client) – Client to use


	testing (int) – How many test bounties to respond to


	chains (set[str]) – Chain(s) to operate on
















          

      

      

    

  

    
      
          
            
  
arbiter.eicar


Module Contents


	
arbiter.eicar.logger

	




	
arbiter.eicar.EICAR

	




	
class arbiter.eicar.Arbiter(client, testing=0, scanner=None, chains=None, artifact_types=None)

	Bases: polyswarmclient.abstractarbiter.AbstractArbiter

Arbiter which matches hashes to a database of known samples









          

      

      

    

  

    
      
          
            
  
arbiter.producer


Module Contents


	
arbiter.producer.logger

	




	
arbiter.producer.REDIS_ADDR

	




	
arbiter.producer.QUEUE

	




	
arbiter.producer.RATE_LIMIT

	




	
arbiter.producer.TIME_TO_POST_VOTE = 6

	




	
class arbiter.producer.Arbiter(client, testing=0, scanner=None, chains=None, artifact_types=None)

	Bases: polyswarmclient.abstractarbiter.AbstractArbiter









          

      

      

    

  

    
      
          
            
  
arbiter.verbatim


Module Contents


	
arbiter.verbatim.logger

	




	
arbiter.verbatim.ARTIFACT_DIRECTORY

	




	
arbiter.verbatim.EICAR

	




	
class arbiter.verbatim.Arbiter(client, testing=0, scanner=None, chains=None, artifact_types=None)

	Bases: polyswarmclient.abstractarbiter.AbstractArbiter

Arbiter which matches hashes to a database of known samples









          

      

      

    

  

    
      
          
            
  
polyswarmclient


Subpackages



	polyswarmclient.ethereum
	polyswarmclient.ethereum.bountiesclient
	polyswarmclient.ethereum.bountiesclient.base

	polyswarmclient.ethereum.bountiesclient.transaction





	polyswarmclient.ethereum.transaction
	polyswarmclient.ethereum.transaction.base

	polyswarmclient.ethereum.transaction.noncemanager





	polyswarmclient.ethereum.balanceclient

	polyswarmclient.ethereum.bloom

	polyswarmclient.ethereum.offersclient

	polyswarmclient.ethereum.relayclient

	polyswarmclient.ethereum.stakingclient

	polyswarmclient.ethereum.verifiers





	polyswarmclient.fast
	polyswarmclient.fast.balanceclient

	polyswarmclient.fast.bountiesclient

	polyswarmclient.fast.offersclient

	polyswarmclient.fast.relayclient

	polyswarmclient.fast.stakingclient

	polyswarmclient.fast.transaction





	polyswarmclient.filters
	polyswarmclient.filters.bountyfilter

	polyswarmclient.filters.confidencefilter

	polyswarmclient.filters.filter





	polyswarmclient.liveness
	polyswarmclient.liveness.exceptions

	polyswarmclient.liveness.liveness

	polyswarmclient.liveness.local





	polyswarmclient.producer
	polyswarmclient.producer.base

	polyswarmclient.producer.job

	polyswarmclient.producer.jobprocessor





	polyswarmclient.ratelimit
	polyswarmclient.ratelimit.abstractratelimit

	polyswarmclient.ratelimit.redis











Submodules



	polyswarmclient.abstractambassador

	polyswarmclient.abstractarbiter

	polyswarmclient.abstractmicroengine

	polyswarmclient.abstractscanner

	polyswarmclient.backoff_wrapper

	polyswarmclient.bidstrategy

	polyswarmclient.config

	polyswarmclient.corpus

	polyswarmclient.events

	polyswarmclient.exceptions

	polyswarmclient.log_formatter

	polyswarmclient.parameters

	polyswarmclient.request_rate_limit

	polyswarmclient.utils







Package Contents


	
class polyswarmclient.BidStrategyBase(min_bid_multiplier=None, max_bid_multiplier=None)

	




	
class polyswarmclient.NonceManager(client, chain)

	Manages the nonce for some Ethereum chain


	
static find_gaps(nonces)

	Finds any gaps between base nonce and the last nonce in the given nonces list.


	Parameters

	nonces (list[int]) – list of nonces being checked






	Returns
	(list[int]): Any missing nonces between base_nonce and the last given nonce














	
exception polyswarmclient.RateLimitedError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Hit the rate limit from polyswarmd






	
class polyswarmclient.LocalLivenessRecorder

	Bases: polyswarmclient.liveness.liveness.LivenessRecorder

Record liveness data in a tempfile


	
write_sync(self, content)

	Write the given content to the file at the given path.


	Parameters

	content – content to write into the file














	
class polyswarmclient.BackoffWrapper(func, **kwargs)

	Uses a generator to create backoff times

This is for use in functions that don’t return. In our use case, listen_for_events is not supposed to return,
but exists as a long running Task. Using the decorator, the backoff time grows forever, because the function is only
called one time. So each error causes a longer and longer timeout.

This adds an ability to reset the backoff, so your long running function can reduce the timeout after success


	
reset(self)

	








	
class polyswarmclient.RequestRateLimit(event, lock)

	




	
polyswarmclient.logger

	




	
polyswarmclient.MAX_ARTIFACTS = 256

	




	
polyswarmclient.RATE_LIMIT_SLEEP = 2.0

	




	
polyswarmclient.MAX_BACKOFF = 32

	




	
class polyswarmclient.Client(polyswarmd_addr, keyfile, password, api_key=None, tx_error_fatal=False)

	Bases: object

Client to connected to a Ethereum wallet as well as a polyswarmd instance.


	Parameters

	
	polyswarmd_addr (str) – URI of polyswarmd you are referring to.


	keyfile (str) – Keyfile filename.


	password (str) – Password associated with keyfile.


	api_key (str) – Your PolySwarm API key.


	tx_error_fatal (bool) – Transaction errors are fatal and exit the program


	insecure_transport (bool) – Allow insecure transport such as HTTP?









	
run(self, chains=None)

	Run the main event loop


	Parameters

	chains (set(str)) – Set of chains to operate on. Defaults to {‘home’, ‘side’}










	
clear_sub_clients(self)

	




	
create_ethereum_sub_clients(self, chains)

	




	
create_fast_sub_clients(self, chains)

	




	
static to_wei(amount, unit='ether')

	




	
static from_wei(amount, unit='ether')

	




	
static _check_status_for_rate_limit(status)

	




	
schedule(self, expiration, event, chain)

	Schedule an event to execute on a particular block


	Parameters

	
	expiration (int) – Which block to execute on


	event (Event) – Event to trigger on expiration block


	chain (str) – Which chain to operate on




















          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum


Subpackages



	polyswarmclient.ethereum.bountiesclient
	polyswarmclient.ethereum.bountiesclient.base

	polyswarmclient.ethereum.bountiesclient.transaction





	polyswarmclient.ethereum.transaction
	polyswarmclient.ethereum.transaction.base

	polyswarmclient.ethereum.transaction.noncemanager











Submodules



	polyswarmclient.ethereum.balanceclient

	polyswarmclient.ethereum.bloom

	polyswarmclient.ethereum.offersclient

	polyswarmclient.ethereum.relayclient

	polyswarmclient.ethereum.stakingclient

	polyswarmclient.ethereum.verifiers







Package Contents


	
class polyswarmclient.ethereum.BalanceClient(client)

	Bases: object






	
class polyswarmclient.ethereum.BountiesClient(client)

	Bases: object






	
class polyswarmclient.ethereum.OffersClient(client)

	Bases: object

OffersClient to handle offers. Presently stores a given client and parameters.






	
class polyswarmclient.ethereum.RelayClient(client)

	Bases: object






	
class polyswarmclient.ethereum.StakingClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.bountiesclient


Submodules



	polyswarmclient.ethereum.bountiesclient.base

	polyswarmclient.ethereum.bountiesclient.transaction









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.bountiesclient.base


Module Contents


	
polyswarmclient.ethereum.bountiesclient.base.logger

	




	
class polyswarmclient.ethereum.bountiesclient.base.BountiesClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.bountiesclient.transaction


Module Contents


	
class polyswarmclient.ethereum.bountiesclient.transaction.PostBountyTransaction(client, artifact_type, amount, bounty_fee, artifact_uri, num_artifacts, duration, bloom_, metadata)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.ethereum.bountiesclient.transaction.PostAssertionTransaction(client, bounty_guid, bid, assertion_fee, mask, commitment)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_body(self)

	




	
get_path(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.ethereum.bountiesclient.transaction.RevealAssertionTransaction(client, bounty_guid, index, nonce, verdicts, metadata)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.ethereum.bountiesclient.transaction.PostVoteTransaction(client, bounty_guid, votes, valid_bloom)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.ethereum.bountiesclient.transaction.SettleBountyTransaction(client, bounty_guid)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	











          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.transaction


Submodules



	polyswarmclient.ethereum.transaction.base

	polyswarmclient.ethereum.transaction.noncemanager







Package Contents


	
class polyswarmclient.ethereum.transaction.EthereumTransaction(client, verifiers)

	Used to verify and post groups of transactions that make up a specific action.

For instance, when approving some funds to move, and calling a contract function that will consumer them.


	
__sign_transactions(self, transactions)

	Sign a set of transactions


	Parameters

	transactions (List[Transaction]) – The transactions to sign



	Returns

	The signed transactions



	Return type

	List[Transaction]










	
has_required_event(self, transaction_events)

	Checks for existence of events in transaction logs, ensuring successful completion


	Returns

	True if the required event was in the list, false otherwise










	
get_path(self)

	Get the path of the route to build this transaction


	Returns

	Polyswarmd path to get the transaction data



	Return type

	str










	
get_body(self)

	Build the payload to send to polyswarmd
:returns: Dict payload






	
verify(self, transactions)

	Check the given transactions against known expectations


	Parameters

	transactions (list) – 



	Returns

	True if transactions match expectations. False otherwise



	Return type

	(bool)














	
class polyswarmclient.ethereum.transaction.NonceManager(client, chain)

	Manages the nonce for some Ethereum chain


	
static find_gaps(nonces)

	Finds any gaps between base nonce and the last nonce in the given nonces list.


	Parameters

	nonces (list[int]) – list of nonces being checked






	Returns
	(list[int]): Any missing nonces between base_nonce and the last given nonce

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.transaction.base


Module Contents


	
polyswarmclient.ethereum.transaction.base.logger

	




	
polyswarmclient.ethereum.transaction.base.LOG_MSG_ENGINE_TOO_SLOW =
PLEASE REVIEW YOUR SCANNING LOGIC.

	
Bounty inactive errors indicate that the microengine received the bounty, but was unable to respond to the bounty within the time window.
Such errors are considered fatal during testing so you can easily identify them.
If your engine is unable to respond within the time window on the live PolySwarm network, you risk losing the bid amount of the bounty at hand.
We strongly encourage you to review your artifact scan process to identify areas where engine speed can be improved.









	
class polyswarmclient.ethereum.transaction.base.EthereumTransaction(client, verifiers)

	Used to verify and post groups of transactions that make up a specific action.

For instance, when approving some funds to move, and calling a contract function that will consumer them.


	
__sign_transactions(self, transactions)

	Sign a set of transactions


	Parameters

	transactions (List[Transaction]) – The transactions to sign



	Returns

	The signed transactions



	Return type

	List[Transaction]










	
has_required_event(self, transaction_events)

	Checks for existence of events in transaction logs, ensuring successful completion


	Returns

	True if the required event was in the list, false otherwise










	
get_path(self)

	Get the path of the route to build this transaction


	Returns

	Polyswarmd path to get the transaction data



	Return type

	str










	
get_body(self)

	Build the payload to send to polyswarmd
:returns: Dict payload






	
verify(self, transactions)

	Check the given transactions against known expectations


	Parameters

	transactions (list) – 



	Returns

	True if transactions match expectations. False otherwise



	Return type

	(bool)

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.transaction.noncemanager


Module Contents


	
polyswarmclient.ethereum.transaction.noncemanager.logger

	




	
class polyswarmclient.ethereum.transaction.noncemanager.NonceManager(client, chain)

	Manages the nonce for some Ethereum chain


	
static find_gaps(nonces)

	Finds any gaps between base nonce and the last nonce in the given nonces list.


	Parameters

	nonces (list[int]) – list of nonces being checked






	Returns
	(list[int]): Any missing nonces between base_nonce and the last given nonce

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.balanceclient


Module Contents


	
polyswarmclient.ethereum.balanceclient.logger

	




	
polyswarmclient.ethereum.balanceclient.MAX_TRIES

	




	
class polyswarmclient.ethereum.balanceclient.BalanceClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.bloom


Module Contents


	
polyswarmclient.ethereum.bloom.FILTER_BITS

	




	
polyswarmclient.ethereum.bloom.HASH_FUNCS = 8

	




	
polyswarmclient.ethereum.bloom.logger

	




	
class polyswarmclient.ethereum.bloom.BloomFilter(value=0)

	Bases: numbers.Number


	
value

	




	
__int__(self)

	




	
add(self, value)

	Add a single byte value to the Bloom filter.


	Parameters

	value (bytes) – Byte encoded value to add to Bloom filter.










	
extend(self, iterable)

	Add an iterable of byte values to the bloom filter.


	Parameters

	iterable (Iterable[bytes]) – Iterable of byte values.










	
classmethod from_iterable(cls, iterable)

	Instantiate a bloom filter from a given iterable.


	Parameters

	iterable (Iterable[bytes]) – Iterable of byte values.



	Returns

	Instantiated BloomFilter.



	Return type

	BloomFilter










	
__contains__(self, value)

	




	
__index__(self)

	




	
_combine(self, other)

	




	
__or__(self, other)

	




	
__add__(self, other)

	




	
_icombine(self, other)

	




	
__ior__(self, other)

	




	
__iadd__(self, other)

	




	
static get_bloom_bits(value)

	Bloom filter helper function. Get the Bloom bits of a
given value.


	Parameters

	value (bytes) – Value to be encoded into the Bloom filter.










	
static get_chunks_for_bloom(value_hash)

	Bloom filter helper function. Turn a value hash into
a series of chunks.


	Parameters

	value_hash (bytes) – Hash of to be encoded into the Bloom filter.



	Yields

	chunk (bytes) – Chunks of the value hash.










	
static chunk_to_bloom_bits(chunk)

	Bloom filter helper function. Turn a chunk into a series of
actual bytes.


	Parameters

	chunk (bytes) – Byte encoded chunk.

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.offersclient


Module Contents


	
polyswarmclient.ethereum.offersclient.logger

	




	
class polyswarmclient.ethereum.offersclient.OffersClient(client)

	Bases: object

OffersClient to handle offers. Presently stores a given client and parameters.









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.relayclient


Module Contents


	
polyswarmclient.ethereum.relayclient.logger

	




	
class polyswarmclient.ethereum.relayclient.RelayDepositTransaction(client, amount)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.ethereum.relayclient.RelayWithdrawTransaction(client, amount)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.ethereum.relayclient.RelayClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.stakingclient


Module Contents


	
polyswarmclient.ethereum.stakingclient.logger

	




	
class polyswarmclient.ethereum.stakingclient.StakeDepositTransaction(client, amount)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.ethereum.stakingclient.StakeWithdrawTransaction(client, amount)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.ethereum.stakingclient.StakingClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ethereum.verifiers


Module Contents


	
polyswarmclient.ethereum.verifiers.logger

	




	
polyswarmclient.ethereum.verifiers.UNKNOWN_PARAMETER = XXX

	




	
class polyswarmclient.ethereum.verifiers.DecodedTransaction(to, value, data, abi, signature, parameters)

	This is a decoded representation of the transaction object returned by polyswarmd.


	
classmethod from_transaction(cls, transaction, abi)

	Parse a transaction from data returned from polyswarmd.


	Parameters

	
	transaction (dict) – Transaction to be simplified


	abi (str, list[str]) – ABI of the expected function call






	Returns

	If valid, returns a SimplifiedTransaction



	Return type

	DecodedTransaction



	Raises

	ValueError – If invalid transaction is provided










	
__repr__(self)

	








	
class polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier(parameters)

	Verifier is used to verify the details of a single transaction.


	
ABI = ['', []]

	




	
verify(self, transaction)

	Called when a list of transactions were returned from polyswarmd.
This function will verify the transactions, and determines if the transactions are expected.


	Parameters

	transaction – Transaction representation returned from polyswarmd



	Returns

	True if valid and expected










	
__repr__(self)

	








	
class polyswarmclient.ethereum.verifiers.NctApproveVerifier(amount)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['approve', ['address', 'uint256']]

	




	
verify(self, transaction)

	








	
class polyswarmclient.ethereum.verifiers.NctTransferVerifier(amount)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['transfer', ['address', 'uint256']]

	




	
verify(self, transaction)

	








	
class polyswarmclient.ethereum.verifiers.PostBountyVerifier(artifact_type, amount, artifact_uri, num_artifacts, duration, bloom, metadata)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['postBounty', ['uint128', 'uint256', 'uint256', 'string', 'uint256', 'uint256', 'uint256[8]', 'string']]

	




	
verify(self, transaction)

	








	
class polyswarmclient.ethereum.verifiers.PostAssertionVerifier(bounty_guid, bid, mask, commitment)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['postAssertion', ['uint128', 'uint256[]', 'uint256', 'uint256']]

	




	
verify(self, transaction)

	








	
class polyswarmclient.ethereum.verifiers.RevealAssertionVerifier(bounty_guid, index, nonce, verdicts, metadata)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['revealAssertion', ['uint128', 'uint256', 'uint256', 'uint256', 'string']]

	




	
verify(self, transaction)

	








	
class polyswarmclient.ethereum.verifiers.PostVoteVerifier(bounty_guid, votes, valid_bloom)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['voteOnBounty', ['uint128', 'uint256', 'bool']]

	




	
verify(self, transaction)

	








	
class polyswarmclient.ethereum.verifiers.SettleBountyVerifier(bounty_guid)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['settleBounty', ['uint128']]

	




	
verify(self, transaction)

	








	
class polyswarmclient.ethereum.verifiers.StakingDepositVerifier(amount)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['deposit', ['uint256']]

	




	
verify(self, transaction)

	








	
class polyswarmclient.ethereum.verifiers.StakingWithdrawVerifier(amount)

	Bases: polyswarmclient.ethereum.verifiers.AbstractTransactionVerifier


	
ABI = ['withdraw', ['uint256']]

	




	
verify(self, transaction)

	











          

      

      

    

  

    
      
          
            
  
polyswarmclient.fast


Submodules



	polyswarmclient.fast.balanceclient

	polyswarmclient.fast.bountiesclient

	polyswarmclient.fast.offersclient

	polyswarmclient.fast.relayclient

	polyswarmclient.fast.stakingclient

	polyswarmclient.fast.transaction







Package Contents


	
class polyswarmclient.fast.BalanceClient(client)

	Bases: object






	
class polyswarmclient.fast.BountiesClient(client)

	Bases: object






	
class polyswarmclient.fast.OffersClient(client)

	Bases: object

OffersClient to handle offers. Presently stores a given client and parameters.






	
class polyswarmclient.fast.RelayClient(client)

	Bases: object






	
class polyswarmclient.fast.StakingClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.fast.balanceclient


Module Contents


	
polyswarmclient.fast.balanceclient.logger

	




	
polyswarmclient.fast.balanceclient.MAX_TRIES

	




	
polyswarmclient.fast.balanceclient.TTL

	




	
polyswarmclient.fast.balanceclient.MAX_SIZE = 20

	




	
class polyswarmclient.fast.balanceclient.BalanceClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.fast.bountiesclient


Module Contents


	
polyswarmclient.fast.bountiesclient.logger

	




	
polyswarmclient.fast.bountiesclient.DEFAULT_METADATA = {"malware_family": ""}

	




	
class polyswarmclient.fast.bountiesclient.PostBountyTransactionRequest(client, guid, reward, artifact_uri, artifact_type, duration, metadata)

	Bases: polyswarmclient.fast.transaction.PolySwarmTransactionRequest


	
path

	








	
class polyswarmclient.fast.bountiesclient.PostAssertionTransactionRequest(client, bounty_guid, bid, verdict, metadata)

	Bases: polyswarmclient.fast.transaction.PolySwarmTransactionRequest


	
path

	








	
class polyswarmclient.fast.bountiesclient.PostVoteTransactionRequest(client, bounty_guid, vote)

	Bases: polyswarmclient.fast.transaction.PolySwarmTransactionRequest


	
path

	








	
class polyswarmclient.fast.bountiesclient.BountiesClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.fast.offersclient


Module Contents


	
polyswarmclient.fast.offersclient.logger

	




	
class polyswarmclient.fast.offersclient.OffersClient(client)

	Bases: object

OffersClient to handle offers. Presently stores a given client and parameters.









          

      

      

    

  

    
      
          
            
  
polyswarmclient.fast.relayclient


Module Contents


	
polyswarmclient.fast.relayclient.logger

	




	
class polyswarmclient.fast.relayclient.RelayDepositTransaction(client, amount)

	Bases: polyswarmclient.ethereum.transaction.EthereumTransaction


	
get_path(self)

	




	
get_body(self)

	




	
has_required_event(self, transaction_events)

	








	
class polyswarmclient.fast.relayclient.RelayWithdrawTransactionRequest(client, amount)

	Bases: polyswarmclient.fast.transaction.PolySwarmTransactionRequest


	
path

	








	
class polyswarmclient.fast.relayclient.RelayClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.fast.stakingclient


Module Contents


	
polyswarmclient.fast.stakingclient.logger

	




	
class polyswarmclient.fast.stakingclient.StakingClient(client)

	Bases: object









          

      

      

    

  

    
      
          
            
  
polyswarmclient.fast.transaction


Module Contents


	
polyswarmclient.fast.transaction.logger

	




	
class polyswarmclient.fast.transaction.PolySwarmTransactionRequest(client: Client, transaction: Transaction)

	Used to verify and post groups of transactions that make up a specific action.

For instance, when approving some funds to move, and calling a contract function that will consumer them.


	
path

	Get the path of the route to build this transaction


	Returns

	Polyswarmd path to get the transaction data



	Return type

	str










	
sign_transaction(self)

	Signs a transaction


	Returns

	SignedTransaction

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.filters


Submodules



	polyswarmclient.filters.bountyfilter

	polyswarmclient.filters.confidencefilter

	polyswarmclient.filters.filter









          

      

      

    

  

    
      
          
            
  
polyswarmclient.filters.bountyfilter


Module Contents


	
polyswarmclient.filters.bountyfilter.logger

	




	
polyswarmclient.filters.bountyfilter.split_filter(ctx, param, value)

	
Split some accept or exlcude arg from `key:value` to a tuple

	
	Parameters

	
	ctx – 


	param – 


	value – list of exclude or accept values






	Returns

	list[tuple] list of exclude|accept values as tuple key, value










	
class polyswarmclient.filters.bountyfilter.BountyFilter(accept, reject)

	Bases: polyswarmclient.filters.filter.MetadataFilter

Takes two objects list[Filter], accept and reject
These dicts are used to filter metadata json blobs.
Each filter runs against given metadata, and is used to determine if this participant will respond to a bounty


	
is_allowed(self, metadata)

	Check metadata against the accept and exclude filters, returning True if it passes all checks


	Parameters

	metadata (dict) – metadata dict to test



	Returns

	True if meets the conditions and passes the filter



	Return type

	(bool)

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.filters.confidencefilter


Module Contents


	
polyswarmclient.filters.confidencefilter.logger

	




	
class polyswarmclient.filters.confidencefilter.ConfidenceModifier(favor, penalize)

	Bases: polyswarmclient.filters.filter.MetadataFilter


	
modify(self, metadata, confidence)

	Check metadata against the penalty and favor filters.
Matching both bonus and penalty results offset


	Parameters

	
	metadata (any) – metadata dict to test


	confidence (float) – confidence as returned by the Av engine






	Returns

	confidence that is either more, same or less after comparing against bonus/penalty Filters



	Return type

	(float)

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.filters.filter


Module Contents


	
polyswarmclient.filters.filter.logger

	




	
polyswarmclient.filters.filter.parse_filters(ctx, param, value)

	
Split some filters into a dict separated by type

	
	Parameters

	
	ctx – 


	param – 


	value – list of 4 string tuples






	Returns

	Dict where each key points to a list of Filters



	Return type

	dict










	
class polyswarmclient.filters.filter.FilterComparison

	Bases: enum.Enum

Enum of supported metadata comparisons


	
LT = <

	




	
LTE = <=

	




	
EQ = ==

	




	
GTE = >=

	




	
GT = >

	




	
CONTAINS = contains

	




	
STARTS_WITH = startswith

	




	
ENDS_WITH = endswith

	




	
REGEX = regex

	




	
__repr__(self)

	




	
static from_string(value)

	








	
class polyswarmclient.filters.filter.Filter(key, comparison, target_value)

	Filter some metadata value


	
__eq__(self, other)

	




	
__repr__(self)

	




	
number_check(self, value)

	Check a value as a number with GT, GTE, LT, or LTE comparisons


	Parameters

	value (str|int|float|bytes) – Value to compare against





Returns: (bool) returns True if comparison matches






	
string_check(self, value)

	Check a value as a string with EQ, CONTAINS, STARTS_WITH, ENDS_WITH, and REGEX comparisons


	Parameters

	value (str|int|float|bytes) – Value to compare against





Returns: (bool) returns True if comparison matches






	
filter(self, metadata)

	Take some metadata, and matches the given key against the target_value and comparison operator for this filter


	Parameters

	metadata (dict) – Dict of k-v metadata values





Returns: (bool) True if it matches the filter










	
class polyswarmclient.filters.filter.MetadataFilter

	Takes two objects list[Filter], accept and reject
These dicts are used to filter metadata json blobs.
Each filter runs against given metadata, and is used to determine if this participant will respond to a bounty


	
static pad_metadata(metadata, min_length)

	Pad out the metadata list with None values to match a given length


	Parameters

	
	metadata (list[dict|None]) – List of metadata dicts


	min_length (int) – Min size for the metadata list after padding






	Returns

	list of metadata dicts, or None values

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.liveness


Submodules



	polyswarmclient.liveness.exceptions

	polyswarmclient.liveness.liveness

	polyswarmclient.liveness.local









          

      

      

    

  

    
      
          
            
  
polyswarmclient.liveness.exceptions


Module Contents


	
exception polyswarmclient.liveness.exceptions.LivenessReadError

	Bases: polyswarmclient.exceptions.PolyswarmClientException









          

      

      

    

  

    
      
          
            
  
polyswarmclient.liveness.liveness


Module Contents


	
polyswarmclient.liveness.liveness.logger

	




	
class polyswarmclient.liveness.liveness.Liveness

	
	
last_iteration :int

	




	
average_wait :int

	








	
class polyswarmclient.liveness.liveness.LivenessCheck(loop_iteration_threshold=5, average_wait_threshold=10)

	Bases: abc.ABC


	
get_liveness(self)

	




	
check(self)

	Determine if participant is running smoothly, based on given inputs










	
class polyswarmclient.liveness.liveness.Task(recorder, key, start_time)

	




	
class polyswarmclient.liveness.liveness.LivenessRecorder

	Bases: abc.ABC


	
waiting_task(self, key, start_time)

	Add waiting task, but remove when done

Use: async with liveness.waiting_task(key, start_time):


	Parameters

	
	key – task key


	start_time – start time, in any units (either block number or time)




















          

      

      

    

  

    
      
          
            
  
polyswarmclient.liveness.local


Module Contents


	
polyswarmclient.liveness.local.logger

	




	
class polyswarmclient.liveness.local.FileLock(fileno)

	Locks a file so that only LivelinessRecorder or LivelinessChecker can access at any moment


	
acquire(self)

	




	
release(self)

	




	
acquire_unix(self)

	




	
acquire_windows(self)

	




	
release_unix(self)

	




	
__enter__(self)

	




	
__exit__(self, exc_type, exc_val, exc_tb)

	








	
class polyswarmclient.liveness.local.LocalLivenessCheck(loop_iteration_threshold=5, average_wait_threshold=10)

	Bases: polyswarmclient.liveness.liveness.LivenessCheck

Checks the liveness by reading a tempfile which should contain liveness information


	
get_liveness(self)

	




	
get_average_task_wait(self)

	








	
class polyswarmclient.liveness.local.LocalLivenessRecorder

	Bases: polyswarmclient.liveness.liveness.LivenessRecorder

Record liveness data in a tempfile


	
write_sync(self, content)

	Write the given content to the file at the given path.


	Parameters

	content – content to write into the file

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.producer


Submodules



	polyswarmclient.producer.base

	polyswarmclient.producer.job

	polyswarmclient.producer.jobprocessor







Package Contents


	
class polyswarmclient.producer.Producer(client, redis_uri, queue, time_to_post, bounty_filter=None, confidence_modifier=None, rate_limit=None)

	




	
polyswarmclient.producer.JOB_RESULTS_FORMAT = {}_{}_{}_results

	




	
class polyswarmclient.producer.JobRequest

	
	
polyswarmd_uri :str

	




	
guid :str

	




	
index :int

	




	
uri :str

	




	
artifact_type :int

	




	
duration :int

	




	
metadata :Optional[Dict[str, Any]]

	




	
chain :str

	




	
ts :int

	




	
key

	




	
is_expired(self, now=None)

	




	
get_artifact_type(self)

	




	
asdict(self)

	








	
class polyswarmclient.producer.JobResponse

	
	
index :int

	




	
bit :bool

	




	
verdict :bool

	




	
confidence :float

	




	
metadata :str

	




	
asdict(self)

	








	
class polyswarmclient.producer.JobProcessor(redis: Redis, queue: str, confidence_modifier: Optional[ConfidenceModifier], period: float = 0.25, redis_error_callback: Optional[Callable[[], Coroutine]] = None)

	Keeps track pending jobs, and polls the PendingJob results every period of time (.5 seconds)


	
redis_uri :str

	




	
confidence_modifier :Optional[ConfidenceModifier]

	




	
queue :str

	




	
period :float

	




	
pending_jobs :Dict[str, PendingJob]

	




	
job_lock :Optional[asyncio.Lock]

	




	
redis :Optional[Redis]

	




	
task

	




	
reset_callback

	




	
stop(self)

	Stop processing jobs










	
class polyswarmclient.producer.PendingJob(key: str, jobs: List[JobRequest], future: Future)

	A wrapper around a list of Jobs that are processing in the backend


	
key :str

	




	
jobs :List[JobRequest]

	




	
results :Dict[int, ScanResult]

	




	
future :Future

	




	
times(self)

	




	
time_ratios(self)

	




	
__store_job_response(self, response: JobResponse, confidence_modifier: Optional[ConfidenceModifier])

	Converts a JobResponse to ScanResult with modified confidence.
Stores at the correct index in internal results


	Parameters

	
	response – JobResponse to conver


	confidence_modifier – an optional ConfidenceModifier to potentially change the confidence






	Returns

	










	
is_done(self)

	Checks all things to see if it is done
:return: true if expired, or has all results






	
__is_expired(self)

	Returns true if any of the jobs are expired






	
__has_all_results(self)

	Returns true if all the jobs have a result






	
__finish(self)

	Set the results in the future and mark done













          

      

      

    

  

    
      
          
            
  
polyswarmclient.producer.base


Module Contents


	
polyswarmclient.producer.base.logger

	




	
polyswarmclient.producer.base.WAIT_TIME = 20

	




	
polyswarmclient.producer.base.KEY_TIMEOUT = 10

	




	
polyswarmclient.producer.base.JOB_RESULTS_FORMAT = {}_{}_{}_results

	




	
class polyswarmclient.producer.base.Producer(client, redis_uri, queue, time_to_post, bounty_filter=None, confidence_modifier=None, rate_limit=None)

	







          

      

      

    

  

    
      
          
            
  
polyswarmclient.producer.job


Module Contents


	
class polyswarmclient.producer.job.JobRequest

	
	
polyswarmd_uri :str

	




	
guid :str

	




	
index :int

	




	
uri :str

	




	
artifact_type :int

	




	
duration :int

	




	
metadata :Optional[Dict[str, Any]]

	




	
chain :str

	




	
ts :int

	




	
key

	




	
is_expired(self, now=None)

	




	
get_artifact_type(self)

	




	
asdict(self)

	








	
class polyswarmclient.producer.job.JobResponse

	
	
index :int

	




	
bit :bool

	




	
verdict :bool

	




	
confidence :float

	




	
metadata :str

	




	
asdict(self)

	











          

      

      

    

  

    
      
          
            
  
polyswarmclient.producer.jobprocessor


Module Contents


	
polyswarmclient.producer.jobprocessor.logger

	




	
class polyswarmclient.producer.jobprocessor.PendingJob(key: str, jobs: List[JobRequest], future: Future)

	A wrapper around a list of Jobs that are processing in the backend


	
key :str

	




	
jobs :List[JobRequest]

	




	
results :Dict[int, ScanResult]

	




	
future :Future

	




	
times(self)

	




	
time_ratios(self)

	




	
__store_job_response(self, response: JobResponse, confidence_modifier: Optional[ConfidenceModifier])

	Converts a JobResponse to ScanResult with modified confidence.
Stores at the correct index in internal results


	Parameters

	
	response – JobResponse to conver


	confidence_modifier – an optional ConfidenceModifier to potentially change the confidence






	Returns

	










	
is_done(self)

	Checks all things to see if it is done
:return: true if expired, or has all results






	
__is_expired(self)

	Returns true if any of the jobs are expired






	
__has_all_results(self)

	Returns true if all the jobs have a result






	
__finish(self)

	Set the results in the future and mark done










	
class polyswarmclient.producer.jobprocessor.JobProcessor(redis: Redis, queue: str, confidence_modifier: Optional[ConfidenceModifier], period: float = 0.25, redis_error_callback: Optional[Callable[[], Coroutine]] = None)

	Keeps track pending jobs, and polls the PendingJob results every period of time (.5 seconds)


	
redis_uri :str

	




	
confidence_modifier :Optional[ConfidenceModifier]

	




	
queue :str

	




	
period :float

	




	
pending_jobs :Dict[str, PendingJob]

	




	
job_lock :Optional[asyncio.Lock]

	




	
redis :Optional[Redis]

	




	
task

	




	
reset_callback

	




	
stop(self)

	Stop processing jobs













          

      

      

    

  

    
      
          
            
  
polyswarmclient.ratelimit


Submodules



	polyswarmclient.ratelimit.abstractratelimit

	polyswarmclient.ratelimit.redis









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ratelimit.abstractratelimit


Module Contents


	
class polyswarmclient.ratelimit.abstractratelimit.AbstractRateLimit

	Bases: abc.ABC

Abstract class for building a limit for scans, based on a third party requirement (Such as api key limit for a vendor)
Allows different implementations









          

      

      

    

  

    
      
          
            
  
polyswarmclient.ratelimit.redis


Module Contents


	
polyswarmclient.ratelimit.redis.logger

	




	
polyswarmclient.ratelimit.redis.SECONDS = 1

	




	
polyswarmclient.ratelimit.redis.MINUTELY_SECONDS = 60

	




	
polyswarmclient.ratelimit.redis.HOURLY_SECONDS

	




	
polyswarmclient.ratelimit.redis.DAILY_SECONDS

	




	
class polyswarmclient.ratelimit.redis.RedisKeyManager

	Bases: abc.ABC


	
get_key(self, prefix)

	




	
get_expiration(self)

	








	
class polyswarmclient.ratelimit.redis.DateKeyManager(expiration, format_str)

	Bases: polyswarmclient.ratelimit.redis.RedisKeyManager


	
get_key(self, prefix)

	




	
get_expiration(self)

	








	
class polyswarmclient.ratelimit.redis.DailyKeyManager

	Bases: polyswarmclient.ratelimit.redis.DateKeyManager






	
class polyswarmclient.ratelimit.redis.HourlyKeyManager

	Bases: polyswarmclient.ratelimit.redis.DateKeyManager






	
class polyswarmclient.ratelimit.redis.MinutelyKeyManager

	Bases: polyswarmclient.ratelimit.redis.DateKeyManager






	
class polyswarmclient.ratelimit.redis.SecondlyKeyManager

	Bases: polyswarmclient.ratelimit.redis.DateKeyManager






	
class polyswarmclient.ratelimit.redis.RedisRateLimit(redis, queue, limit, key_manager=None)

	Bases: polyswarmclient.ratelimit.abstractratelimit.AbstractRateLimit

Third Party limitation where redis is used to track a daily scan limit.
Keys are based on the current date, and will expire the next day.

This implementation is used in the producer and worker since they use Redis already.


	
key

	




	
set_redis(self, redis)

	








	
class polyswarmclient.ratelimit.redis.RedisDailyRateLimit

	Bases: polyswarmclient.ratelimit.redis.RedisRateLimit









          

      

      

    

  

    
      
          
            
  
polyswarmclient.abstractambassador


Module Contents


	
polyswarmclient.abstractambassador.logger

	




	
polyswarmclient.abstractambassador.BOUNTY_QUEUE_SIZE

	




	
polyswarmclient.abstractambassador.MAX_BOUNTIES_IN_FLIGHT

	




	
polyswarmclient.abstractambassador.MAX_BOUNTIES_PER_BLOCK

	




	
polyswarmclient.abstractambassador.BLOCK_DIVISOR

	




	
class polyswarmclient.abstractambassador.QueuedBounty(artifact_type, amount, ipfs_uri, duration, api_key=None, metadata=None)

	Bases: object


	
__repr__(self)

	








	
class polyswarmclient.abstractambassador.AbstractAmbassador(client, testing=0, chains=None, watchdog=0, submission_rate=0)

	Bases: abc.ABC


	
classmethod connect(cls, polyswarmd_addr, keyfile, password, api_key=None, testing=0, chains=None, watchdog=0, submission_rate=0)

	Connect the Ambassador to a Client.


	Parameters

	
	polyswarmd_addr (str) – URL of polyswarmd you are referring to.


	keyfile (str) – Keyfile filename.


	password (str) – Password associated with Keyfile.


	api_key (str) – Your PolySwarm API key.


	testing (int) – Number of testing bounties to use.


	chains (set(str)) – Set of chains you are acting on.






	Returns

	Ambassador instantiated with a Client.



	Return type

	AbstractAmbassador










	
static generate_metadata(content)

	Generate a bunch of metadata for a given bytestream from a file


	Parameters

	content – bytes-like object (or string)



	Returns

	dictionary of metadata about a file










	
run(self)

	Run the Client on all of our chains.













          

      

      

    

  

    
      
          
            
  
polyswarmclient.abstractarbiter


Module Contents


	
polyswarmclient.abstractarbiter.logger

	




	
class polyswarmclient.abstractarbiter.AbstractArbiter(client, testing=0, scanner=None, chains=None, artifact_types=None)

	Bases: object


	
classmethod connect(cls, polyswarmd_addr, keyfile, password, api_key=None, testing=0, scanner=None, chains=None, artifact_types=None)

	Connect the Arbiter to a Client.


	Parameters

	
	polyswarmd_addr (str) – URL of polyswarmd you are referring to.


	keyfile (str) – Keyfile filename.


	password (str) – Password associated with Keyfile.


	api_key (str) – Your PolySwarm API key.


	testing (int) – Number of testing bounties to use.


	scanner (AbstractScanner) – Scanner for scanning artifacts


	chains (set(str)) – Set of chains you are acting on.


	artifact_types (list(ArtifactType)) – List of artifact types you support






	Returns

	Arbiter instantiated with a Client.



	Return type

	AbstractArbiter










	
run(self)

	Run the Client on the Arbiter’s chains.













          

      

      

    

  

    
      
          
            
  
polyswarmclient.abstractmicroengine


Module Contents


	
polyswarmclient.abstractmicroengine.logger

	




	
class polyswarmclient.abstractmicroengine.AbstractMicroengine(client, testing=0, scanner=None, chains=None, artifact_types=None, bid_strategy=None, bounty_filter=BountyFilter(None, None), confidence_modifier=ConfidenceModifier(None, None))

	Bases: object


	
classmethod connect(cls, polyswarmd_addr, keyfile, password, api_key=None, testing=0, scanner=None, chains=None, artifact_types=None, bid_strategy=None, bounty_filter=BountyFilter(None, None), confidence_modifier=ConfidenceModifier(None, None))

	Connect the Microengine to a Client.


	Parameters

	
	polyswarmd_addr (str) – URL of polyswarmd you are referring to.


	keyfile (str) – Keyfile filename.


	password (str) – Password associated with Keyfile.


	api_key (str) – Your PolySwarm API key.


	testing (int) – Number of testing bounties to use.


	scanner (Scanner) – Scanner instance to use.


	chains (set(str)) – Set of chains you are acting on.


	artifact_types (list(ArtifactType)) – List of artifact types you support


	bid_strategy (BidStrategyBase) – Bid Strategy for bounties


	bounty_filter (BountyFilter) – Filters to accept/reject artifacts


	confidence_modifier (ConfidenceModifier) – Filters to adjust confidence based on metadata






	Returns

	Microengine instantiated with a Client.



	Return type

	AbstractMicroengine










	
run(self)

	Run the Client on the Microengine’s chains.













          

      

      

    

  

    
      
          
            
  
polyswarmclient.abstractscanner


Module Contents


	
polyswarmclient.abstractscanner.logger

	




	
class polyswarmclient.abstractscanner.ScanResult(bit=False, verdict=False, confidence=1.0, metadata=Verdict().set_malware_family('').json())

	Bases: object

Results from scanning one artifact


	
__repr__(self)

	








	
class polyswarmclient.abstractscanner.ScanMode

	Bases: enum.Enum

Denote whether the Scanner is using asynchronous or synchronous scan


	
SYNC = 0

	




	
ASYNC = 1

	








	
class polyswarmclient.abstractscanner.AbstractScanner(mode: ScanMode = ScanMode.ASYNC)

	Base Scanner class. To be overwritten with other scanning logic.

This class offers two scan options, which can be specified by passing a ScanMode enum value as mode.
It uses asynchronous scan by default.

The function scan_async is a coroutine function where everything called from this function must be async compatible,
That means it uses only non-blocking IO, and runs nothing cpu-bound, like hash functions.

The function scan_sync is a synchronous function where anything goes.
It is called in a ThreadPoolExecutor so it is compatible with the worker that uses asyncio.

Overwriting scan directly is deprecated.


	
get_executor(self)

	




	
scan_sync(self, guid, artifact_type, content, metadata, chain)

	Override this to implement custom synchronous scanning logic


	Parameters

	
	guid (str) – GUID of the bounty under analysis, use to track artifacts in the same bounty


	artifact_type (ArtifactType) – Artifact type for the bounty being scanned


	content (bytes) – Content of the artifact to scan


	metadata (dict) – Metadata dict from the ambassador


	chain (str) – What chain are we operating on






	Returns

	Result of this scan



	Return type

	ScanResult

















          

      

      

    

  

    
      
          
            
  
polyswarmclient.backoff_wrapper


Module Contents


	
polyswarmclient.backoff_wrapper.logger

	




	
class polyswarmclient.backoff_wrapper.BackoffWrapper(func, **kwargs)

	Uses a generator to create backoff times

This is for use in functions that don’t return. In our use case, listen_for_events is not supposed to return,
but exists as a long running Task. Using the decorator, the backoff time grows forever, because the function is only
called one time. So each error causes a longer and longer timeout.

This adds an ability to reset the backoff, so your long running function can reduce the timeout after success


	
reset(self)

	











          

      

      

    

  

    
      
          
            
  
polyswarmclient.bidstrategy


Module Contents


	
class polyswarmclient.bidstrategy.BidStrategyBase(min_bid_multiplier=None, max_bid_multiplier=None)

	







          

      

      

    

  

    
      
          
            
  
polyswarmclient.config


Module Contents


	
polyswarmclient.config.logger

	




	
polyswarmclient.config.validate_apikey(ctx, param, value)

	
Validates the API key passed in through click parameters

	




	
polyswarmclient.config.init_logging(loggers, log_format, loglevel=logging.WARNING)

	
Logic to support JSON logging.

	




	
class polyswarmclient.config.LoggerConfig(loggers, log_format, log_level=logging.WARNING)

	
	
LEVELS

	




	
configure(self)

	




	
set_level(self, new_level)

	











          

      

      

    

  

    
      
          
            
  
polyswarmclient.corpus


Module Contents


	
polyswarmclient.corpus.logger

	




	
polyswarmclient.corpus.MALICIOUS_BOOTSTRAP_URL

	




	
polyswarmclient.corpus.ARCHIVE_PASSWORD

	




	
class polyswarmclient.corpus.DownloadToFileSystemCorpus(base_dir=None)

	Bases: object


	
mal_path

	




	
benign_path

	




	
download_and_unpack(self)

	




	
_get_pth_listing(self, p)

	




	
get_malicious_file_list(self)

	




	
get_benign_file_list(self)

	




	
download_truth(self)

	











          

      

      

    

  

    
      
          
            
  
polyswarmclient.events


Module Contents


	
polyswarmclient.events.logger

	




	
class polyswarmclient.events.Callback

	Bases: object

Abstract callback class which is the parent to a number of child
callback classes to be used in different scenarios.


Note

Classes which extend Callback are expected to impliment the
run method.




	
register(self, f)

	Register a function to this Callback.


	Parameters

	f (function) – Function to register.










	
remove(self, f)

	Remove a function previously assigned to this Callback.


	Parameters

	f (function) – Function to remove.














	
class polyswarmclient.events.OnRunCallback

	Bases: polyswarmclient.events.Callback

Called upon entering the event loop for the first time, use for initialization






	
class polyswarmclient.events.OnStopCallback

	Bases: polyswarmclient.events.Callback

Called when the client is stopping

This can happen on errors, or due to a signal






	
class polyswarmclient.events.OnNewBlockCallback

	Bases: polyswarmclient.events.Callback

Called upon receiving a new block, scheduled events triggered separately






	
class polyswarmclient.events.OnNewBountyCallback

	Bases: polyswarmclient.events.Callback

Called upon receiving a new bounty






	
class polyswarmclient.events.OnNewAssertionCallback

	Bases: polyswarmclient.events.Callback

Called upon receiving a new assertion






	
class polyswarmclient.events.OnRevealAssertionCallback

	Bases: polyswarmclient.events.Callback

Called upon receiving a new assertion reveal






	
class polyswarmclient.events.OnNewVoteCallback

	Bases: polyswarmclient.events.Callback

Called upon receiving a new arbiter vote






	
class polyswarmclient.events.OnQuorumReachedCallback

	Bases: polyswarmclient.events.Callback

Called upon a bounty reaching quorum






	
class polyswarmclient.events.OnSettledBountyCallback

	Bases: polyswarmclient.events.Callback

Called upon a bounty being settled






	
class polyswarmclient.events.OnDeprecatedCallback

	Bases: polyswarmclient.events.Callback

Called upon the BountyRegistry contract being deprecated






	
class polyswarmclient.events.OnInitializedChannelCallback

	Bases: polyswarmclient.events.Callback

Called upon a channel being initialized






	
class polyswarmclient.events.Schedule

	Bases: object

Generic Schedule class. Uses a PriorityQueue data structure to store Events.


	
empty(self)

	Return True if the queue is empty.


	Returns

	Is the queue empty.



	Return type

	boolean










	
peek(self)

	Return True if the queue is empty.


	Returns

	Tuple at the front of the queue if the queue is full, else None.



	Return type

	(block, event)










	
get(self)

	Pop the lowest valued block in the queue.


	Returns

	The lowest valued block in the PriorityQueue.



	Return type

	(block, event)










	
put(self, block, event)

	Add a tuple (block, event) to the PriorityQueue. Block signifies the priority of the event.










	
class polyswarmclient.events.Event(guid)

	Bases: object

Generic Event class. Stores GUID and can compare for equality and order Events.


	Parameters

	guid (str, None) – GUID of the event.






	
__eq__(self, other)

	




	
__lt__(self, other)

	








	
class polyswarmclient.events.RevealAssertion(guid, index, nonce, verdicts, metadata)

	Bases: polyswarmclient.events.Event

An assertion scheduled to be publically revealed


	Parameters

	
	guid (str) – GUID of the bounty being asserted on


	index (int) – Index of the assertion to reveal


	nonce (str) – Secret nonce used to reveal assertion


	verdicts (List[bool]) – List of verdicts for each artifact in the bounty


	metadata (str) – Optional metadata













	
class polyswarmclient.events.OnRevealAssertionDueCallback

	Bases: polyswarmclient.events.Callback

Called when an assertion is needing to be revealed






	
class polyswarmclient.events.VoteOnBounty(guid, votes, valid_bloom)

	Bases: polyswarmclient.events.Event

A scheduled vote from an arbiter
:param guid: GUID of the bounty being voted on
:type guid: str
:param votes: List of votes for each artifact in the bounty
:type votes: List[bool]
:param valid_bloom: Is the bloom filter submitted with the bounty valid
:type valid_bloom: bool






	
class polyswarmclient.events.OnVoteOnBountyDueCallback

	Bases: polyswarmclient.events.Callback

Called when a bounty is needing to be voted on






	
class polyswarmclient.events.SettleBounty(guid)

	Bases: polyswarmclient.events.Event

A bounty scheduled to be settled
:param guid: GUID of the bounty being asserted on
:type guid: str






	
class polyswarmclient.events.OnSettleBountyDueCallback

	Bases: polyswarmclient.events.Callback

Called when a bounty is needing to be settled






	
class polyswarmclient.events.WithdrawStake(amount)

	Bases: polyswarmclient.events.Event

A scheduled stake withdrawal from an arbiter


	Parameters

	amount (int) – Amount to withdraw from stake










	
class polyswarmclient.events.OnWithdrawStakeDueCallback

	Bases: polyswarmclient.events.Callback

Called when a an arbiter needs to withdraw stake (due to deprecation)









          

      

      

    

  

    
      
          
            
  
polyswarmclient.exceptions


Module Contents


	
exception polyswarmclient.exceptions.PolyswarmClientException

	Bases: Exception

polyswarm-client related errors






	
exception polyswarmclient.exceptions.ApiKeyException

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Used an API key when not communicating over https, without explicitly allowing






	
exception polyswarmclient.exceptions.InvalidBidError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Fault in bid logic that resulted in a bid that is not between the min and max values provided by polyswarmd






	
exception polyswarmclient.exceptions.LowBalanceError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Not enough NCT to complete the requested action






	
exception polyswarmclient.exceptions.TransactionError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

A transaction failed






	
exception polyswarmclient.exceptions.InvalidMetadataError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Metadata does not match the valid schema






	
exception polyswarmclient.exceptions.RateLimitedError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Hit the rate limit from polyswarmd






	
exception polyswarmclient.exceptions.NonceDesyncError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Got a nonce too low or too high error






	
exception polyswarmclient.exceptions.ReceiptError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Failed to get receipt from polyswarmd






	
exception polyswarmclient.exceptions.UnsupportedHashError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Raised when a hash doesn’t match the format of a hash we use






	
exception polyswarmclient.exceptions.ScannerSetupFailedError

	Bases: polyswarmclient.exceptions.PolyswarmClientException

Scanner reported an unsuccessful setup






	
class polyswarmclient.exceptions.FatalError(message='', exit_code=0)

	Bases: click.ClickException






	
exception polyswarmclient.exceptions.SecurityWarning

	Bases: Warning

Warnings about disabled security features.









          

      

      

    

  

    
      
          
            
  
polyswarmclient.log_formatter


Module Contents


	
class polyswarmclient.log_formatter.ExtraTextFormatter

	Bases: logging.Formatter

Custom formatter that adds extra fields to the message string


	
format(self, record)

	Takes a LogRecord and sets record.message = record.msg % record.args
This one does some extra work.
It searches the record dict for some extra keys we use in the client. (specified as extra= in the logger statement)
If it finds one, it grabs the dict and adds an extra %s arg to record.msg, and the dict value to the record.args tuple.










	
class polyswarmclient.log_formatter.JSONFormatter

	Bases: pythonjsonlogger.jsonlogger.JsonFormatter

Class to add custom JSON fields to our logger.
Presently just adds a timestamp if one isn’t present and the log level.
INFO: https://github.com/madzak/python-json-logger#customizing-fields


	
add_fields(self, log_record, record, message_dict)

	











          

      

      

    

  

    
      
          
            
  
polyswarmclient.parameters


Module Contents


	
class polyswarmclient.parameters.Parameters(p)

	Bases: object

Trivial wrapper around a dict but protected via a RWLock to allow updates









          

      

      

    

  

    
      
          
            
  
polyswarmclient.request_rate_limit


Module Contents


	
polyswarmclient.request_rate_limit.logger

	




	
polyswarmclient.request_rate_limit.RATE_LIMIT_SLEEP = 2

	




	
class polyswarmclient.request_rate_limit.RequestRateLimit(event, lock)

	







          

      

      

    

  

    
      
          
            
  
polyswarmclient.utils


Module Contents


	
polyswarmclient.utils.logger

	




	
polyswarmclient.utils.TASK_TIMEOUT = 1.0

	




	
polyswarmclient.utils.MAX_WAIT

	




	
polyswarmclient.utils.MAX_WORKERS = 4

	




	
polyswarmclient.utils.DEPRECATION_MESSAGE =
polyswarm-client 2.x.x is deprecated.
However, polyswarm-client 2.x.x will still work with some PolySwarm communities in the near term.

	
Action is required to continue using 2.x.x.

If your build is based off the polyswarm-client:latest docker image, you MUST change to another tag.
Tag :2 will include all future fixes for polyswarm-client 2.x.x.









	
polyswarmclient.utils.to_bytes(value)

	




	
polyswarmclient.utils.sha3(seed)

	




	
polyswarmclient.utils.int_to_bytes(i)

	




	
polyswarmclient.utils.int_from_bytes(b)

	




	
polyswarmclient.utils.bool_list_to_int(bs)

	




	
polyswarmclient.utils.int_to_bool_list(i, expected_size)

	




	
polyswarmclient.utils.guid_as_string(guid)

	




	
polyswarmclient.utils.calculate_commitment(account, verdicts, nonce=None)

	




	
polyswarmclient.utils.configure_event_loop()

	




	
polyswarmclient.utils.asyncio_join()

	
Gather all remaining tasks, assumes loop is not running

	




	
polyswarmclient.utils.asyncio_stop()

	
Stop the main event loop

	




	
polyswarmclient.utils.check_response(response)

	
Check the status of responses from polyswarmd

	
	Parameters

	response – Response dict parsed from JSON from polyswarmd



	Returns

	True if successful else False



	Return type

	(bool)










	
polyswarmclient.utils.is_valid_sha256(uri)

	
Ensure that a given uri is a valid sha256 hash by checking length, and converting to an int

	
	Parameters

	uri (str) – uri to validate



	Returns

	is this valid



	Return type

	bool










	
polyswarmclient.utils.is_valid_ipfs_uri(ipfs_uri)

	
Ensure that a given ipfs_uri is valid by checking length and base58 encoding.

	
	Parameters

	ipfs_uri (str) – ipfs_uri to validate



	Returns

	is this valid?



	Return type

	bool










	
class polyswarmclient.utils.AsyncArtifactTempfile(blob: 'bytes' = None, filename: 'str' = None, mode: 'str' = 'w+b')

	asynchronous ctxmgr for temporary artifacts

Notes:

The following underlying file’s methods are awaited:


flush, peek, read, seek, write




You can use the object like an ordinary context manager
or supply the binary blob to be written as the first argument

>>> blob = b'hello world'
>>> async with AsyncArtifactTempfile(blob) as f:
>>>     with open(f.name, 'rb') as of:
>>>         of.read()
b'hello world'
>>> async with AsyncArtifactTempfile() as f:
>>>     await f.write(blob)
>>>     await f.read()
b'hello world'





The underlying file is always deleted after ctxmgr exits


	
__del__(self)

	




	
__getattr__(self, name)

	








	
polyswarmclient.utils.return_on_exception(exceptions=(Exception, ), default=None)

	




	
polyswarmclient.utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

	




	
polyswarmclient.utils.fill_scheme(polyswarmd_addr, insecure_transport)

	







          

      

      

    

  

    
      
          
            
  
liveness


Submodules



	liveness.__main__









          

      

      

    

  

    
      
          
            
  
liveness.__main__


Module Contents


	
liveness.__main__.main(log, log_format, loop_update_threshold, average_bounty_wait_threshold)

	







          

      

      

    

  

    
      
          
            
  
microengine


Subpackages



	microengine.bidstrategy
	microengine.bidstrategy.aggressive

	microengine.bidstrategy.conservative

	microengine.bidstrategy.default











Submodules



	microengine.__main__

	microengine.clamav

	microengine.eicar

	microengine.multi

	microengine.producer

	microengine.scratch

	microengine.yara









          

      

      

    

  

    
      
          
            
  
microengine.bidstrategy


Submodules



	microengine.bidstrategy.aggressive

	microengine.bidstrategy.conservative

	microengine.bidstrategy.default









          

      

      

    

  

    
      
          
            
  
microengine.bidstrategy.aggressive


Module Contents


	
class microengine.bidstrategy.aggressive.BidStrategy

	Bases: polyswarmclient.BidStrategyBase









          

      

      

    

  

    
      
          
            
  
microengine.bidstrategy.conservative


Module Contents


	
class microengine.bidstrategy.conservative.BidStrategy

	Bases: polyswarmclient.BidStrategyBase









          

      

      

    

  

    
      
          
            
  
microengine.bidstrategy.default


Module Contents


	
class microengine.bidstrategy.default.BidStrategy

	Bases: polyswarmclient.BidStrategyBase









          

      

      

    

  

    
      
          
            
  
microengine.__main__


Module Contents


	
microengine.__main__.logger

	




	
microengine.__main__.choose_backend(backend)

	
Resolves microengine name string to implementation

	
	Parameters

	backend (str) – Name of the backend to load, either one of the predefined
implementations or the name of a module to load
(module:ClassName syntax or default of module:Microengine)



	Returns

	Microengine class of the selected implementation



	Return type

	(Class)



	Raises

	(Exception) – If backend is not found










	
microengine.__main__.choose_bid_strategy(bid_strategy)

	
Resolves bid strategy name string to implementation

	
	Parameters

	bid_strategy (str) – Name of the bid strategy to load, either one of the predefined
implementations or the name of a module to load
(module:ClassName syntax or default of )



	Returns

	Microengine class of the selected implementation



	Return type

	(Class)



	Raises

	(Exception) – If backend is not found










	
microengine.__main__.main(log, client_log, polyswarmd_addr, keyfile, password, api_key, backend, testing, insecure_transport, allow_key_over_http, chains, log_format, artifact_type, bid_strategy, accept, exclude, filter, confidence)

	
Entrypoint for the microengine driver

	







          

      

      

    

  

    
      
          
            
  
microengine.clamav


Module Contents


	
microengine.clamav.logger

	




	
microengine.clamav.CLAMD_HOST

	




	
microengine.clamav.CLAMD_PORT

	




	
microengine.clamav.CLAMD_TIMEOUT = 30.0

	




	
class microengine.clamav.Scanner

	Bases: polyswarmclient.abstractscanner.AbstractScanner






	
class microengine.clamav.Microengine(client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs)

	Bases: polyswarmclient.abstractmicroengine.AbstractMicroengine

Microengine which scans samples through clamd.


	Parameters

	
	client (Client) – Client to use


	testing (int) – How many test bounties to respond to


	chains (set[str]) – Chain(s) to operate on
















          

      

      

    

  

    
      
          
            
  
microengine.eicar


Module Contents


	
microengine.eicar.logger

	




	
microengine.eicar.EICAR

	




	
class microengine.eicar.Scanner

	Bases: polyswarmclient.abstractscanner.AbstractScanner


	
scan_sync(self, guid, artifact_type, content, metadata, chain)

	Scan an artifact


	Parameters

	
	guid (str) – GUID of the bounty under analysis, use to track artifacts in the same bounty


	artifact_type (ArtifactType) – Artifact type for the bounty being scanned


	content (bytes) – Content of the artifact to be scan


	metadata (dict) – 


	chain (str) – Chain we are operating on






	Returns

	Result of this scan



	Return type

	ScanResult














	
class microengine.eicar.Microengine(client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs)

	Bases: polyswarmclient.abstractmicroengine.AbstractMicroengine

Microengine which tests for the EICAR test file.


	Parameters

	
	client (Client) – Client to use


	testing (int) – How many test bounties to respond to


	chains (set[str]) – Chain(s) to operate on
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Module Contents


	
microengine.multi.logger

	




	
microengine.multi.BACKENDS

	




	
class microengine.multi.Scanner

	Bases: polyswarmclient.abstractscanner.AbstractScanner






	
class microengine.multi.Microengine(client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs)

	Bases: polyswarmclient.abstractmicroengine.AbstractMicroengine

Microengine which aggregates multiple sub-microengines
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Module Contents


	
microengine.producer.logger

	




	
microengine.producer.REDIS_ADDR

	




	
microengine.producer.QUEUE

	




	
microengine.producer.RATE_LIMIT

	




	
microengine.producer.TIME_TO_POST_ASSERTION = 6

	




	
microengine.producer.KEY_TIMEOUT = 20

	




	
class microengine.producer.Microengine(client, testing=0, scanner=None, chains=None, artifact_types=None, bid_strategy=None, **kwargs)

	Bases: polyswarmclient.abstractmicroengine.AbstractMicroengine
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Module Contents


	
microengine.scratch.logger

	




	
class microengine.scratch.Scanner

	Bases: polyswarmclient.abstractscanner.AbstractScanner


	
scan_sync(self, guid, artifact_type, content, metadata, chain)

	Scan an artifact


	Parameters

	
	guid (str) – GUID of the bounty under analysis, use to track artifacts in the same bounty


	artifact_type (ArtifactType) – Artifact type for the bounty being scanned


	content (bytes) – Content of the artifact to be scan


	metadata (dict) – 


	chain (str) – Chain we are operating on






	Returns

	Result of this scan



	Return type

	ScanResult














	
class microengine.scratch.Microengine(client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs)

	Bases: polyswarmclient.abstractmicroengine.AbstractMicroengine

Scratch microengine is the same as the default behavior.


	Parameters

	
	client (Client) – Client to use


	testing (int) – How many test bounties to respond to


	chains (set[str]) – Chain(s) to operate on
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Module Contents


	
microengine.yara.logger

	




	
microengine.yara.RULES_DIR

	




	
class microengine.yara.Scanner

	Bases: polyswarmclient.abstractscanner.AbstractScanner


	
scan_sync(self, guid, artifact_type, content, metadata, chain)

	Scan an artifact with Yara.


	Parameters

	
	guid (str) – GUID of the bounty under analysis, use to track artifacts in the same bounty


	artifact_type (ArtifactType) – Artifact type for the bounty being scanned


	content (bytes) – Content of the artifact to be scan


	metadata (dict) – 


	chain (str) – Chain we are operating on






	Returns

	Result of this scan



	Return type

	ScanResult














	
class microengine.yara.Microengine(client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs)

	Bases: polyswarmclient.abstractmicroengine.AbstractMicroengine

Microengine which matches samples against yara rules
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  Source code for balancemanager

import asyncio
import logging

from polyswarmclient.utils import asyncio_stop, configure_event_loop
import polyswarmclient.fast.bountiesclient

[docs]logger = logging.getLogger(__name__)


# Extra blocks for the relay to process. Includes multiple relay transactions.
# 3 is minimum. 5 Gives a little extra room for slow transactions
[docs]RELAY_LEEWAY = 5



[docs]def convert(client, denomination, amount):
    """
    Convert the amount from it's original precision to 18 decimals
    """
    if denomination == 'nct':
        return client.to_wei(amount, 'ether')
    elif denomination == 'nct-gwei':
        return client.to_wei(amount, 'gwei')
    elif denomination == 'nct-wei':
        return amount
    else:
        raise ValueError()



[docs]def convert_from(client, denomination, amount):
    """
    Convert the amount from 18 decimals to the dedsired precision
    """
    if denomination == 'nct':
        return client.from_wei(amount, 'ether')
    elif denomination == 'nct-gwei':
        return client.from_wei(amount, 'gwei')
    elif denomination == 'nct-wei':
        return amount
    else:
        raise ValueError()



[docs]class BalanceManager(object):
    """
    Balance manager is used for single transfer events in either direction.
    Create a client, choose a chain and amount then run it.
    """

    def __init__(self, client, denomination, transfer_all, amount, testing=0, chains=None):
        self.client = client
        self.chains = chains
        self.denomination = denomination
        self.transfer_all = transfer_all
        self.amount = amount
        self.testing = testing
        self.client.on_run.register(self.handle_run)
        self.exit_code = 0

[docs]    def run(self):
        """
        Starts the client on whichever chain this uses.
        """
        self.client.run(chains=self.chains)


[docs]    def run_oneshot(self):
        """
        Runs run_task once
        """
        configure_event_loop()
        asyncio.get_event_loop().run_until_complete(self.client.run_task(chains=self.chains, listen_for_events=False))


    async def handle_run(self, chain):
        """
        Just starts the transfer up async.
        """
        # Do nothing when talking to polyswarmd-fast
        if isinstance(self.client.bounties, polyswarmclient.fast.bountiesclient.BountiesClient):
            self.exit_code = 0
            return

        if self.testing > 0:
            for i in range(0, self.testing):
                logger.info('Transferred %s times of %s', i, self.testing)
                await self.handle_transfer(chain)
        else:
            await self.handle_transfer(chain)

    async def handle_transfer(self, chain):
        """
        On client start, this tries to deposit or withdraw nectar from the sidechain.
        The direction, depends on the chain the client is running on.
        If it is on homechain, it deposits. Otherwise, withdraws.

        It also checks the balances to make sure the source chain wallet can cover the transfer.
        """
        balance = await self.client.balances.get_nct_balance(chain)

        if self.transfer_all:
            base_amount = int(balance)
        else:
            try:
                base_amount = int(convert(self.client, self.denomination, self.amount))
            except ValueError:
                logger.critical('Error trying to convert %s to 18 decimals from %s', self.amount, self.denomination)
                return

        if balance >= base_amount:
            if chain == 'home':
                # deposit
                logger.info('Depositing %s', base_amount)
                await self.client.relay.post_deposit(base_amount)
            elif chain == 'side':
                # withdraw
                logger.info('Withdrawing %s', base_amount)
                await self.client.relay.post_withdraw(base_amount)
        else:
            if chain == 'home':
                # Converting from amount_wei because it gives a better string output than self.amount
                logger.critical(
                    'Insufficient funds for deposit. Have %s nct-wei. Need %s nct-wei.', balance, base_amount)
            elif chain == 'side':
                logger.critical(
                    'Insufficient funds for withdrawal. Have %s nct-wei. Need %s nct-wei.', balance, base_amount)

            self.exit_code = 1



[docs]class Deposit(BalanceManager):
    """
    Deposit only version of Balance Manager
    """

    def __init__(self, client, denomination, transfer_all, amount, testing=0):
        super().__init__(client, denomination, transfer_all, amount, testing=testing, chains={'home'})



[docs]class Withdraw(BalanceManager):
    """
    Withdraw only version of Balance Manager
    """

    def __init__(self, client, denomination, transfer_all, amount, testing=0):
        super().__init__(client, denomination, transfer_all, amount, testing=testing, chains={'side'})



[docs]class DepositStake(BalanceManager):
    """
    Deposit only version of Balance Manager
    """

    def __init__(self, client, denomination, transfer_all, amount, testing=0, chain='side'):
        super().__init__(client, denomination, transfer_all, amount, testing=testing, chains={chain})

    async def handle_transfer(self, chain):
        """
        On client start, this tries to deposit or withdraw nectar from the sidechain.
        The direction, depends on the chain the client is running on.
        If it is on homechain, it deposits. Otherwise, withdraws.

        It also checks the balances to make sure the source chain wallet can cover the transfer.
        """
        balance = await self.client.balances.get_nct_balance(chain)
        min_stake = int(await self.client.staking.parameters[chain].get('minimum_stake'))
        max_stake = int(await self.client.staking.parameters[chain].get('maximum_stake'))
        staking_balance = int(await self.client.staking.get_total_balance(chain))

        if self.transfer_all:
            base_amount = int(balance)
        else:
            try:
                base_amount = int(convert(self.client, self.denomination, self.amount))
            except ValueError:
                logger.critical('Error trying to convert %s to 18 decimals from %s', self.amount, self.denomination)
                return
        if balance < base_amount:
            logger.critical(
                'Insufficient funds for staking deposit. Have %s nct-wei. Need %s nct-wei.',
                balance,
                base_amount)
            self.exit_code = 1
        if not (min_stake <= base_amount + staking_balance <= max_stake):
            logger.critical(
                '%s plus the staking balance of %s is not between %s and %s',
                base_amount,
                staking_balance,
                min_stake,
                max_stake)
        else:
            await self.client.staking.post_deposit(base_amount, chain)



[docs]class WithdrawStake(BalanceManager):
    """
    Withdraw only version of Balance Manager
    """

    def __init__(self, client, denomination, transfer_all, amount, testing=0, chain='side'):
        super().__init__(client, denomination, transfer_all, amount, testing=testing, chains={chain})

    async def handle_transfer(self, chain):
        """
        On client start, this tries to deposit or withdraw nectar from the sidechain.
        The direction, depends on the chain the client is running on.
        If it is on homechain, it deposits. Otherwise, withdraws.

        It also checks the balances to make sure the source chain wallet can cover the transfer.
        """
        balance = await self.client.staking.get_withdrawable_balance(chain)

        if self.transfer_all:
            base_amount = int(balance)
        else:
            try:
                base_amount = int(convert(self.client, self.denomination, self.amount))
            except ValueError:
                logger.critical('Error trying to convert %s to 18 decimals from %s', self.amount, self.denomination)
                return

        if balance >= base_amount:
            await self.client.staking.post_withdraw(base_amount, chain)
        else:
            logger.critical(
                'Insufficient funds for staking withdrawal. Requested %s nct-wei, but only %s nct-wei is available.',
                base_amount,
                balance)

            self.exit_code = 1



[docs]class Maintainer(object):
    """
    This class maintains a balance on the sidechain.
    It requires a base setup of a minimum balance.
    Optionally, it can take a maximum balance, so that earnings can automatically be transferred back to the homechain.
    """

    def __init__(self, client, denomination, confirmations, minimum, refill_amount, maximum, withdraw_target, testing=0):
        self.client = client
        self.client.on_run.register(self._set_locks)
        self.client.on_new_block.register(self.watch_balance)
        self.deposit_lock = None
        self.block_lock = None
        self.last_relay = None
        self.latest_block = 0
        self.last_balance = 0
        self.initial_balance = 0
        self.denomination = denomination
        self.confirmations = confirmations
        self.minimum = int(convert(client, denomination, minimum))
        self.refill_amount = int(convert(client, denomination, refill_amount))
        self.maximum = None if maximum < 0 else int(convert(client, denomination, maximum))
        self.withdraw_target = None if withdraw_target < 0 else int(convert(client, denomination, withdraw_target))
        self.testing = testing
        self.transfers = 0

    async def _set_locks(self, chain):
        """
        Once the client starts the async loop, we can set the locks.
        :param chain: Chain value is ignored here.
        """
        self.deposit_lock = asyncio.Lock()
        self.block_lock = asyncio.Lock()

[docs]    def run(self):
        """
        Starts the client.
        Have to run with both chains, or lots of nonce errors
        """
        self.client.run(chains={'home', 'side'})


    async def try_withdrawal(self, side_balance):
        """
        Computes the amount to withdraw based on the current balance, and the target balance.
        Then, it tries to withdraw the required NCT.
        """
        withdrawal_amount = side_balance - self.withdraw_target
        if side_balance > withdrawal_amount:
            logger.info(
                'Sidechain balance of %s nct-wei exceeds maximum %s nct-wei.  Withdrawing %s nct-wei',
                side_balance,
                self.maximum,
                withdrawal_amount)
            await self.client.relay.post_withdraw(withdrawal_amount)
            self.transfers += 1
            if self.testing > 0:
                logger.info('Transferred %s times of %s', self.transfers, self.testing)
            # Don't need to wait on withdrawals. The funds are instantly locked up on the sidechain
        else:
            logger.critical(
                'Insufficient funds for withdrawal. Have %s nct-wei. Need %s nct-wei.', side_balance, withdrawal_amount)

    async def try_deposit(self, side_balance):
        """
        Deposits the refill amount to the sidechain, as long as there is a sufficient balance on the homechain.
        """
        home_balance = await self.client.balances.get_nct_balance(chain='home')
        side_balance = await self.client.balances.get_nct_balance(chain='side')
        if home_balance >= self.refill_amount:
            logger.info(
                'Sidechain balance of %s nct-wei is under minimum %s nct-wei. Depositing %s nct-wei',
                side_balance,
                self.minimum,
                self.refill_amount)
            # Tell it to wait for the transaction to complete
            if await self.client.relay.post_deposit(self.refill_amount):
                # Account for blocks that moved while creating the transaction, and the transactions made by the relay
                async with self.block_lock:
                    self.last_relay = self.latest_block + RELAY_LEEWAY
                    self.last_balance = side_balance
                    self.initial_balance = side_balance
            self.transfers += 1
            if self.testing > 0:
                logger.info('Transferred %s times of %s', self.transfers, self.testing)
        else:
            logger.critical(
                'Insufficient funds for deposit. Have %s nct-wei. Need %s nct-wei',
                home_balance,
                self.refill_amount)

    async def watch_balance(self, block, chain):
        """
        Stores the latest block and then kicks off some balance checks.
        If the balance is outside the given range, it deposits, or withdraws as needed.
        """
        # Do nothing when talking to polyswarmd-fast
        if isinstance(self.client.bounties, polyswarmclient.fast.bountiesclient.BountiesClient):
            return

        if chain == 'side':
            return

        # Keep block up to date, so we can use that value when figuring out what block the transaction may have gone in
        if chain == 'home':
            async with self.block_lock:
                if block > self.latest_block:
                    self.latest_block = block
                else:
                    return

        async with self.deposit_lock:
            side_balance = await self.client.balances.get_nct_balance(chain='side')
            if 0 < self.testing <= self.transfers:
                logger.info('Finished text runs')
                asyncio_stop()

            if self.last_relay is not None and (self.last_relay + self.confirmations) >= block:
                more_blocks = self.last_relay + self.confirmations - block
                logger.info('Waiting for %d more blocks', more_blocks)
                return
            elif self.last_relay is not None:
                logger.info('Checking NCT balance')
                # We can handle up to half refill_amount changes in either direction for any given block.
                # Greater than that, and the client will have to restart.
                if self.last_balance + (self.refill_amount / 2) >= side_balance:
                    # Update balance, so each check against refill amount is from the latest changes
                    self.last_balance = side_balance
                    logger.error(
                        'Transfer does not appear to have completed. '
                        'Initial Balance: %s nct-wei. Current Balance: %s nct-wei.',
                        self.initial_balance,
                        side_balance)
                    return
                else:
                    logger.info('Balance increased to %s nct-wei', side_balance)
                    self.last_relay = None
                    self.last_balance = 0
                    self.initial_balance = 0

            if self.maximum is not None and self.withdraw_target is not None and side_balance > self.maximum:
                await self.try_withdrawal(side_balance)
            elif side_balance < self.minimum:
                await self.try_deposit(side_balance)



[docs]class ViewBalance(object):
    """
    ViewBalance retrieves the NCT balance from a chain
    Create a client, choose a chain and amount then run it.
    """

    def __init__(self, client, denomination, chain):
        self.client = client
        self.client.on_run.register(self.handle_run)
        self.denomination = denomination
        self.chain = chain
        self.exit_code = 0

[docs]    def run(self):
        """
        Starts the client on whichever chain this uses.
        """
        self.client.run(chains=[self.chain])


[docs]    def run_oneshot(self):
        """
        Runs run_task once
        """
        configure_event_loop()
        asyncio.get_event_loop().run_until_complete(self.client.run_task(chains=[self.chain], listen_for_events=False))


    async def handle_run(self, chain):
        """
        Just fetches the balance
        """
        balance = await self.client.balances.get_nct_balance(chain)
        logger.critical('Balance is %s (%s) on %s ', int(convert_from(self.client, self.denomination, balance)),
                        self.denomination, chain)



[docs]class ViewStake(ViewBalance):
    async def handle_run(self, chain):
        """
        Just fetches the staking balances
        """
        available_balance = convert_from(self.client,
                                         self.denomination,
                                         await self.client.staking.get_withdrawable_balance(chain))
        total_balance = convert_from(self.client,
                                     self.denomination,
                                     await self.client.staking.get_total_balance(chain))
        logger.critical('Can withdraw %s (%s) of a total staked %s (%s) on %s', available_balance, self.denomination, total_balance, self.denomination, chain)





          

      

      

    

  

    
      
          
            
  All modules for which code is available

	ambassador.__main__

	ambassador.eicar

	ambassador.filesystem

	arbiter.__main__

	arbiter.clamav

	arbiter.eicar

	arbiter.producer

	arbiter.verbatim

	arbiter.verbatimdb.__main__

	arbiter.verbatimdb.db

	balancemanager

	balancemanager.__main__


	liveness.__main__

	microengine.__main__

	microengine.bidstrategy.aggressive

	microengine.bidstrategy.conservative

	microengine.bidstrategy.default

	microengine.clamav

	microengine.eicar

	microengine.multi

	microengine.producer

	microengine.scratch

	microengine.yara

	polyswarmclient

	polyswarmclient.abstractambassador

	polyswarmclient.abstractarbiter

	polyswarmclient.abstractmicroengine

	polyswarmclient.abstractscanner

	polyswarmclient.backoff_wrapper

	polyswarmclient.bidstrategy

	polyswarmclient.config

	polyswarmclient.corpus

	polyswarmclient.ethereum.balanceclient

	polyswarmclient.ethereum.bloom

	polyswarmclient.ethereum.bountiesclient.base

	polyswarmclient.ethereum.bountiesclient.transaction

	polyswarmclient.ethereum.offersclient

	polyswarmclient.ethereum.relayclient

	polyswarmclient.ethereum.stakingclient

	polyswarmclient.ethereum.transaction

	polyswarmclient.ethereum.transaction.base

	polyswarmclient.ethereum.transaction.noncemanager


	polyswarmclient.ethereum.verifiers

	polyswarmclient.events

	polyswarmclient.exceptions

	polyswarmclient.fast.balanceclient

	polyswarmclient.fast.bountiesclient

	polyswarmclient.fast.offersclient

	polyswarmclient.fast.relayclient

	polyswarmclient.fast.stakingclient

	polyswarmclient.fast.transaction

	polyswarmclient.filters.bountyfilter

	polyswarmclient.filters.confidencefilter

	polyswarmclient.filters.filter

	polyswarmclient.liveness.exceptions

	polyswarmclient.liveness.liveness

	polyswarmclient.liveness.local

	polyswarmclient.log_formatter

	polyswarmclient.parameters

	polyswarmclient.producer

	polyswarmclient.producer.base

	polyswarmclient.producer.job

	polyswarmclient.producer.jobprocessor


	polyswarmclient.ratelimit.abstractratelimit

	polyswarmclient.ratelimit.redis

	polyswarmclient.request_rate_limit

	polyswarmclient.utils


	worker

	worker.__main__

	worker.base

	worker.exceptions





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient

import aiohttp
import asyncio
import backoff
import functools
import json
import logging
import math
import os
import time
import websockets

from web3.auto import w3

from polyswarmclient import events
from polyswarmclient import utils
from polyswarmclient.bidstrategy import BidStrategyBase
from polyswarmclient.ethereum.transaction import NonceManager
from polyswarmclient.exceptions import RateLimitedError
from polyswarmclient.liveness.local import LocalLivenessRecorder
from polyswarmclient.backoff_wrapper import BackoffWrapper
from polyswarmclient.request_rate_limit import RequestRateLimit

[docs]logger = logging.getLogger(__name__)


[docs]MAX_ARTIFACTS = 256

[docs]RATE_LIMIT_SLEEP = 2.0

[docs]MAX_BACKOFF = 32



[docs]class Client(object):
    """Client to connected to a Ethereum wallet as well as a polyswarmd instance.

    Args:
        polyswarmd_addr (str): URI of polyswarmd you are referring to.
        keyfile (str): Keyfile filename.
        password (str): Password associated with keyfile.
        api_key (str): Your PolySwarm API key.
        tx_error_fatal (bool): Transaction errors are fatal and exit the program
        insecure_transport (bool): Allow insecure transport such as HTTP?
    """

    def __init__(self, polyswarmd_addr, keyfile, password, api_key=None, tx_error_fatal=False):
        self.polyswarmd_uri = polyswarmd_addr
        logger.debug('self.polyswarmd_uri: %s', self.polyswarmd_uri)

        self.api_key = api_key

        self.tx_error_fatal = tx_error_fatal
        self.params = {}

        with open(keyfile, 'r') as f:
            self.priv_key = w3.eth.account.decrypt(f.read(), password)

        self.account = w3.eth.account.from_key(self.priv_key).address
        logger.info('Using account: %s', self.account)

        self.rate_limit = None

        # Do not init nonce manager here. Need to wait until we can guarantee that our event loop is set.
        self.nonce_managers = {}
        self.__schedules = {}

        self.tries = 0

        self.bounties = None
        self.staking = None
        self.offers = None
        self.relay = None
        self.balances = None

        # Setup a liveliness instance
        self.liveness_recorder = LocalLivenessRecorder()

        # Events from client
        self.on_run = events.OnRunCallback()
        self.on_stop = events.OnStopCallback()

        # Events from polyswarmd
        self.on_new_block = events.OnNewBlockCallback()
        self.on_new_bounty = events.OnNewBountyCallback()
        self.on_new_assertion = events.OnNewAssertionCallback()
        self.on_reveal_assertion = events.OnRevealAssertionCallback()
        self.on_new_vote = events.OnNewVoteCallback()
        self.on_quorum_reached = events.OnQuorumReachedCallback()
        self.on_settled_bounty = events.OnSettledBountyCallback()
        self.on_initialized_channel = events.OnInitializedChannelCallback()
        self.on_deprecated = events.OnDeprecatedCallback()

        # Events scheduled on block deadlines
        self.on_reveal_assertion_due = events.OnRevealAssertionDueCallback()
        self.on_vote_on_bounty_due = events.OnVoteOnBountyDueCallback()
        self.on_settle_bounty_due = events.OnSettleBountyDueCallback()
        self.on_withdraw_stake_due = events.OnWithdrawStakeDueCallback()
        utils.configure_event_loop()

[docs]    def run(self, chains=None):
        """Run the main event loop

        Args:
            chains (set(str)): Set of chains to operate on. Defaults to {'home', 'side'}
        """
        if chains is None:
            chains = {'home', 'side'}

        # noinspection PyBroadException
        try:
            asyncio.get_event_loop().run_until_complete(self.run_task(chains=chains))
        except asyncio.CancelledError:
            logger.info('Clean exit requested')
            utils.asyncio_join()
        except Exception:
            logger.exception('Unhandled exception at top level')
            utils.asyncio_stop()
            utils.asyncio_join()


    async def run_task(self, chains=None, listen_for_events=True):
        """
        How the event loop handles running a task.

        Args:
            chains (set(str)): Set of chains to operate on. Defaults to {'home', 'side'}
            listen_for_events (bool): Whether or not to listen to the websocket for events
        """
        self.params = {'account': self.account}
        if chains is None:
            chains = {'home', 'side'}

        self.__schedules = {chain: events.Schedule() for chain in chains}
        # We can now create our locks, because we are assured that the event loop is set
        self.nonce_managers = {chain: NonceManager(self, chain) for chain in chains}
        for nonce_manager in self.nonce_managers.values():
            await nonce_manager.setup()

        self.rate_limit = await RequestRateLimit.build()

        try:
            await self.liveness_recorder.start()
            await self.create_sub_clients(chains)
            for chain in chains:
                await self.bounties.fetch_parameters(chain)
                await self.staking.fetch_parameters(chain)
                await self.on_run.run(chain)

            # At this point we're initialized, reset our failure counter and listen for events
            self.tries = 0
            if listen_for_events:
                await asyncio.wait([self.listen_for_events(chain) for chain in chains])
        finally:
            await self.on_stop.run()
            self.clear_sub_clients()

[docs]    def clear_sub_clients(self):
        self.balances = None
        self.bounties = None
        self.offers = None
        self.relay = None
        self.staking = None


    @backoff.on_exception(backoff.expo, (aiohttp.ClientError, asyncio.TimeoutError), max_tries=3)
    async def create_sub_clients(self, chains):
        # Test polyswarmd, then either load ethereum or fast
        try:
            # Wallets only exists in polyswarmd-fast
            headers = {}
            if self.api_key:
                headers.update({'Authorization': self.api_key})

            async with aiohttp.ClientSession() as session:
                async with session.options(f'{self.polyswarmd_uri}/wallets/', headers=headers) as response:
                    if response.status == 404:
                        logger.debug('Using ethereum sub-clients')
                        self.create_ethereum_sub_clients(chains)
                        return
                    response.raise_for_status()
                logger.debug('Using fast sub-clients')
                self.create_fast_sub_clients(chains)
        except aiohttp.ClientConnectionError:
            logger.exception('Unable to connect to polyswarmd')
            raise
        except asyncio.TimeoutError:
            logger.exception('Timeout connecting to polyswarmd')
            raise

[docs]    def create_ethereum_sub_clients(self, chains):
        from polyswarmclient.ethereum import BalanceClient,  BountiesClient, StakingClient, OffersClient, RelayClient
        self.bounties = BountiesClient(self)
        self.staking = StakingClient(self)
        self.offers = OffersClient(self)
        self.relay = RelayClient(self)
        self.balances = BalanceClient(self)


[docs]    def create_fast_sub_clients(self, chains):
        from polyswarmclient.fast import BalanceClient,  BountiesClient, StakingClient, OffersClient, RelayClient
        self.bounties = BountiesClient(self)
        self.staking = StakingClient(self)
        self.offers = OffersClient(self)
        self.relay = RelayClient(self)
        self.balances = BalanceClient(self)

        async def periodic():
            # FIXME PSC continues to hit a down polyswarmd, because the trigger is time, not blocks from websocket
            while True:
                number = int(math.floor(time.time()))
                for chain in chains:
                    asyncio.get_event_loop().create_task(self.__handle_scheduled_events(number, chain=chain))
                    asyncio.get_event_loop().create_task(self.on_new_block.run(number=number, chain=chain))

                asyncio.get_event_loop().create_task(self.liveness_recorder.advance_time(number))
                await asyncio.sleep(1)

        asyncio.get_event_loop().create_task(periodic())


    @utils.return_on_exception((aiohttp.ServerDisconnectedError, asyncio.TimeoutError, aiohttp.ClientOSError,
                                aiohttp.ContentTypeError, RateLimitedError), default=(False, {}))
    async def make_request(self, method, path, chain, json=None, send_nonce=False, api_key=None, params=None):
        """Make a request to polyswarmd, expecting a json response

        Args:
            method (str): HTTP method to use
            path (str): Path portion of URI to send request to
            chain (str): Which chain to operate on
            json (obj): JSON payload to send with request
            send_nonce (bool): Whether to include a base_nonce query string parameter in this request
            api_key (str): Override default API key
            params (dict): Optional params for the request
        Returns:
            (bool, obj): Tuple of boolean representing success, and response JSON parsed from polyswarmd
        """
        if chain != 'home' and chain != 'side':
            raise ValueError(f'Chain parameter must be `home` or `side`, got {chain}')

        uri = f'{self.polyswarmd_uri}{path}'
        logger.debug('making request to url: %s', uri)

        params = params or {}
        params.update(dict(self.params))
        params['chain'] = chain

        if send_nonce:
            # Set to 0 because I will replace it later
            params['base_nonce'] = 0

        # Allow overriding API key per request
        api_key = api_key or self.api_key
        headers = {}
        if api_key:
            headers = {'Authorization': api_key}

        response = {}
        try:
            await self.rate_limit.check()
            async with aiohttp.ClientSession() as session:
                async with session.request(method, uri, params=params, headers=headers, json=json) as raw:
                    self._check_status_for_rate_limit(raw.status)

                    try:
                        response = await raw.json()
                    except aiohttp.ContentTypeError:
                        response = await raw.read() if raw else 'None'
                        raise

                    queries = '&'.join([a + '=' + str(b) for (a, b) in params.items()])
                    logger.debug('%s %s?%s', method, path, queries, extra={'extra': response})

                    if not utils.check_response(response):
                        logger.warning('Request %s %s?%s failed', method, path, queries)
                        return False, response.get('errors')

                    return True, response.get('result')
        except aiohttp.ContentTypeError:
            logger.exception('Received non-json response from polyswarmd: %s, url: %s', response, uri)
            raise
        except (aiohttp.ClientOSError, aiohttp.ServerDisconnectedError):
            logger.exception('Connection to polyswarmd refused')
            raise
        except asyncio.TimeoutError:
            logger.error('Connection to polyswarmd timed out')
            raise
        except RateLimitedError:
            # Handle "Too many requests" rate limit by not hammering server, and pausing all requests for a bit
            logger.warning('Hit polyswarmd rate limits, stopping all requests for a moment')
            asyncio.get_event_loop().create_task(self.rate_limit.trigger())
            raise

    async def list_artifacts(self, ipfs_uri, api_key=None):
        """Return a list of artifacts from a given ipfs_uri.

        Args:
            ipfs_uri (str): IPFS URI to get artifiacts from.
            api_key (str): Override default API key

        Returns:
            List[(str, str)]: A list of tuples. First tuple element is the artifact name, second tuple element
            is the artifact hash.
        """
        if not utils.is_valid_uri(ipfs_uri):
            logger.warning('Invalid IPFS URI: %s', ipfs_uri)
            return []

        path = f'/artifacts/{ipfs_uri}/'

        # Chain parameter doesn't matter for artifacts, just set to side
        success, result = await self.make_request('GET', path, 'side', api_key=api_key)
        if not success:
            logger.error('Expected artifact listing, received', extra={'extra': result})
            return []

        result = {} if result is None else result
        return [(a.get('name', ''), a.get('hash', '')) for a in result]

    async def get_artifact_count(self, ipfs_uri, api_key=None):
        """Gets the number of artifacts at the ipfs uri

        Args:
            ipfs_uri (str): IPFS URI for the artifact set
            api_key (str): Override default API key
        Returns:
            Number of artifacts at the uri
        """
        artifacts = await self.list_artifacts(ipfs_uri, api_key=api_key)
        return len(artifacts) if artifacts is not None and artifacts else 0

    @utils.return_on_exception((aiohttp.ServerDisconnectedError, asyncio.TimeoutError, aiohttp.ContentTypeError,
                                RateLimitedError, aiohttp.ClientOSError), default=None)
    async def get_artifact(self, ipfs_uri, index, api_key=None):
        """Retrieve an artifact from IPFS via polyswarmd

        Args:
            ipfs_uri (str): IPFS hash of the artifact to retrieve
            index (int): Index of the sub artifact to retrieve
            api_key (str): Override default API key
        Returns:
            (bytes): Content of the artifact
        """
        if not utils.is_valid_uri(ipfs_uri):
            raise ValueError('Invalid IPFS URI')

        uri = f'{self.polyswarmd_uri}/artifacts/{ipfs_uri}/{index}/'
        logger.debug('getting artifact from uri: %s', uri)

        params = dict(self.params)

        # Allow overriding API key per request
        api_key = api_key or self.api_key
        headers = {}
        if api_key:
            headers = {'Authorization': api_key}

        try:
            await self.rate_limit.check()
            async with aiohttp.ClientSession() as session:
                async with session.get(uri, params=params, headers=headers) as raw_response:
                    # Handle "Too many requests" rate limit by not hammering server, and instead sleeping a bit
                    self._check_status_for_rate_limit(raw_response.status)

                    if raw_response.status / 100 == 2:
                        return await raw_response.read()
        except (aiohttp.ClientOSError, aiohttp.ServerDisconnectedError):
            logger.exception('Connection to polyswarmd refused')
            raise
        except asyncio.TimeoutError:
            logger.error('Connection to polyswarmd timed out')
            raise
        except RateLimitedError:
            # Handle "Too many requests" rate limit by not hammering server, and pausing all requests for a bit
            logger.warning('Hit polyswarmd rate limits, stopping all requests for a moment')
            asyncio.get_event_loop().create_task(self.rate_limit.trigger())
            raise

    @staticmethod
[docs]    def to_wei(amount, unit='ether'):
        return w3.toWei(amount, unit)


    @staticmethod
[docs]    def from_wei(amount, unit='ether'):
        return w3.fromWei(amount, unit)


    @utils.return_on_exception((aiohttp.ServerDisconnectedError, asyncio.TimeoutError, RateLimitedError,
                                aiohttp.ClientOSError), default=None)
    async def post_artifacts(self, files, api_key=None):
        """Post artifacts to polyswarmd, flexible files parameter to support different use-cases

        Args:
            files (list[(filename, contents)]): The artifacts to upload, accepts one of:
                (filename, bytes): File name and contents to upload
                (filename, file_obj): (Optional) file name and file object to upload
                (filename, None): File name to open and upload
            api_key (str): Override default API key
        Returns:
            (str): IPFS URI of the uploaded artifact
        """

        uri = f'{self.polyswarmd_uri}/artifacts/'
        logger.debug('posting artifact to uri: %s', uri)

        params = dict(self.params)

        # Allow overriding API key per request
        if api_key is None:
            api_key = self.api_key
        headers = {'Authorization': api_key} if api_key is not None else None

        # MultipartWriter can only be used once, recreate if on retry
        with aiohttp.MultipartWriter('form-data') as mpwriter:
            response = {}
            to_close = []
            try:
                for filename, f in files:
                    # If contents is None, open filename for reading and remember to close it
                    if f is None:
                        f = open(filename, 'rb')
                        to_close.append(f)

                    # If filename is None and our file object has a name attribute, use it
                    if filename is None and hasattr(f, 'name'):
                        filename = f.name

                    if filename:
                        filename = os.path.basename(filename)
                    else:
                        filename = 'file'

                    payload = aiohttp.payload.get_payload(f, content_type='application/octet-stream')
                    payload.set_content_disposition('form-data', name='file', filename=filename)
                    mpwriter.append_payload(payload)
                    await self.rate_limit.check()
                    # Make the request
                    async with aiohttp.ClientSession() as session:
                        async with session.post(uri, params=params, headers=headers,
                                                data=mpwriter) as raw_response:

                            self._check_status_for_rate_limit(raw_response.status)
                            try:
                                response = await raw_response.json()
                            except (ValueError, aiohttp.ContentTypeError):
                                response = await raw_response.read() if raw_response else 'None'
                                logger.error('Received non-json response from polyswarmd: %s, uri: %s', response, uri)
                                response = {}
            except (aiohttp.ClientOSError, aiohttp.ServerDisconnectedError):
                logger.exception('Connection to polyswarmd refused, files: %s', files)
                raise
            except asyncio.TimeoutError:
                logger.error('Connection to polyswarmd timed out, files: %s', files)
                raise
            except RateLimitedError:
                # Handle "Too many requests" rate limit by not hammering server, and pausing all requests for a bit
                logger.warning('Hit polyswarmd rate limits, stopping all requests for a moment')
                asyncio.get_event_loop().create_task(self.rate_limit.trigger())
                raise
            finally:
                for f in to_close:
                    f.close()

            logger.debug('POST/artifacts', extra={'extra': response})

            if not utils.check_response(response):
                logger.info('Posting artifacts to polyswarmd failed, giving up')
                return None

            return response.get('result')

    @staticmethod
[docs]    def _check_status_for_rate_limit(status):
        if status == 429:
            raise RateLimitedError


[docs]    def schedule(self, expiration, event, chain):
        """Schedule an event to execute on a particular block

        Args:
            expiration (int): Which block to execute on
            event (Event): Event to trigger on expiration block
            chain (str): Which chain to operate on
        """
        if chain != 'home' and chain != 'side':
            raise ValueError(f'Chain parameter must be `home` or `side`, got {chain}')
        self.__schedules[chain].put(expiration, event)


    async def __handle_scheduled_events(self, number, chain):
        """Perform scheduled events when a new block is reported

        Args:
            number (int): The current block number reported from polyswarmd
            chain (str): Which chain to operate on
        """
        if chain != 'home' and chain != 'side':
            raise ValueError('Chain parameter must be `home` or `side`, got {chain}')
        while self.__schedules[chain].peek() and self.__schedules[chain].peek()[0] < number:
            exp, task = self.__schedules[chain].get()
            if isinstance(task, events.RevealAssertion):
                asyncio.get_event_loop().create_task(
                    self.on_reveal_assertion_due.run(bounty_guid=task.guid, index=task.index, nonce=task.nonce,
                                                     verdicts=task.verdicts, metadata=task.metadata, chain=chain))
            elif isinstance(task, events.SettleBounty):
                asyncio.get_event_loop().create_task(
                    self.on_settle_bounty_due.run(bounty_guid=task.guid, chain=chain))
            elif isinstance(task, events.VoteOnBounty):
                asyncio.get_event_loop().create_task(
                    self.on_vote_on_bounty_due.run(bounty_guid=task.guid, votes=task.votes,
                                                   valid_bloom=task.valid_bloom, chain=chain))
            elif isinstance(task, events.WithdrawStake):
                asyncio.get_event_loop().create_task(
                    self.on_withdraw_stake_due.run(amount=task.amount, chain=chain))

    async def listen_for_events(self, chain):
        """Listen for events via websocket connection to polyswarmd
        Args:
            chain (str): Which chain to operate on
        """
        if chain != 'home' and chain != 'side':
            raise ValueError(f'Chain parameter must be `home` or `side`, got {chain}')
        if not self.polyswarmd_uri.startswith('http'):
            raise ValueError(f'polyswarmd_uri protocol is not http or https, got {self.polyswarmd_uri}')

        # http:// -> ws://, https:// -> wss://
        wsuri = f'{self.polyswarmd_uri.replace("http", "ws", 1)}/events/?chain={chain}'
        last_block = 0

        async for message in self.websocket_events(wsuri, chain):
            next_block = await self.route_websocket_message(message, last_block, chain)
            if next_block:
                last_block = next_block

        # If the websocket closes naturally, exit this function
        logger.info('%s chain closed the websocket', chain)

    async def websocket_events(self, websocket_uri, chain):
        exponential_backoff = BackoffWrapper(backoff.expo, max_value=MAX_BACKOFF)
        while True:
            try:
                async with websockets.connect(websocket_uri) as websocket:
                    # reset backoff because we got a connection
                    exponential_backoff.reset()
                    logger.error('Websocket connection to polyswarmd established')
                    # Fetch parameters again here because we may have missed update events
                    await self.bounties.fetch_parameters(chain)
                    await self.staking.fetch_parameters(chain)
                    while not websocket.closed:
                        message = await websocket.recv()
                        if message is not None:
                            logger.debug('Received message on websocket', extra={'extra': message})
                            yield message
            except (websockets.exceptions.ConnectionClosed, asyncio.streams.IncompleteReadError):
                logger.error('Websocket connection to polyswarmd closed, retrying')
                await exponential_backoff.sleep()
            except (OSError, websockets.exceptions.InvalidHandshake):
                logger.error('Websocket connection to polyswarmd refused, retrying')
                await exponential_backoff.sleep()
            except asyncio.TimeoutError:
                logger.error('Websocket connection to polyswarmd timed out, retrying')
                await exponential_backoff.sleep()

    async def route_websocket_message(self, message, last_block, chain):
        try:
            message = json.loads(message)
            event = message.get('event')
            data = message.get('data')
            block_number = message.get('block_number')
            txhash = message.get('txhash')
        except json.JSONDecodeError:
            logger.error('Invalid event message from polyswarmd: %s', message)
            return

        if event != 'block':
            logger.info('Received %s on chain %s', event, chain, extra={'extra': data})

        if event == 'connected':
            logger.info('Connected to event socket at: %s', data.get('start_time'))
        elif event == 'block':
            number = data.get('number', 0)

            if number <= last_block:
                return

            if number % 100 == 0:
                logger.debug('Block %s on chain %s', number, chain)

            asyncio.get_event_loop().create_task(self.on_new_block.run(number=number, chain=chain))
            # These are staying here because we need the homechain block events as well
            asyncio.get_event_loop().create_task(self.__handle_scheduled_events(number, chain=chain))
            asyncio.get_event_loop().create_task(self.liveness_recorder.advance_time(number))
            return number
        elif event == 'fee_update':
            d = {'bounty_fee': data.get('bounty_fee'), 'assertion_fee': data.get('assertion_fee')}
            await self.bounties.parameters[chain].update({k: v for k, v in d.items() if v is not None})
        elif event == 'window_update':
            d = {'assertion_reveal_window': data.get('assertion_reveal_window'),
                 'arbiter_vote_window': data.get('arbiter_vote_window')}
            await self.bounties.parameters[chain].update({k: v for k, v in d.items() if v is not None})
        elif event == 'bounty':
            asyncio.get_event_loop().create_task(
                self.on_new_bounty.run(**data, block_number=block_number, txhash=txhash, chain=chain))
        elif event == 'assertion':
            asyncio.get_event_loop().create_task(
                self.on_new_assertion.run(**data, block_number=block_number, txhash=txhash,
                                          chain=chain))
        elif event == 'reveal':
            asyncio.get_event_loop().create_task(
                self.on_reveal_assertion.run(**data, block_number=block_number, txhash=txhash,
                                             chain=chain))
        elif event == 'vote':
            asyncio.get_event_loop().create_task(
                self.on_new_vote.run(**data, block_number=block_number, txhash=txhash, chain=chain))
        elif event == 'quorum':
            asyncio.get_event_loop().create_task(
                self.on_quorum_reached.run(**data, block_number=block_number, txhash=txhash,
                                           chain=chain))
        elif event == 'settled_bounty':
            asyncio.get_event_loop().create_task(
                self.on_settled_bounty.run(**data, block_number=block_number, txhash=txhash,
                                           chain=chain))
        elif event == 'deprecated':
            asyncio.get_event_loop().create_task(
                self.on_deprecated.run(**data, block_number=block_number, txhash=txhash,
                                       chain=chain))
        elif event == 'initialized_channel':
            asyncio.get_event_loop().create_task(
                self.on_initialized_channel.run(**data, block_number=block_number, txhash=txhash))
        else:
            logger.error('Invalid event type from polyswarmd: %s', message)





          

      

      

    

  

    
      
          
            
  Source code for worker

from worker.base import Worker




          

      

      

    

  

    
      
          
            
  Source code for ambassador.__main__


import click
import importlib.util
import logging
import sys
import warnings

from polyswarmclient import utils

from polyswarmclient.config import init_logging
from polyswarmclient.exceptions import FatalError, SecurityWarning

[docs]logger = logging.getLogger(__name__)



[docs]def choose_backend(backend):
    """Resolves amabassador name string to implementation

    Args:
        backend (str): Name of the backend to load, either one of the predefined
            implementations or the name of a module to load
            (module:ClassName syntax or default of module:Ambassador)
    Returns:
        (Class): Ambassador class of the selected implementation
    Raises:
        (Exception): If backend is not found
    """
    backend_list = backend.split(':')
    module_name_string = backend_list[0]

    # determine if this string is a module that can be imported as-is or as sub-module of the ambassador package
    mod_spec = importlib.util.find_spec(module_name_string) or importlib.util.find_spec(
        'ambassador.{0}'.format(module_name_string))
    if mod_spec is None:
        raise Exception('Ambassador backend `{0}` cannot be imported as a python module.'.format(backend))

    # have valid module that can be imported, so import it.
    ambassador_module = importlib.import_module(mod_spec.name)

    # find Ambassador class in this module
    if hasattr(ambassador_module, 'Ambassador'):
        ambassador_class = ambassador_module.Ambassador
    elif len(backend_list) == 2 and hasattr(ambassador_module, backend_list[1]):
        ambassador_class = getattr(ambassador_module, backend_list[1])
    else:
        raise Exception('No ambassador backend found {0}'.format(backend))

    return ambassador_module.__name__, ambassador_class



@click.command()
@click.option('--log', envvar='LOG_LEVEL', default='WARNING',
              help='Logging level')
@click.option('--client-log', envvar='CLIENT_LOG_LEVEL', default='WARNING',
              help='PolySwarm Client log level')
@click.option('--polyswarmd-addr', envvar='POLYSWARMD_ADDR', default='https://api.polyswarm.network/v1/default',
              help='Address (scheme://host:port) of polyswarmd instance')
@click.option('--keyfile', envvar='KEYFILE', type=click.Path(exists=True), default='keyfile',
              help='Keystore file containing the private key to use with this ambassador')
@click.option('--password', envvar='PASSWORD', prompt=True, hide_input=True,
              help='Password to decrypt the keyfile with')
@click.option('--api-key', envvar='API_KEY', default='',
              help='API key to use with polyswarmd')
@click.option('--backend', envvar='BACKEND', required=True,
              help='Backend to use')
@click.option('--testing', default=0,
              help='Activate testing mode for integration testing, respond to N bounties and N offers then exit')
@click.option('--insecure-transport', is_flag=True,
              help='Deprecated. Used only to change the default scheme to http in polyswarmd-addr if not present')
@click.option('--allow-key-over-http', is_flag=True, envvar='ALLOW_KEY_OVER_HTTP',
              help='Force api keys over http (Not Recommended)')
@click.option('--chains', multiple=True, default=['side'],
              help='Chain(s) to operate on')
@click.option('--watchdog', default=0,
              help='Number of blocks to check if bounties are being processed')
@click.option('--log-format', envvar='LOG_FORMAT', default='text',
              help='Log format. Can be `json` or `text` (default)')
@click.option('--submission-rate', default=0, type=click.FLOAT,
              help='How often to submit a new sample in seconds. Default: No delay between submissions.')
[docs]# @click.option('--offers', envvar='OFFERS', default=False, is_flag=True,
#               help='Should the abassador send offers')
def main(log, client_log, polyswarmd_addr, keyfile, password, api_key, backend, testing, insecure_transport,
         allow_key_over_http, chains, watchdog, log_format, submission_rate):
    """
    Entrypoint for the ambassador driver
    """
    loglevel = getattr(logging, log.upper(), None)
    clientlevel = getattr(logging, client_log.upper(), None)
    if not isinstance(loglevel, int) or not isinstance(clientlevel, int):
        logging.error('invalid log level')
        raise FatalError('Invalid log level', 1)

    logger_name, ambassador_class = choose_backend(backend)

    init_logging(['ambassador', logger_name], log_format, loglevel)
    init_logging(['polyswarmclient'], log_format, clientlevel)

    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

    if insecure_transport:
        warnings.warn('--insecure-transport will be removed soon. Please add http:// or https:// to polyswarmd-addr`',
                      DeprecationWarning)

    ambassador_class.connect(polyswarmd_addr, keyfile, password,
                             api_key=api_key, testing=testing,
                             chains=set(chains), watchdog=watchdog,
                             submission_rate=submission_rate).run()



if __name__ == '__main__':
    main(sys.argv[1:])




          

      

      

    

  

    
      
          
            
  Source code for ambassador.eicar

import base64
import logging
import random
import os

from concurrent.futures import CancelledError

from polyswarmartifact import ArtifactType
from polyswarmartifact.schema import Bounty as BountyMetadata

from polyswarmclient.abstractambassador import AbstractAmbassador

[docs]logger = logging.getLogger(__name__)


[docs]EICAR = base64.b64decode(
    b'WDVPIVAlQEFQWzRcUFpYNTQoUF4pN0NDKTd9JEVJQ0FSLVNUQU5EQVJELUFOVElWSVJVUy1URVNULUZJTEUhJEgrSCo=')

[docs]NOT_EICAR = 'not a malicious file'

[docs]ARTIFACTS = [('eicar', EICAR), ('not_eicar', NOT_EICAR)]

[docs]BOUNTY_TEST_DURATION_BLOCKS = int(os.getenv('BOUNTY_TEST_DURATION_BLOCKS', 5))



[docs]class Ambassador(AbstractAmbassador):
    """Ambassador which submits the EICAR test file"""

    def __init__(self, client, testing=0, chains=None, watchdog=0, submission_rate=30):
        """
        Initialize {{ cookiecutter.participant_name }}

        Args:
            client (`Client`): Client to use
            testing (int): How many test bounties to respond to
            chains (set[str]): Chain(s) to operate on
            watchdog: interval over which a watchdog thread should verify bounty placement on-chain (in number of blocks)
            submission_rate: if nonzero, produce a sleep in the main event loop to prevent the ambassador from overloading `polyswarmd` during testing
        """
        super().__init__(client, testing, chains, watchdog, submission_rate)

    async def generate_bounties(self, chain):
        """Submit either the EICAR test string or a benign sample

        Args:
            chain (str): Chain sample is being requested from
        """
        amount = await self.client.bounties.parameters[chain].get('bounty_amount_minimum')

        while True:
            try:
                filename, content = random.choice(ARTIFACTS)

                logger.info('Submitting %s', filename)
                ipfs_uri = await self.client.post_artifacts([(filename, content)])
                if not ipfs_uri:
                    logger.error('Error uploading artifact to IPFS, continuing')
                    continue

                computed = Ambassador.generate_metadata(content)
                metadata = BountyMetadata().add_file_artifact(mimetype=computed['mimetype'], filename=filename,
                                                              filesize=str(computed['size']), sha256=computed['sha256'],
                                                              sha1=computed['sha1'], md5=computed['md5'])

                await self.push_bounty(ArtifactType.FILE, amount, ipfs_uri, BOUNTY_TEST_DURATION_BLOCKS, chain,
                                       metadata=metadata.json())
            except CancelledError:
                logger.info('Cancel requested')
                break
            except Exception:
                logger.exception('Exception in bounty generation task, continuing')
                continue





          

      

      

    

  

    
      
          
            
  Source code for ambassador.filesystem

import logging
import random
import os

from concurrent.futures import CancelledError

from polyswarmartifact import ArtifactType
from polyswarmartifact.schema import Bounty as BountyMetadata
from polyswarmclient.abstractambassador import AbstractAmbassador
from polyswarmclient.corpus import DownloadToFileSystemCorpus

[docs]logger = logging.getLogger(__name__)


[docs]ARTIFACT_DIRECTORY = os.getenv('ARTIFACT_DIRECTORY', 'docker/artifacts')

[docs]ARTIFACT_BLACKLIST = os.getenv('ARTIFACT_BLACKLIST', 'truth.db').split(',')

[docs]ARTIFACTS_PER_BOUNTY = int(os.getenv('ARTIFACTS_PER_BOUNTY', 1))

[docs]BOUNTY_TEST_DURATION_BLOCKS = int(os.getenv('BOUNTY_TEST_DURATION_BLOCKS', 5))



[docs]class Ambassador(AbstractAmbassador):
    """Ambassador which submits artifacts from a directory"""

    def __init__(self, client, testing=0, chains=None, watchdog=0, submission_rate=30):
        """Initialize a filesystem ambassador

        Args:
            client (`Client`): Client to use
            testing (int): How many test bounties to respond to
            chains (set[str]): Chain(s) to operate on
        """
        super().__init__(client, testing, chains, watchdog, submission_rate)

        self.artifacts = []
        u = os.getenv('MALICIOUS_BOOTSTRAP_URL')
        if u:
            logger.info('Unpacking malware corpus at {0}'.format(u))
            d = DownloadToFileSystemCorpus()
            d.download_and_unpack()
            bfl = d.get_benign_file_list()
            mfl = d.get_malicious_file_list()
            logger.info('Unpacking complete, {0} malicious and {1} benign files'.format(len(mfl), len(bfl)))
            self.artifacts = bfl + mfl
        else:
            for root, dirs, files in os.walk(ARTIFACT_DIRECTORY):
                for f in files:
                    self.artifacts.append(os.path.join(root, f))

    async def generate_bounties(self, chain):
        """Submit bounty from the filesystem

        Args:
            chain (str): Chain sample is being requested from
        """
        min_amount = await self.client.bounties.parameters[chain].get('bounty_amount_minimum')

        while True:
            try:
                num_artifacts = min(ARTIFACTS_PER_BOUNTY, len(self.artifacts))
                if self.testing:
                    num_artifacts = random.randint(1, num_artifacts)

                filenames = []
                while len(filenames) < num_artifacts:
                    filename = random.choice(self.artifacts)
                    if filename not in filenames:
                        filenames.append(filename)

                ipfs_uri = await self.client.post_artifacts([(filename, None) for filename in filenames])
                if not ipfs_uri:
                    logger.error('Error uploading artifact to IPFS, continuing')
                    continue

                metadata = BountyMetadata()
                for filename in filenames:
                    with open(filename, 'rb') as f:
                        computed = Ambassador.generate_metadata(f.read())

                    metadata.add_file_artifact(mimetype=computed['mimetype'], filename=filename, filesize=str(computed['size']),
                                               sha256=computed['sha256'], sha1=computed['sha1'], md5=computed['md5'])

                amount = min_amount * len(filenames)
                await self.push_bounty(ArtifactType.FILE, amount, ipfs_uri, BOUNTY_TEST_DURATION_BLOCKS, chain,
                                       metadata=metadata.json())
            except CancelledError:
                logger.warning('Cancel requested')
                break
            except Exception:
                logger.exception('Exception in bounty generation task, continuing')
                continue





          

      

      

    

  

    
      
          
            
  Source code for arbiter.__main__

import click
import importlib.util
import logging
import sys
import warnings

from polyswarmartifact import ArtifactType
from polyswarmclient import utils
from polyswarmclient.config import init_logging
from polyswarmclient.exceptions import FatalError, SecurityWarning

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]def choose_backend(backend):
    """Resolves arbiter name string to implementation

    Args:
        backend (str): Name of the backend to load, either one of the
          predefined implementations or the name of a module to load
          (module:ClassName syntax or default of module:Arbiter)
    Returns:
        (Class): Arbiter class of the selected implementation
    Raises:
        (Exception): If backend is not found
    """
    backend_list = backend.split(':')
    module_name_string = backend_list[0]

    # determine if this string is a module that can be imported as-is or as sub-module of the arbiter package
    mod_spec = importlib.util.find_spec(module_name_string) or importlib.util.find_spec(
        'arbiter.{0}'.format(module_name_string))
    if mod_spec is None:
        raise Exception('Arbiter backend `{0}` cannot be imported as a python module.'.format(backend))

    # have valid module that can be imported, so import it.
    arbiter_module = importlib.import_module(mod_spec.name)

    # find Arbiter class in this module
    if hasattr(arbiter_module, 'Arbiter'):
        arbiter_class = arbiter_module.Arbiter
    elif len(backend_list) == 2 and hasattr(arbiter_module, backend_list[1]):
        arbiter_class = getattr(arbiter_module, backend_list[1])
    else:
        raise Exception('No arbiter backend found {0}'.format(backend))

    return arbiter_module.__name__, arbiter_class



@click.command()
@click.option('--log', envvar='LOG_LEVEL', default='WARNING', help='Logging level')
@click.option('--client-log', envvar='CLIENT_LOG_LEVEL', default='WARNING',
              help='PolySwarm Client log level')
@click.option('--polyswarmd-addr', envvar='POLYSWARMD_ADDR', default='https://api.polyswarm.network/v1/default',
              help='Address (scheme://host:port) of polyswarmd instance')
@click.option('--keyfile', envvar='KEYFILE', type=click.Path(exists=True), default='keyfile',
              help='Keystore file containing the private key to use with this arbiter')
@click.option('--password', envvar='PASSWORD', prompt=True, hide_input=True,
              help='Password to decrypt the keyfile with')
@click.option('--api-key', envvar='API_KEY', default='',
              help='API key to use with polyswarmd')
@click.option('--backend', envvar='BACKEND', required=True,
              help='Backend to use')
@click.option('--testing', default=0,
              help='Activate testing mode for integration testing, respond to N bounties then exit')
@click.option('--insecure-transport', is_flag=True,
              help='Deprecated. Used only to change the default scheme to http in polyswarmd-addr if not present')
@click.option('--allow-key-over-http', is_flag=True, envvar='ALLOW_KEY_OVER_HTTP',
              help='Force api keys over http (Not Recommended)')
@click.option('--chains', multiple=True, default=['side'],
              help='Chain(s) to operate on')
@click.option('--log-format', envvar='LOG_FORMAT', default='text',
              help='Log format. Can be `json` or `text` (default)')
@click.option('--artifact-type', multiple=True, default=['file'],
              help='List of artifact types to scan')
[docs]def main(log, client_log, polyswarmd_addr, keyfile, password, api_key, backend, testing, insecure_transport,
         allow_key_over_http, chains, log_format, artifact_type):
    """
    Entrypoint for the arbiter driver
    """
    loglevel = getattr(logging, log.upper(), None)
    clientlevel = getattr(logging, client_log.upper(), None)
    if not isinstance(loglevel, int) or not isinstance(clientlevel, int):
        logging.error('invalid log level')
        raise FatalError('Invalid log level', 1)

    logger_name, arbiter_class = choose_backend(backend)

    init_logging(['arbiter', logger_name], log_format, loglevel)
    init_logging(['polyswarmclient'], log_format, clientlevel)

    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)
    if insecure_transport:
        warnings.warn('--insecure-transport will be removed soon. Please add http:// or https:// to polyswarmd-addr`',
                      DeprecationWarning)

    artifact_types = None
    if artifact_type:
        artifact_types = [ArtifactType.from_string(artifact) for artifact in artifact_type]

    arbiter_class.connect(polyswarmd_addr, keyfile, password,
                          api_key=api_key, testing=testing,
                          chains=set(chains),
                          artifact_types=artifact_types).run()



if __name__ == '__main__':
    main(sys.argv[1:])




          

      

      

    

  

    
      
          
            
  Source code for arbiter.clamav

import logging

from polyswarmartifact import ArtifactType

from polyswarmclient.abstractarbiter import AbstractArbiter
from microengine.clamav import Scanner

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class Arbiter(AbstractArbiter):
    """
    Arbiter which scans samples through clamd.

    Re-uses the scanner from the clamav microengine

    Args:
        client (`Client`): Client to use
        testing (int): How many test bounties to respond to
        chains (set[str]): Chain(s) to operate on
    """

    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None):
        """Initialize a ClamAV arbiter"""
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        scanner = Scanner()
        super().__init__(client, testing, scanner, chains, artifact_types)





          

      

      

    

  

    
      
          
            
  Source code for arbiter.eicar

import base64
import logging

from polyswarmartifact import ArtifactType

from polyswarmclient.abstractarbiter import AbstractArbiter
from polyswarmclient.abstractscanner import ScanResult

[docs]logger = logging.getLogger(__name__)  # Initialize logger

[docs]EICAR = base64.b64decode(
    b'WDVPIVAlQEFQWzRcUFpYNTQoUF4pN0NDKTd9JEVJQ0FSLVNUQU5EQVJELUFOVElWSVJVUy1URVNULUZJTEUhJEgrSCo=')



[docs]class Arbiter(AbstractArbiter):
    """Arbiter which matches hashes to a database of known samples"""

    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None):
        """Initialize a verbatim arbiter

        Args:
            client (polyswwarmclient.Client): Client to use
            testing (int): How many test bounties to respond to
            chains (set[str]): Chain(s) to operate on
            artifact_types (list(ArtifactType)): List of artifact types you support
        """
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        super().__init__(client, testing, scanner, chains, artifact_types)

    async def scan(self, guid, artifact_type, content, metadata, chain):
        """Scan an artifact

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict) Dict of metadata for the artifact
            chain (str): Chain we are operating on
        Returns:
            ScanResult: Result of this scan
        """
        return ScanResult(bit=True, verdict=(content == EICAR))






          

      

      

    

  

    
      
          
            
  Source code for arbiter.producer

import logging
import os

from polyswarmartifact import ArtifactType

from polyswarmclient.abstractarbiter import AbstractArbiter
from polyswarmclient.producer import Producer


[docs]logger = logging.getLogger(__name__)


[docs]REDIS_ADDR = os.getenv('REDIS_ADDR', 'localhost:6379')

[docs]QUEUE = os.getenv('QUEUE')

[docs]RATE_LIMIT = os.getenv('RATE_LIMIT', None)


[docs]TIME_TO_POST_VOTE = 6



[docs]class Arbiter(AbstractArbiter):
    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None):
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        super().__init__(client, testing, scanner, chains, artifact_types)

        if QUEUE is None:
            raise ValueError('No queue configured, set the QUEUE environment variable')
        if QUEUE.endswith('_results'):
            raise ValueError('Queue name cannot end with `_results`')

        self.client.on_run.register(self.__handle_run)

    async def __handle_run(self, chain):
        if REDIS_ADDR.startswith('redis://'):
            redis_uri = REDIS_ADDR
        else:
            redis_uri = 'redis://' + REDIS_ADDR

        self.producer = Producer(self.client, redis_uri, QUEUE, TIME_TO_POST_VOTE, rate_limit=RATE_LIMIT)
        await self.producer.start()

    async def fetch_and_scan_all(self, guid, artifact_type, uri, vote_round_end, metadata, chain):
        """Overrides the default fetch logic to embed the URI and index rather than downloading on producer side

        Args:
            guid (str): GUID of the associated bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            uri (str):  Base artifact URI
            vote_round_end (int): Blocks until vote round ends
            metadata (list[dict]) List of metadata json blobs for artifacts
            chain (str): Chain we are operating on

        Returns:
            list(ScanResult): List of ScanResult objects
        """
        return await self.producer.scan(guid, artifact_type, uri, vote_round_end, metadata, chain)





          

      

      

    

  

    
      
          
            
  Source code for arbiter.verbatim

import base64
import sqlite3
import hashlib
import logging
import os

from polyswarmartifact import ArtifactType

from polyswarmclient.abstractarbiter import AbstractArbiter
from polyswarmclient.abstractscanner import ScanResult
from polyswarmclient.corpus import DownloadToFileSystemCorpus

[docs]logger = logging.getLogger(__name__)  # Initialize logger

[docs]ARTIFACT_DIRECTORY = os.getenv('ARTIFACT_DIRECTORY', 'docker/artifacts')

[docs]EICAR = base64.b64decode(
    b'WDVPIVAlQEFQWzRcUFpYNTQoUF4pN0NDKTd9JEVJQ0FSLVNUQU5EQVJELUFOVElWSVJVUy1URVNULUZJTEUhJEgrSCo=')



[docs]class Arbiter(AbstractArbiter):
    """Arbiter which matches hashes to a database of known samples"""

    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None):
        """Initialize a verbatim arbiter

        Args:
            client (polyswwarmclient.Client): Client to use
            testing (int): How many test bounties to respond to
            chains (set[str]): Chain(s) to operate on
            artifact_types (list(ArtifactType)): List of artifact types you support
        """
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        super().__init__(client, testing, scanner, chains, artifact_types)
        db_pth = os.path.join(ARTIFACT_DIRECTORY, 'truth.db')

        if os.getenv('MALICIOUS_BOOTSTRAP_URL'):

            d = DownloadToFileSystemCorpus(base_dir=ARTIFACT_DIRECTORY)
            d.download_truth()
            self.conn = sqlite3.connect(d.truth_db_pth)
        else:
            self.conn = sqlite3.connect(db_pth)

    async def scan(self, guid, artifact_type, content, metadata, chain):
        """Match hash of an artifact with our database

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict): Metadata blob for this artifact
            chain (str): Chain sample is being sent from
        Returns:
            ScanResult: Result of this scan
        """
        h = hashlib.sha256(content).hexdigest()

        cursor = self.conn.cursor()
        cursor.execute('SELECT * FROM files WHERE name=?', (h,))
        row = cursor.fetchone()

        bit = row is not None
        vote = row is not None and row[1] == 1
        vote = vote or EICAR in content

        return ScanResult(bit=bit, verdict=vote)





          

      

      

    

  

    
      
          
            
  Source code for arbiter.verbatimdb.__main__

import click

from arbiter.verbatimdb.db import generate_db
from polyswarmclient.config import init_logging


@click.command()
@click.option('--malicious', type=click.Path(exists=True), default='./artifacts/malicious',
              help='Input directory of malicious files')
@click.option('--benign', type=click.Path(exists=True), default='./artifacts/benign',
              help='Input directory of benign files')
@click.option('--output', type=click.Path(), default='./artifacts/truth.db',
              help='Output database file.')
@click.option('--log_format', envvar='LOG_FORMAT', default='text',
              help='Log format. Can be `json` or `text` (default)')
[docs]def main(malicious, benign, output, log_format):
    init_logging([], log_format)
    generate_db(output, malicious, benign)



if __name__ == '__main__':
    main()




          

      

      

    

  

    
      
          
            
  Source code for arbiter.verbatimdb.db

import hashlib
import os
import sqlite3


[docs]def generate_db(db_file, malicious_dir, benign_dir):
    conn = sqlite3.connect(db_file)
    cursor = conn.cursor()
    cursor.execute('''CREATE TABLE IF NOT EXISTS files (name text, truth int)''')
    benign = os.listdir(benign_dir)
    for b in benign:
        insert(cursor, os.path.join(benign_dir, b), 0)
        conn.commit()

    malicious = os.listdir(malicious_dir)
    for m in malicious:
        insert(cursor, os.path.join(malicious_dir, m), 1)
        conn.commit()

    conn.close()



[docs]def insert(cursor, path, result):
    with open(path, 'rb') as f:
        data = f.read()
        h = hashlib.sha256(data).hexdigest()
        value = (h, result)
        cursor.execute('''INSERT INTO files values (?, ?)''', value)





          

      

      

    

  

    
      
          
            
  Source code for balancemanager.__main__

import click
import logging
import functools
import sys

from balancemanager import Deposit, Withdraw, Maintainer, DepositStake, WithdrawStake, ViewBalance, ViewStake
from polyswarmclient.config import init_logging, validate_apikey
from polyswarmclient import Client, utils
from polyswarmclient.exceptions import FatalError

[docs]logger = logging.getLogger(__name__)



[docs]def validate_optional_transfer_amount(ctx, param, value):
    if value != 0:
        return value
    else:
        raise click.BadParameter('must be greater than 0')



[docs]def validate_transfer_amount(ctx, param, value):
    if value is None or value > 0:
        return value
    else:
        raise click.BadParameter('must be greater than 0')



[docs]def polyswarm_client(func):
    @click.option('--polyswarmd-addr', envvar='POLYSWARMD_ADDR', default='https://api.polyswarm.network/v1/default',
                  help='Address (scheme://host:port) of polyswarmd instance')
    @click.option('--keyfile', envvar='KEYFILE', type=click.Path(), default=None,
                  help='Keystore file containing the private key to use with this balancemanager')
    @click.option('--password', envvar='PASSWORD', prompt=True, hide_input=True,
                  help='Password to decrypt the keyfile with')
    @click.option('--api-key', envvar='API_KEY', default='',
                  callback=validate_apikey,
                  help='API key to use with polyswarmd')
    @click.option('--testing', default=0,
                  help='Activate testing mode for integration testing, trigger N balances to the sidechain then exit')
    @click.option('--insecure-transport', is_flag=True,
                  help='Deprecated. Used only to change the default scheme to http in polyswarmd-addr if not present')
    @click.option('--allow-key-over-http', is_flag=True, envvar='ALLOW_KEY_OVER_HTTP',
                  help='Force api keys over http (Not Recommended)')
    @functools.wraps(func)
    def wrapper(*args, **kwargs):
        return func(*args, **kwargs)

    return wrapper



@click.group()
@click.option('--log', envvar='LOG_LEVEL', default='WARNING',
              help='Logging level')
@click.option('--client-log', envvar='CLIENT_LOG_LEVEL', default='WARNING',
              help='PolySwarm Client log level')
@click.option('--log-format', envvar='LOG_FORMAT', default='text',
              help='Log format. Can be `json` or `text` (default)')
[docs]def cli(log, client_log, log_format):
    """
    Entrypoint for the balance manager driver

    """
    loglevel = getattr(logging, log.upper(), None)
    clientlevel = getattr(logging, client_log.upper(), None)
    if not isinstance(loglevel, int) or not isinstance(clientlevel, int):
        logging.error('invalid log level')
        raise FatalError('Invalid log level', 1)

    init_logging(['balancemanager'], log_format, loglevel)
    init_logging(['polyswarmclient'], log_format, clientlevel)



@cli.command()
@polyswarm_client
@click.option('--denomination', type=click.Choice(['nct', 'nct-gwei', 'nct-wei']), default='nct')
@click.option('--all', is_flag=True)
@click.argument('amount', type=float, callback=validate_transfer_amount, required=False, default=None)
[docs]def deposit(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination,
            all, amount):
    """
    Deposit NCT into a sidechain
    """
    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

    if amount is None and not all:
        raise click.BadArgumentUsage('Must specify either an amount or --all')
    client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
    d = Deposit(client, denomination, all, amount, testing=testing)
    d.run_oneshot()
    if d.exit_code:
        raise FatalError('Error depositing NCT', d.exit_code)



@cli.command()
@polyswarm_client
@click.option('--denomination', type=click.Choice(['nct', 'nct-gwei', 'nct-wei']), default='nct')
@click.option('--all', is_flag=True)
@click.argument('amount', type=float, callback=validate_transfer_amount, required=False, default=None)
[docs]def withdraw(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, all, amount):
    """
    Withdraw NCT from a sidechain
    """
    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

    if amount is None and not all:
        raise click.BadArgumentUsage('Must specify either an amount or --all')
    client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
    w = Withdraw(client, denomination, all, amount, testing=testing)
    w.run_oneshot()
    if w.exit_code:
        raise FatalError('Error withdrawing NCT', w.exit_code)



@cli.command('deposit-stake')
@polyswarm_client
@click.option('--denomination', type=click.Choice(['nct', 'nct-gwei', 'nct-wei']), default='nct')
@click.option('--all', is_flag=True)
@click.option('--chain', type=click.Choice(['side', 'home']), default='side')
@click.argument('amount', type=float, callback=validate_transfer_amount, required=False, default=None)
[docs]def deposit_stake(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, all, chain, amount):
    """
    Deposit NCT into the ArbiterStaking contract
    """
    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

    if amount is None and not all:
        raise click.BadArgumentUsage('Must specify either an amount or --all')
    client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
    d = DepositStake(client, denomination, all, amount, testing=testing, chain=chain)
    d.run_oneshot()
    if d.exit_code:
        raise FatalError('Error depositing stake', d.exit_code)



@cli.command('withdraw-stake')
@polyswarm_client
@click.option('--denomination', type=click.Choice(['nct', 'nct-gwei', 'nct-wei']), default='nct')
@click.option('--all', is_flag=True)
@click.option('--chain', type=click.Choice(['side', 'home']), default='side')
@click.argument('amount', type=float, callback=validate_transfer_amount, required=False, default=None)
[docs]def withdraw_stake(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, all, chain, amount):
    """
    Withdraw NCT from the ArbiterStaking contract
    """
    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

    if amount is None and not all:
        raise click.BadArgumentUsage('Must specify either an amount or --all')
    client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
    w = WithdrawStake(client, denomination, all, amount, testing=testing, chain=chain)
    w.run_oneshot()
    if w.exit_code:
        raise FatalError('Error withdrawing stake', w.exit_code)



@cli.command()
@polyswarm_client
@click.option('--denomination', type=click.Choice(['nct', 'nct-gwei', 'nct-wei']), default='nct')
@click.option('--maximum', type=float, callback=validate_optional_transfer_amount, default=-1,
              help='Maximum allowable balance before triggering a withdraw from the sidechain')
@click.option('--withdraw-target', type=float, callback=validate_optional_transfer_amount, default=-1,
              help='The goal balance of the sidechain after the withdrawal')
@click.option('--confirmations', type=int, default=20,
              help='Number of block confirmations relay requires before approving the transfer')
@click.argument('minimum', type=float, callback=validate_transfer_amount)
@click.argument('refill-amount', type=float, callback=validate_transfer_amount)
[docs]def maintain(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http,
             denomination, maximum, withdraw_target, confirmations, minimum, refill_amount):
    """
    Maintain min/max NCT balance in sidechain
    """
    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

    logger.info('Maintaining the minimum balance by depositing %s %s when it falls below %s %s',
                refill_amount,
                denomination,
                minimum,
                denomination)

    if maximum > 0 > withdraw_target:
        logger.warning('Must set a withdraw target when using a maximum')
        return

    if maximum > 0 and 0 < withdraw_target < minimum:
        logger.warning('Withdraw-target must me more than minimum')
        return

    if 0 < maximum < minimum:
        logger.warning('Maximum must be more than minimum')
        return

    if maximum > 0 and withdraw_target > 0:
        logger.info('Maintaining the minimum balance by withdrawing to %s %s when it exceeds %s %s',
                    withdraw_target,
                    denomination,
                    maximum,
                    denomination)

    client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
    Maintainer(client, denomination, confirmations, minimum, refill_amount, maximum, withdraw_target, testing).run()



@cli.command('view-balance')
@polyswarm_client
@click.option('--denomination', type=click.Choice(['nct', 'nct-gwei', 'nct-wei']), default='nct')
@click.argument('chain', type=click.Choice(['side', 'home']), required=True)
[docs]def view_balance(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, chain):
    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

    client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
    balance = ViewBalance(client, denomination, chain)
    balance.run_oneshot()
    if balance.exit_code:
        raise FatalError('Error viewing balance', balance.exit_code)



@cli.command('view-stake')
@polyswarm_client
@click.option('--denomination', type=click.Choice(['nct', 'nct-gwei', 'nct-wei']), default='nct')
@click.argument('chain', type=click.Choice(['side', 'home']), required=True)
[docs]def view_stake(polyswarmd_addr, keyfile, password, api_key, testing, insecure_transport, allow_key_over_http, denomination, chain):
    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)

    client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
    balance = ViewStake(client, denomination, chain)
    balance.run_oneshot()
    if balance.exit_code:
        raise FatalError('Error viewing stake', balance.exit_code)



if __name__ == '__main__':
    cli(sys.argv[1:])




          

      

      

    

  

    
      
          
            
  Source code for liveness.__main__

import click
import logging
import sys
import warnings

from polyswarmclient.config import init_logging
from polyswarmclient.exceptions import FatalError
from polyswarmclient.liveness.local import LocalLivenessCheck


@click.command()
@click.option('--log', envvar='LOG_LEVEL', default='WARNING',
              help='Logging level')
@click.option('--log-format', envvar='LOG_FORMAT', default='text',
              help='Log format. Can be `json` or `text` (default)')
@click.option('--loop-update-threshold', default=5,
              help='Maximum time since last loop iteration in polyswarm-client.Client before failing check')
@click.option('--average-bounty-wait-threshold', default=15,
              help='Maximum average time in blocks that bounties have been waiting before failing check')
[docs]def main(log, log_format, loop_update_threshold, average_bounty_wait_threshold):
    if 'liveliness' in sys.argv[0]:
        warnings.simplefilter('module', category=DeprecationWarning)
        warnings.warn('liveliness is deprecated, use liveness', DeprecationWarning)

    loglevel = getattr(logging, log.upper(), None)
    if not isinstance(loglevel, int):
        logging.error('invalid log level')
        raise FatalError('Invalid log level', 1)

    init_logging(['liveness'], log_format, loglevel)
    liveness_check = LocalLivenessCheck(loop_update_threshold, average_bounty_wait_threshold)
    if not liveness_check.check():
        raise FatalError('Liveness check failed', 1)



if __name__ == '__main__':
    main(sys.argv[1:])




          

      

      

    

  

    
      
          
            
  Source code for microengine.__main__

import click
import importlib.util
import logging
import sys
import warnings

from polyswarmartifact import ArtifactType
from polyswarmclient import utils

from polyswarmclient.config import init_logging, validate_apikey
from polyswarmclient.exceptions import FatalError, SecurityWarning
from polyswarmclient.filters.bountyfilter import split_filter, FilterComparison, BountyFilter
from polyswarmclient.filters.confidencefilter import ConfidenceModifier
from polyswarmclient.filters.filter import parse_filters

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]def choose_backend(backend):
    """Resolves microengine name string to implementation

    Args:
        backend (str): Name of the backend to load, either one of the predefined
            implementations or the name of a module to load
            (module:ClassName syntax or default of module:Microengine)
    Returns:
        (Class): Microengine class of the selected implementation
    Raises:
        (Exception): If backend is not found
    """
    backend_list = backend.split(':')
    module_name_string = backend_list[0]

    # determine if this string is a module that can be imported as-is or as sub-module of the microengine package
    mod_spec = importlib.util.find_spec(module_name_string) or importlib.util.find_spec(
        'microengine.{0}'.format(module_name_string))
    if mod_spec is None:
        raise Exception('Microengine backend `{0}` cannot be imported as a python module.'.format(backend))

    # have valid module that can be imported, so import it.
    microengine_module = importlib.import_module(mod_spec.name)

    # find Microengine class in this module
    if hasattr(microengine_module, 'Microengine'):
        microengine_class = microengine_module.Microengine
    elif len(backend_list) == 2 and hasattr(microengine_module, backend_list[1]):
        microengine_class = getattr(microengine_module, backend_list[1])
    else:
        raise Exception('No microengine backend found {0}'.format(backend))

    return microengine_module.__name__, microengine_class



[docs]def choose_bid_strategy(bid_strategy):
    """Resolves bid strategy name string to implementation

    Args:
        bid_strategy (str): Name of the bid strategy to load, either one of the predefined
            implementations or the name of a module to load
            (module:ClassName syntax or default of )
    Returns:
        (Class): Microengine class of the selected implementation
    Raises:
        (Exception): If backend is not found

    """
    # determine if this string is a module that can be imported as-is or as sub-module of the microengine package
    mod_spec = importlib.util.find_spec(bid_strategy) or \
        importlib.util.find_spec(f'microengine.bidstrategy.{bid_strategy}')
    if mod_spec is None:
        raise Exception('Bid strategy `{0}` cannot be imported as a python module.'.format(bid_strategy))

    # have valid module that can be imported, so import it.
    bid_strategy_module = importlib.import_module(mod_spec.name)

    # find BidStrategy class in this module
    if hasattr(bid_strategy_module, 'BidStrategy'):
        bid_strategy_class = bid_strategy_module.BidStrategy
    else:
        raise Exception('No bid strategy found {0}'.format(bid_strategy))

    return bid_strategy_module.__name__, bid_strategy_class



@click.command()
@click.option('--log', envvar='LOG_LEVEL', default='WARNING',
              help='App Log level')
@click.option('--client-log', envvar='CLIENT_LOG_LEVEL', default='WARNING',
              help='PolySwarm Client log level')
@click.option('--polyswarmd-addr', envvar='POLYSWARMD_ADDR', default='https://api.polyswarm.network/v1/default',
              help='Address (scheme://host:port) of polyswarmd instance')
@click.option('--keyfile', envvar='KEYFILE', type=click.Path(exists=True), default='keyfile',
              help='Keystore file containing the private key to use with this microengine')
@click.option('--password', envvar='PASSWORD', prompt=True, hide_input=True,
              help='Password to decrypt the keyfile with')
@click.option('--api-key', envvar='API_KEY', default='',
              callback=validate_apikey,
              help='API key to use with polyswarmd')
@click.option('--backend', envvar='BACKEND', required=True,
              help='Backend to use')
@click.option('--testing', default=0,
              help='Activate testing mode for integration testing, respond to N bounties and N offers then exit')
@click.option('--insecure-transport', is_flag=True,
              help='Deprecated. Used only to change the default scheme to http in polyswarmd-addr if not present')
@click.option('--allow-key-over-http', is_flag=True, envvar='ALLOW_KEY_OVER_HTTP',
              help='Force api keys over http (Not Recommended)')
@click.option('--chains', multiple=True, default=['side'],
              help='Chain(s) to operate on')
@click.option('--log-format', envvar='LOG_FORMAT', default='text',
              help='Log format. Can be `json` or `text` (default)')
@click.option('--artifact-type', multiple=True, default=['file'],
              help='List of artifact types to scan')
@click.option('--bid-strategy', envvar='BID_STRATEGY', default='default',
              help='Bid strategy for bounties')
@click.option('--accept', multiple=True, default=[], callback=split_filter,
              help='Declared metadata in format key:value:modifier that is required to allow scans on any artifact.')
@click.option('--exclude', multiple=True, default=[], callback=split_filter,
              help='Declared metadata in format key:value:modifier that cannot be present to allow scans on any '
                   'artifact.')
@click.option('--filter', multiple=True, default=[], callback=parse_filters,
              type=(
                      click.Choice(['reject', 'accept']),
                      str,
                      click.Choice([member.value for _name, member in FilterComparison.__members__.items()]),
                      str
              ),
              help='Add filter in format `[accept|reject] key [eq|gt|gte|lt|lte|startswith|endswith|regex] value` '
                   'to accept or reject artifacts based on metadata.')
@click.option('--confidence', multiple=True, default=[], callback=parse_filters,
              type=(
                      click.Choice(['favor', 'penalize']),
                      str,
                      click.Choice([member.value for _name, member in FilterComparison.__members__.items()]),
                      str
[docs]              ),
              help='Add filter in format `[favor|penalize] key [eq|gt|gte|lt|lte|startswith|endswith|regex] value` '
                   'to modify confidence based on metadata.')
def main(log, client_log, polyswarmd_addr, keyfile, password, api_key, backend, testing, insecure_transport,
         allow_key_over_http, chains, log_format, artifact_type, bid_strategy, accept, exclude, filter, confidence):
    """ Entrypoint for the microengine driver
    """
    loglevel = getattr(logging, log.upper(), None)
    clientlevel = getattr(logging, client_log.upper(), None)
    if not isinstance(loglevel, int) or not isinstance(clientlevel, int):
        logging.error('invalid log level')
        raise FatalError('Invalid log level', 1)

    polyswarmd_addr = utils.finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport)
    if insecure_transport:
        warnings.warn('--insecure-transport will be removed soon. Please add http:// or https:// to polyswarmd-addr`',
                      DeprecationWarning)

    logger_name, microengine_class = choose_backend(backend)
    bid_logger_name, bid_strategy_class = choose_bid_strategy(bid_strategy)

    artifact_types = None
    init_logging(['microengine', logger_name], log_format, loglevel)
    init_logging(['polyswarmclient'], log_format, clientlevel)

    if artifact_type:
        artifact_types = [ArtifactType.from_string(artifact) for artifact in artifact_type]

    filter_accept = filter.get('accept', [])
    filter_reject = filter.get('reject', [])
    if accept or exclude:
        warnings.warn('Options `--exclude|accept key:value` are deprecated, please switch to'
                      ' `--filter accept|reject key comparison value`', DeprecationWarning)
        filter_accept.extend(accept)
        filter_reject.extend(exclude)

    favor = confidence.get('favor', [])
    penalize = confidence.get('penalize', [])

    microengine_class.connect(polyswarmd_addr, keyfile, password,
                              api_key=api_key,
                              artifact_types=artifact_types,
                              bid_strategy=bid_strategy_class(),
                              bounty_filter=BountyFilter(filter_accept, filter_reject),
                              chains=set(chains),
                              confidence_modifier=ConfidenceModifier(favor, penalize),
                              testing=testing).run()



if __name__ == '__main__':
    main(sys.argv[1:])




          

      

      

    

  

    
      
          
            
  Source code for microengine.clamav

import clamd
import logging
import os
from io import BytesIO

from polyswarmartifact import ArtifactType
from polyswarmartifact.schema.verdict import Verdict
from polyswarmclient.abstractmicroengine import AbstractMicroengine
from polyswarmclient.abstractscanner import AbstractScanner, ScanResult, ScanMode

[docs]logger = logging.getLogger(__name__)


[docs]CLAMD_HOST = os.getenv('CLAMD_HOST', 'localhost')

[docs]CLAMD_PORT = int(os.getenv('CLAMD_PORT', '3310'))

[docs]CLAMD_TIMEOUT = 30.0



[docs]class Scanner(AbstractScanner):
    def __init__(self):
        super(Scanner, self).__init__(ScanMode.ASYNC)
        self.clamd = clamd.ClamdAsyncNetworkSocket(CLAMD_HOST, CLAMD_PORT, CLAMD_TIMEOUT)

    async def scan_async(self, guid, artifact_type, content, metadata, chain):
        """Scan an artifact with ClamAV

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict) Dict of metadata for the artifact
            chain (str): Chain we are operating on
        Returns:
            ScanResult: Result of this scan
        """
        result = await self.clamd.instream(BytesIO(content))
        stream_result = result.get('stream', [])

        vendor = await self.clamd.version()
        metadata = Verdict().set_scanner(operating_system=self.system,
                                         architecture=self.machine,
                                         vendor_version=vendor.strip('\n'))
        if len(stream_result) >= 2 and stream_result[0] == 'FOUND':
            metadata.set_malware_family(stream_result[1].strip('\n'))
            return ScanResult(bit=True, verdict=True, confidence=1.0, metadata=metadata.json())

        metadata.set_malware_family('')
        return ScanResult(bit=True, verdict=False, metadata=metadata.json())



[docs]class Microengine(AbstractMicroengine):
    """
    Microengine which scans samples through clamd.

    Args:
        client (`Client`): Client to use
        testing (int): How many test bounties to respond to
        chains (set[str]): Chain(s) to operate on
    """

    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs):
        """Initialize a ClamAV microengine"""
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        scanner = Scanner()
        super().__init__(client, testing, scanner, chains, artifact_types, **kwargs)





          

      

      

    

  

    
      
          
            
  Source code for microengine.eicar

import base64
import logging

from polyswarmartifact import ArtifactType
from polyswarmartifact.schema.verdict import Verdict

from polyswarmclient.abstractmicroengine import AbstractMicroengine
from polyswarmclient.abstractscanner import AbstractScanner, ScanResult, ScanMode

[docs]logger = logging.getLogger(__name__)

[docs]EICAR = base64.b64decode(
    b'WDVPIVAlQEFQWzRcUFpYNTQoUF4pN0NDKTd9JEVJQ0FSLVNUQU5EQVJELUFOVElWSVJVUy1URVNULUZJTEUhJEgrSCo=')



[docs]class Scanner(AbstractScanner):

    def __init__(self):
        super(Scanner, self).__init__(ScanMode.SYNC)

[docs]    def scan_sync(self, guid, artifact_type, content, metadata, chain):
        """Scan an artifact

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict) Dict of metadata for the artifact
            chain (str): Chain we are operating on
        Returns:
            ScanResult: Result of this scan
        """
        metadata = Verdict().set_scanner(operating_system=self.system,
                                         architecture=self.machine)
        if isinstance(content, str):
            content = content.encode()
        if EICAR in content:
            metadata.set_malware_family('Eicar Test File')
            return ScanResult(bit=True, verdict=True, metadata=metadata.json())

        metadata.set_malware_family('')
        return ScanResult(bit=True, verdict=False, metadata=metadata.json())




[docs]class Microengine(AbstractMicroengine):
    """
    Microengine which tests for the EICAR test file.

    Args:
        client (`Client`): Client to use
        testing (int): How many test bounties to respond to
        chains (set[str]): Chain(s) to operate on
    """

    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs):
        """Initialize Scanner"""
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE, ArtifactType.URL]
        scanner = Scanner()
        super().__init__(client, testing, scanner, chains, artifact_types, **kwargs)





          

      

      

    

  

    
      
          
            
  Source code for microengine.multi

import asyncio
import logging
import json

from polyswarmartifact import ArtifactType
from polyswarmartifact.schema.verdict import Verdict

from polyswarmclient.abstractmicroengine import AbstractMicroengine
from polyswarmclient.abstractscanner import AbstractScanner, ScanResult
from microengine.clamav import Scanner as ClamavScanner
from microengine.yara import Scanner as YaraScanner

[docs]logger = logging.getLogger(__name__)

[docs]BACKENDS = [ClamavScanner, YaraScanner]



[docs]class Scanner(AbstractScanner):
    def __init__(self):
        super(Scanner, self).__init__()
        self.backends = [cls() for cls in BACKENDS]

    async def scan(self, guid, artifact_type, content, metadata, chain):
        """Scan an artifact

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict) Dict of metadata for the artifact
            chain (str): Chain we are operating on
        Returns:
            ScanResult: Result of this scan
        """
        results = await asyncio.gather(
            *[backend.scan(guid, artifact_type, content, metadata, chain) for backend in self.backends]
        )

        # Unpack the results
        bits = [r.bit for r in results]
        verdicts = [r.verdict for r in results]
        confidences = [r.confidence for r in results]
        metadatas = [r.metadata for r in results]

        asserted_confidences = [c for b, c in zip(bits, confidences) if b]
        avg_confidence = sum(asserted_confidences) / len(asserted_confidences)

        # author responsible for distilling multiple metadata values into a value for ScanResult
        metadata = metadatas[0]
        try:
            metadatas = [json.loads(metadata) for metadata in metadatas
                         if metadata and Verdict.validate(json.loads(metadata))]
            if metadatas:
                metadata = Verdict().set_malware_family(metadatas[0].get('malware_family', '')).json()
        except json.JSONDecodeError:
            logger.exception(f'Error decoding sub metadata')

        return ScanResult(bit=any(bits), verdict=any(verdicts), confidence=avg_confidence, metadata=metadata)



[docs]class Microengine(AbstractMicroengine):
    """Microengine which aggregates multiple sub-microengines"""

    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs):
        """Initialize a multi-backend microengine

        Args:
            client (polyswarmclient.Client): Client to use
            testing (int): How many test bounties to respond to
            chains (set[str]): Chain(s) to operate on
            artifact_types (list(ArtifactType)): List of artifact types you support
        """
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        scanner = Scanner()
        super().__init__(client, testing, scanner, chains, artifact_types, **kwargs)





          

      

      

    

  

    
      
          
            
  Source code for microengine.producer

import logging
import os

from polyswarmartifact import ArtifactType

from polyswarmclient.abstractmicroengine import AbstractMicroengine
from polyswarmclient.producer import Producer

[docs]logger = logging.getLogger(__name__)


[docs]REDIS_ADDR = os.getenv('REDIS_ADDR', 'localhost:6379')

[docs]QUEUE = os.getenv('QUEUE')

[docs]RATE_LIMIT = os.getenv('RATE_LIMIT', None)


[docs]TIME_TO_POST_ASSERTION = 6

[docs]KEY_TIMEOUT = 20



[docs]class Microengine(AbstractMicroengine):
    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None, bid_strategy=None, **kwargs):
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        super().__init__(client, testing, None, chains, artifact_types, bid_strategy=bid_strategy, **kwargs)

        if QUEUE is None:
            raise ValueError('No queue configured, set the QUEUE environment variable')
        if QUEUE.endswith('_results'):
            raise ValueError('Queue name cannot end with `_results`')

        self.client.on_run.register(self.__handle_run)
        self.redis = None

    async def __handle_run(self, chain):
        if REDIS_ADDR.startswith('redis://'):
            redis_uri = REDIS_ADDR
        else:
            redis_uri = 'redis://' + REDIS_ADDR

        self.producer = Producer(self.client, redis_uri, QUEUE, TIME_TO_POST_ASSERTION,
                                 bounty_filter=self.bounty_filter, confidence_modifier=self.confidence_modifier,
                                 rate_limit=RATE_LIMIT)
        await self.producer.start()

    async def fetch_and_scan_all(self, guid, artifact_type, uri, duration, metadata, chain):
        """Overrides the default fetch logic to embed the URI and index rather than downloading on producer side

        Args:
            guid (str): GUID of the associated bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            uri (str):  Base artifact URI
            duration (int): Blocks until vote round ends
            metadata (list[dict]) List of metadata json blobs for artifacts
            chain (str): Chain we are operating on

        Returns:
            list(ScanResult): List of ScanResult objects
        """
        return await self.producer.scan(guid, artifact_type, uri, duration, metadata, chain)





          

      

      

    

  

    
      
          
            
  Source code for microengine.scratch

import logging

from polyswarmartifact import ArtifactType

from polyswarmclient.abstractmicroengine import AbstractMicroengine
from polyswarmclient.abstractscanner import AbstractScanner, ScanResult, ScanMode

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class Scanner(AbstractScanner):

    def __init__(self):
        super(Scanner, self).__init__()

[docs]    def scan_sync(self, guid, artifact_type, content, metadata, chain):
        """Scan an artifact

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict) Dict of metadata for the artifact
            chain (str): Chain we are operating on
        Returns:
            ScanResult: Result of this scan
        """
        return ScanResult()


    async def scan_async(self, guid, artifact_type, content, metadata, chain):
        """Scan an artifact

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict) Dict of metadata for the artifact
            chain (str): Chain we are operating on
        Returns:
            ScanResult: Result of this scan
        """
        return ScanResult()



[docs]class Microengine(AbstractMicroengine):
    """
    Scratch microengine is the same as the default behavior.

    Args:
        client (`Client`): Client to use
        testing (int): How many test bounties to respond to
        chains (set[str]): Chain(s) to operate on
    """
    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs):
        """Initialize Scanner"""
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        scanner = Scanner()
        super().__init__(client, testing, scanner, chains, artifact_types, **kwargs)





          

      

      

    

  

    
      
          
            
  Source code for microengine.yara

import logging
import os
import platform
import yara

from polyswarmartifact import ArtifactType
from polyswarmartifact.schema.verdict import Verdict
from polyswarmclient.abstractmicroengine import AbstractMicroengine
from polyswarmclient.abstractscanner import AbstractScanner, ScanResult, ScanMode

[docs]logger = logging.getLogger(__name__)  # Initialize logger

[docs]RULES_DIR = os.getenv('RULES_DIR', 'docker/yara-rules')



[docs]class Scanner(AbstractScanner):

    def __init__(self):
        super(Scanner, self).__init__(ScanMode.SYNC)
        self.rules = yara.compile(os.path.join(RULES_DIR, 'malware/MALW_Eicar'))

[docs]    def scan_sync(self, guid, artifact_type, content, metadata, chain):
        """Scan an artifact with Yara.

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict) Dict of metadata for the artifact
            chain (str): Chain we are operating on

        Returns:
            ScanResult: Result of this scan
        """
        matches = self.rules.match(data=content)
        metadata = Verdict().set_scanner(operating_system=self.system,
                                         architecture=self.machine,
                                         vendor_version=yara.__version__)
        if matches:
            # author responsible for distilling multiple metadata values into a value for ScanResult
            metadata.set_malware_family(matches[0].rule)
            return ScanResult(bit=True, verdict=True, metadata=metadata.json())

        metadata.set_malware_family('')
        return ScanResult(bit=True, verdict=False, metadata=metadata.json())




[docs]class Microengine(AbstractMicroengine):
    """Microengine which matches samples against yara rules"""

    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None, **kwargs):
        """Initialize a Yara microengine

        Args:
            client (`Client`): Client to use
            testing (int): How many test bounties to respond toq
            chains (set[str]): Chain(s) to operate on
            artifact_types (list(ArtifactType)): List of artifact types you support
        """
        if artifact_types is None:
            artifact_types = [ArtifactType.FILE]
        scanner = Scanner()
        super().__init__(client, testing, scanner, chains, artifact_types, **kwargs)





          

      

      

    

  

    
      
          
            
  Source code for microengine.bidstrategy.aggressive

from polyswarmclient import BidStrategyBase


[docs]class BidStrategy(BidStrategyBase):
    def __init__(self):
        super().__init__(8, None)





          

      

      

    

  

    
      
          
            
  Source code for microengine.bidstrategy.conservative

from polyswarmclient import BidStrategyBase


[docs]class BidStrategy(BidStrategyBase):
    def __init__(self):
        super().__init__(1, 1)





          

      

      

    

  

    
      
          
            
  Source code for microengine.bidstrategy.default

from polyswarmclient import BidStrategyBase


[docs]class BidStrategy(BidStrategyBase):
    def __init__(self):
        super().__init__(None, None)





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.abstractambassador

import asyncio
import hashlib
import logging
import magic
import os

from abc import ABC, abstractmethod

from polyswarmclient import Client
from polyswarmclient.events import SettleBounty
from polyswarmclient.exceptions import LowBalanceError, FatalError
from polyswarmclient.utils import asyncio_stop

[docs]logger = logging.getLogger(__name__)  # Initialize logger


[docs]BOUNTY_QUEUE_SIZE = int(os.environ.get('BOUNTY_QUEUE_SIZE', 10))

[docs]MAX_BOUNTIES_IN_FLIGHT = int(os.environ.get('MAX_BOUNTIES_IN_FLIGHT', 10))

[docs]MAX_BOUNTIES_PER_BLOCK = int(os.environ.get('MAX_BOUNTIES_PER_BLOCK', 1))

[docs]BLOCK_DIVISOR = int(os.environ.get('BLOCK_DIVISOR', 1))



[docs]class QueuedBounty(object):
    def __init__(self, artifact_type, amount, ipfs_uri, duration, api_key=None, metadata=None):
        self.amount = amount
        self.ipfs_uri = ipfs_uri
        self.duration = duration
        self.api_key = api_key
        self.artifact_type = artifact_type
        self.metadata = metadata

[docs]    def __repr__(self):
        return f'({self.artifact_type}, {self.amount}, {self.ipfs_uri}, {self.duration}, {self.metadata})'




[docs]class AbstractAmbassador(ABC):
    def __init__(self, client, testing=0, chains=None, watchdog=0, submission_rate=0):
        self.client = client
        self.chains = chains
        self.client.on_run.register(self.__handle_run)
        self.client.on_new_block.register(self.__handle_new_block)
        self.client.on_quorum_reached.register(self.__handle_quorum_reached)
        self.client.on_settled_bounty.register(self.__handle_settled_bounty)
        self.client.on_settle_bounty_due.register(self.__handle_settle_bounty)
        self.client.on_deprecated.register(self.__handle_deprecated)

        # Initialize in run_task to ensure we're on the right loop
        self.bounty_queues = {}
        self.bounty_semaphores = {}
        self.block_events = {}

        self.watchdog = watchdog
        self.first_block = 0
        self.last_block = 0
        self.last_bounty_count = {}

        self.testing = testing
        self.bounties_posted = {}
        self.bounties_posted_locks = {}
        self.bounties_pending = {}
        self.bounties_pending_locks = {}
        self.settles_posted = {}
        self.settles_posted_locks = {}
        self.submission_rate = submission_rate

    @classmethod
[docs]    def connect(cls, polyswarmd_addr, keyfile, password, api_key=None, testing=0, chains=None, watchdog=0,
                submission_rate=0):
        """Connect the Ambassador to a Client.

        Args:
            polyswarmd_addr (str): URL of polyswarmd you are referring to.
            keyfile (str): Keyfile filename.
            password (str): Password associated with Keyfile.
            api_key (str): Your PolySwarm API key.
            testing (int): Number of testing bounties to use.
            chains (set(str)):  Set of chains you are acting on.

        Returns:
            AbstractAmbassador: Ambassador instantiated with a Client.
        """
        client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
        return cls(client, testing, chains, watchdog, submission_rate)


    @staticmethod
[docs]    def generate_metadata(content):
        """ Generate a bunch of metadata for a given bytestream from a file

        Args:
            content: bytes-like object (or string)

        Returns:
            dictionary of metadata about a file

        """
        # Force to be bytes-like
        try:
            content = content.encode()
        except AttributeError:
            pass

        return {
            'sha256': hashlib.sha256(content).hexdigest(),
            'md5': hashlib.md5(content).hexdigest(),
            'size': len(content),
            'sha1': hashlib.sha1(content).hexdigest(),
            'mimetype': magic.from_buffer(content, mime=True),
            'extended_type': magic.from_buffer(content),

        }

    @abstractmethod
    async def generate_bounties(self, chain):
        """Override this to submit bounties to the queue (using the push_bounty method)

        Args:
            chain (str): Chain we are operating on.
        """
        pass

    async def push_bounty(self, artifact_type, amount, ipfs_uri, duration, chain, api_key=None, metadata=None):
        """Push a bounty onto the queue for submission

        Args:
            artifact_type (ArtifactType): Type of artifact being pushed
            amount (int): Amount of NCT to place on the bounty
            ipfs_uri (str): URI for artifact(s) to be analyzed
            duration (int): Duration in blocks to accept assertions
            chain (str): Chain to submit the bounty
            api_key (str): API key to use to submit, if None use default from client
            metadata (str): json blob of metadata
        """
        bounty = QueuedBounty(artifact_type, amount, ipfs_uri, duration, api_key=api_key, metadata=metadata)
        logger.info('Queueing bounty %s', bounty)

        await self.bounty_queues[chain].put(bounty)

[docs]    def run(self):
        """Run the Client on all of our chains."""
        self.client.run(self.chains)


    async def run_task(self, chain):
        """Iterate through the bounties an Ambassador wants to post on a given chain.

        Post each bounty to polyswarmd and schedule the bounty to be settled.

        Args:
            chain (str): Name of the chain to post bounties to.

        """
        self.bounty_queues[chain] = asyncio.Queue(maxsize=BOUNTY_QUEUE_SIZE)
        self.bounty_semaphores[chain] = asyncio.Semaphore(value=MAX_BOUNTIES_IN_FLIGHT)
        self.block_events[chain] = asyncio.Event()
        self.bounties_posted_locks[chain] = asyncio.Lock()
        self.bounties_pending_locks[chain] = asyncio.Lock()
        self.settles_posted_locks[chain] = asyncio.Lock()

        # Producer task
        asyncio.get_event_loop().create_task(self.generate_bounties(chain))

        # Consumer
        while True:
            # Delay submissions
            await asyncio.sleep(self.submission_rate)

            # Wait for a block
            await self.block_events[chain].wait()
            self.block_events[chain].clear()

            bounties_this_block = 0
            while bounties_this_block < MAX_BOUNTIES_PER_BLOCK:
                # Exit if we are in testing mode
                async with self.bounties_posted_locks[chain]:
                    bounties_posted = self.bounties_posted.get(chain, 0)
                    if 0 < self.testing <= bounties_posted:
                        logger.info('All testing bounties submitted')
                        return

                try:
                    bounty = self.bounty_queues[chain].get_nowait()
                except asyncio.queues.QueueEmpty:
                    await self._handle_empty_queue()
                    continue

                if bounty is None:
                    logger.info('Got None for bounty value, moving on to next block')
                    break

                bounties_this_block += 1
                await self.bounty_semaphores[chain].acquire()
                asyncio.get_event_loop().create_task(self.submit_bounty(bounty, chain))

    async def submit_bounty(self, bounty, chain):
        """Submit a bounty in a new task

        Args:
            bounty (QueuedBounty): Bounty to submit
            chain: Name of the chain to post to
        """
        async with self.client.liveness_recorder.waiting_task(bounty.ipfs_uri, self.last_block):
            bounty_fee = await self.client.bounties.parameters[chain].get('bounty_fee')
            try:
                await self.client.balances.raise_for_low_balance(bounty.amount + bounty_fee, chain)
            except LowBalanceError as e:
                await self.on_bounty_post_failed(bounty.artifact_type, bounty.amount, bounty.ipfs_uri, bounty.duration,
                                                 chain, metadata=bounty.metadata)
                self.bounty_queues[chain].task_done()
                self.bounty_semaphores[chain].release()
                if self.client.tx_error_fatal:
                    raise FatalError('Failed to post bounty due to low balance') from e
                else:
                    return

            assertion_reveal_window = await self.client.bounties.parameters[chain].get('assertion_reveal_window')
            arbiter_vote_window = await self.client.bounties.parameters[chain].get('arbiter_vote_window')
            metadata = None
            if bounty.metadata is not None:
                metadata = await self.client.bounties.post_metadata(bounty.metadata, chain)

            await self.on_before_bounty_posted(bounty.artifact_type, bounty.amount, bounty.ipfs_uri, bounty.duration, chain)
            bounties = await self.client.bounties.post_bounty(bounty.artifact_type, bounty.amount, bounty.ipfs_uri,
                                                              bounty.duration, chain, api_key=bounty.api_key,
                                                              metadata=metadata)
        if not bounties:
            await self.on_bounty_post_failed(bounty.artifact_type, bounty.amount, bounty.ipfs_uri, bounty.duration,
                                             chain, metadata=bounty.metadata)
        else:
            async with self.bounties_posted_locks[chain]:
                bounties_posted = self.bounties_posted.get(chain, 0)
                logger.info('Submitted bounty %s', bounties_posted, extra={'extra': bounty})
                self.bounties_posted[chain] = bounties_posted + len(bounties)

            async with self.bounties_pending_locks[chain]:
                bounties_pending = self.bounties_pending.get(chain, set())
                self.bounties_pending[chain] = bounties_pending | {b.get('guid') for b in bounties if 'guid' in b}

        for b in bounties:
            guid = b.get('guid')
            expiration = int(b.get('expiration', 0))

            if guid is None or expiration == 0:
                logger.error('Processing invalid bounty, not scheduling settle')
                continue

            # Handle any additional steps in derived implementations
            await self.on_after_bounty_posted(guid, bounty.artifact_type, bounty.amount, bounty.ipfs_uri,
                                              expiration, chain, metadata=bounty.metadata)

            sb = SettleBounty(guid)
            self.client.schedule(expiration + assertion_reveal_window + arbiter_vote_window, sb, chain)

        self.bounty_queues[chain].task_done()
        self.bounty_semaphores[chain].release()

    async def on_before_bounty_posted(self, artifact_type, amount, ipfs_uri, duration, chain, metadata=None):
        """Override this to implement additional steps before the bounty is posted

        Args:
            artifact_type (ArtifactType): Type of artifact for the soon to be posted bounty
            amount (int): Amount to place this bounty for
            ipfs_uri (str): IPFS URI of the artifact to post
            duration (int): Duration of the bounty in blocks
            chain (str): Chain we are operating on
            metadata (dict): Oprional dict of metadata
        """
        pass

    async def on_bounty_post_failed(self, artifact_type, amount, ipfs_uri, duration, chain, metadata=None):
        """Override this to implement additional steps when a bounty fails to post

        Args:
            artifact_type (ArtifactType): Type of artifact for the failed bounty
            amount (int): Amount to place this bounty for
            ipfs_uri (str): IPFS URI of the artifact to post
            duration (int): Duration of the bounty in blocks
            chain (str): Chain we are operating on
            metadata (dict): Oprional dict of metadata
        """
        pass

    async def on_after_bounty_posted(self, guid, artifact_type, amount, ipfs_uri, expiration, chain, metadata=None):
        """Override this to implement additional steps after bounty is posted

        Args:
            guid (str): GUID of the posted bounty
            artifact_type (ArtifactType): Type of artifact for the posted bounty
            amount (int): Amount of the posted bounty
            ipfs_uri (str): URI of the artifact submitted
            expiration (int): Block number of bounty expiration
            chain (str): Chain we are operating on
            metadata (dict): Oprional dict of metadata
        """
        pass

    async def __handle_run(self, chain):
        """Asynchronously run a task on a given chain.

        Args:
            chain (str): Name of the chain to run.
        """
        asyncio.get_event_loop().create_task(self.run_task(chain))

    async def __handle_deprecated(self, rollover, block_number, txhash, chain):
        asyncio.get_event_loop().create_task(self.client.bounties.settle_all_bounties(chain))
        return []

    async def __handle_new_block(self, number, chain):
        if number <= self.last_block:
            return

        self.last_block = number

        event = self.block_events.get(chain)
        if event is not None and number % BLOCK_DIVISOR == 0:
            event.set()

        if not self.watchdog:
            return

        if not self.first_block:
            self.first_block = number
            return

        blocks = number - self.first_block
        async with self.bounties_posted_locks[chain]:
            bounties_posted = self.bounties_posted.get(chain, 0)
            last_bounty_count = self.last_bounty_count.get(chain, 0)
            if blocks % self.watchdog == 0 and bounties_posted == last_bounty_count:
                raise FatalError('Bounties not processing')

            self.last_bounty_count[chain] = bounties_posted

    async def __handle_quorum_reached(self, bounty_guid, block_number, txhash, chain):
        return await self.__settle_bounty(bounty_guid, chain)

    async def __handle_settle_bounty(self, bounty_guid, chain):
        return await self.__settle_bounty(bounty_guid, chain)

    async def __handle_settled_bounty(self, bounty_guid, settler, payout, block_number, txhash, chain):
        return await self.__settle_bounty(bounty_guid, chain)

    async def __settle_bounty(self, bounty_guid, chain):
        """
        When a bounty is scheduled to be settled, actually settle the bounty to the given chain.

        Args:
            bounty_guid (str): GUID of the bounty to be submitted.
            chain (str): Name of the chain where the bounty is to be posted.
        Returns:
            Response JSON parsed from polyswarmd containing emitted events.
        """
        async with self.bounties_pending_locks[chain]:
            bounties_pending = self.bounties_pending.get(chain, set())
            if bounty_guid not in bounties_pending:
                logger.debug('Bounty %s already settled', bounty_guid)
                return []
            self.bounties_pending[chain] = bounties_pending - {bounty_guid}

        last_settle = False
        async with self.settles_posted_locks[chain]:
            settles_posted = self.settles_posted.get(chain, 0)
            self.settles_posted[chain] = settles_posted + 1

            if self.testing > 0:
                if self.settles_posted[chain] > self.testing:
                    logger.warning('Scheduled settle, but finished with testing mode')
                    return []
                elif self.settles_posted[chain] == self.testing:
                    last_settle = True

                logger.info('Testing mode , %s settles remaining', self.testing - self.settles_posted[chain])

        ret = await self.client.bounties.settle_bounty(bounty_guid, chain)
        if last_settle:
            logger.info('All testing bounties complete, exiting')
            asyncio_stop()

        return ret

    async def _handle_empty_queue(self):
        """
        Just debug log on empty queue.
        """
        # Just a forced await to share
        await asyncio.sleep(0)
        logger.debug('Queue empty, waiting for next window')





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.abstractarbiter

import asyncio
import logging

from polyswarmartifact import ArtifactType, DecodeError

from polyswarmclient import Client
from polyswarmclient.abstractscanner import ScanResult
from polyswarmclient.events import VoteOnBounty, SettleBounty, WithdrawStake
from polyswarmclient.exceptions import LowBalanceError, FatalError
from polyswarmclient.utils import asyncio_stop

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class AbstractArbiter(object):
    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None):
        self.client = client
        self.chains = chains
        self.scanner = scanner

        if artifact_types is None:
            self.valid_artifact_types = [ArtifactType.FILE]
        else:
            self.valid_artifact_types = artifact_types

        self.client.on_run.register(self.__handle_run)
        self.client.on_stop.register(self.__handle_stop)
        self.client.on_new_bounty.register(self.__handle_new_bounty)
        self.client.on_deprecated.register(self.__handle_deprecated)
        self.client.on_vote_on_bounty_due.register(self.__handle_vote_on_bounty_due)
        self.client.on_settle_bounty_due.register(self.__handle_settle_bounty)
        self.client.on_withdraw_stake_due.register(self.__handle_withdraw_stake_due)

        self.testing = testing
        self.bounties_seen = 0
        self.votes_posted = 0
        self.settles_posted = 0

    @classmethod
[docs]    def connect(cls, polyswarmd_addr, keyfile, password, api_key=None, testing=0, scanner=None, chains=None,
                artifact_types=None):
        """Connect the Arbiter to a Client.

        Args:
            polyswarmd_addr (str): URL of polyswarmd you are referring to.
            keyfile (str): Keyfile filename.
            password (str): Password associated with Keyfile.
            api_key (str): Your PolySwarm API key.
            testing (int): Number of testing bounties to use.
            scanner (AbstractScanner): Scanner for scanning artifacts
            chains (set(str)):  Set of chains you are acting on.
            artifact_types (list(ArtifactType)): List of artifact types you support

        Returns:
            AbstractArbiter: Arbiter instantiated with a Client.
        """
        client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
        return cls(client, testing, scanner, chains, artifact_types)


    async def scan(self, guid, artifact_type, content, metadata, chain):
        """Override this to implement custom scanning logic

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict) Dict of metadata for the artifact
            chain (str): Chain we are operating on
        Returns:
            ScanResult: Result of this scan
        """
        if self.scanner:
            return await self.scanner.scan(guid, artifact_type, content, metadata, chain)

        raise NotImplementedError('You must subclass this class and override this method.')

    async def fetch_and_scan_all(self, guid, artifact_type, uri, duration, metadata, chain):
        """Fetch and scan all artifacts concurrently

        Args:
            guid (str): GUID of the associated bounty
            artifact_type (ArtifactType): Artifact type for the associated bounty
            uri (str):  Base artifact URI
            duration (int): Max number of blocks to take
            metadata (list[dict]) List of metadata json blobs for artifacts
            chain (str): Chain we are operating on

        Returns:
            (list(ScanResult)): Tuple of mask bits, verdicts, and metadatas
        """

        async def fetch_and_scan(index):
            content = await self.client.get_artifact(uri, index)
            if content is not None:
                # Ignoring metadata for now
                try:
                    return await self.scan(guid, artifact_type, artifact_type.decode_content(content), None, chain)
                except DecodeError:
                    return ScanResult()

            return ScanResult()

        artifacts = await self.client.list_artifacts(uri)
        return await asyncio.gather(*[fetch_and_scan(i) for i in range(len(artifacts))])

[docs]    def run(self):
        """
        Run the Client on the Arbiter's chains.
        """
        self.client.run(self.chains)


    async def __handle_run(self, chain):
        """
        If the Client's current balance is less than the minimum stake
        then deposit the difference between the two to the given chain.

        Args:
            chain (str): Chain we are operating on.
        """

        await self.client.balances.get_nct_balance(chain)
        min_stake = await self.client.staking.parameters[chain].get('minimum_stake')
        staking_balance = await self.client.staking.get_total_balance(chain)
        if staking_balance < min_stake:
            try:
                await self.deposit_stake(min_stake - staking_balance, chain)
            except LowBalanceError as e:
                raise FatalError(f'Failed to stake {min_stake - staking_balance} nct due to low balance', 1) from e

        if self.scanner is not None and not await self.scanner.setup():
            raise FatalError('Scanner setup failed', 1)

    async def __handle_stop(self):
        if self.scanner is not None:
            await self.scanner.teardown()

    async def deposit_stake(self, nct, chain):
        await self.client.balances.raise_for_low_balance(nct, chain)
        deposits = await self.client.staking.post_deposit(nct, chain)
        logger.info('Depositing stake: %s', deposits)

    async def __handle_deprecated(self, rollover, block_number, txhash, chain):
        """Schedule Withdraw stake for when the last settles are due

        Args:
            rollover (bool): Is arbiter staking being rolled over?
            block_number (int): Block number the bounty was posted on
            txhash (str): Transaction hash which caused the event
            chain (str): Is this on the home or side chain?
        Returns: Empty list
        """
        # Settle all bounties on contract
        asyncio.get_event_loop().create_task(self.client.bounties.settle_all_bounties(chain))
        # Withdraw stake, if needed
        if not rollover:
            logger.critical('BountyRegistry contract is now deprecated, withdrawing stake.')
            parameters = self.client.bounties.parameters[chain]
            assertion_reveal_window = await parameters.get('assertion_reveal_window')
            arbiter_vote_window = await parameters.get('arbiter_vote_window')
            max_duration = await parameters.get('max_duration')
            withdraw_start = block_number + max_duration + assertion_reveal_window + arbiter_vote_window
            staking_balance = await self.client.staking.get_total_balance(chain)
            ws = WithdrawStake(staking_balance)
            self.client.schedule(withdraw_start, ws, chain)
        else:
            logger.critical('BountyRegistry contract is now deprecated, but stake will rollover to the new contract')

        return []

    async def __handle_new_bounty(self, guid, artifact_type, author, amount, uri, expiration, metadata, block_number, txhash, chain):
        """Scan and assert on a posted bounty

        Args:
            guid (str): The bounty to assert on
            artifact_type (ArtifactType): The type of artifacts in this bounty
            author (str): The bounty author
            amount (str): Amount of the bounty in base NCT units (10 ^ -18)
            uri (str): IPFS hash of the root artifact
            expiration (str): Block number of the bounty's expiration
            metadata (dict): Dictionary of metadata or None
            block_number (int): Block number the bounty was posted on
            txhash (str): Transaction hash which caused the event
            chain (str): Is this on the home or side chain?
        Returns:
            Response JSON parsed from polyswarmd containing placed assertions
        """
        # Skip bounties for types we don't support
        if artifact_type not in self.valid_artifact_types:
            return []

        self.bounties_seen += 1
        if self.testing > 0:
            if self.bounties_seen > self.testing:
                logger.info('Received new bounty, but finished with testing mode')
                return []
            logger.info('Testing mode, %s bounties remaining', self.testing - self.bounties_seen)

        expiration = int(expiration)
        assertion_reveal_window = await self.client.bounties.parameters[chain].get('assertion_reveal_window')
        arbiter_vote_window = await self.client.bounties.parameters[chain].get('arbiter_vote_window')

        vote_start = expiration + assertion_reveal_window
        settle_start = expiration + assertion_reveal_window + arbiter_vote_window
        duration = settle_start - block_number

        await self.client.liveness_recorder.add_waiting_task(guid, block_number)
        results = await self.fetch_and_scan_all(guid, artifact_type, uri, duration, metadata, chain)
        votes = [result.verdict for result in results]

        if any((not result.bit for result in results)):
            return []

        bloom_parts = await self.client.bounties.get_bloom(guid, chain)
        bounty_bloom = 0
        for b in bloom_parts:
            bounty_bloom = bounty_bloom << 256 | int(b)

        calculated_bloom = await self.client.bounties.calculate_bloom(uri)
        valid_bloom = bounty_bloom == calculated_bloom

        vb = VoteOnBounty(guid, votes, valid_bloom)
        self.client.schedule(vote_start, vb, chain)

        sb = SettleBounty(guid)
        self.client.schedule(settle_start, sb, chain)

        return []

    async def __handle_vote_on_bounty_due(self, bounty_guid, votes, valid_bloom, chain):
        """
        Submit votes on a given bounty GUID to a given chain.

        Args:
            bounty_guid (str): The bounty which we are voting on.
            votes (List[bool]): Vote (malicious/benign) for each of the artifacts in the bounty.
            valid_bloom (bool):  Is the bloom filter reported by the bounty poster valid?
            chain (str): Which chain to operate on.
        Returns:
            Response JSON parsed from polyswarmd containing emitted events.
        """
        self.votes_posted += 1
        if self.testing > 0:
            if self.votes_posted > self.testing:
                logger.warning('Scheduled vote, but finished with testing mode')
                return []
            logger.info('Testing mode, %s votes remaining', self.testing - self.votes_posted)
        response = await self.client.bounties.post_vote(bounty_guid, votes, valid_bloom, chain)
        await self.client.liveness_recorder.remove_waiting_task(bounty_guid)
        return response

    async def __handle_settle_bounty(self, bounty_guid, chain):
        """
        Settle the given bounty on the given chain.

        Args:
            bounty_guid (str): The bounty which we are settling.
            chain (str): Which chain to operate on.
        Returns:
            Response JSON parsed from polyswarmd containing emitted events.
        """
        self.settles_posted += 1
        if self.testing > 0:
            if self.settles_posted > self.testing:
                logger.warning('Scheduled settle, but finished with testing mode')
                return []
            logger.info('Testing mode, %s settles remaining', self.testing - self.settles_posted)

        ret = await self.client.bounties.settle_bounty(bounty_guid, chain)
        if 0 < self.testing <= self.settles_posted:
            logger.info('All testing bounties complete, exiting')
            asyncio_stop()
        return ret

    async def __handle_withdraw_stake_due(self, amount, chain):
        """
        Withdraw given amount from the stake on the given chain

        Args:
            amount (int): Amount to withdraw
            chain (str): Which chain to operate on.

        Returns:
            Response JSON parsed from polyswarmd containing emitted events.
        """
        logger.info('No more in-progress bounties. Withdrawing %s', amount)
        return await self.client.staking.post_withdraw(amount, chain)





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.abstractmicroengine

import asyncio
import cachetools
import json
import logging

from polyswarmartifact import ArtifactType, DecodeError
from polyswarmartifact.schema import verdict

from polyswarmclient import Client
from polyswarmclient.abstractscanner import ScanResult
from polyswarmclient.events import RevealAssertion, SettleBounty
from polyswarmclient.exceptions import InvalidBidError, FatalError, LowBalanceError, InvalidMetadataError
from polyswarmclient.filters.bountyfilter import BountyFilter
from polyswarmclient.filters.confidencefilter import ConfidenceModifier
from polyswarmclient.filters.filter import MetadataFilter
from polyswarmclient.utils import asyncio_stop

[docs]logger = logging.getLogger(__name__)



[docs]class AbstractMicroengine(object):
    def __init__(self, client, testing=0, scanner=None, chains=None, artifact_types=None, bid_strategy=None,
                 bounty_filter=BountyFilter(None, None), confidence_modifier=ConfidenceModifier(None, None)):
        self.client = client
        self.chains = chains
        self.scanner = scanner
        if artifact_types is None:
            self.valid_artifact_types = [ArtifactType.FILE]
        else:
            self.valid_artifact_types = artifact_types

        self.bounty_filter = bounty_filter
        self.confidence_modifier = confidence_modifier

        self.client.on_run.register(self.__handle_run)
        self.client.on_stop.register(self.__handle_stop)
        self.client.on_new_bounty.register(self.__handle_new_bounty)
        self.client.on_reveal_assertion_due.register(self.__handle_reveal_assertion)
        self.client.on_quorum_reached.register(self.__handle_quorum_reached)
        self.client.on_settle_bounty_due.register(self.__handle_settle_bounty)
        self.client.on_deprecated.register(self.__handle_deprecated)

        self.bid_strategy = bid_strategy

        self.testing = testing
        self.bounties_seen = 0
        self.reveals_posted = 0
        self.settles_posted = 0

    @classmethod
[docs]    def connect(cls, polyswarmd_addr, keyfile, password, api_key=None, testing=0, scanner=None, chains=None,
                artifact_types=None, bid_strategy=None, bounty_filter=BountyFilter(None, None),
                confidence_modifier=ConfidenceModifier(None, None)):
        """Connect the Microengine to a Client.

        Args:
            polyswarmd_addr (str): URL of polyswarmd you are referring to.
            keyfile (str): Keyfile filename.
            password (str): Password associated with Keyfile.
            api_key (str): Your PolySwarm API key.
            testing (int): Number of testing bounties to use.
            scanner (Scanner): `Scanner` instance to use.
            chains (set(str)):  Set of chains you are acting on.
            artifact_types (list(ArtifactType)): List of artifact types you support
            bid_strategy (BidStrategyBase): Bid Strategy for bounties
            bounty_filter (BountyFilter): Filters to accept/reject artifacts
            confidence_modifier (ConfidenceModifier): Filters to adjust confidence based on metadata

        Returns:
            AbstractMicroengine: Microengine instantiated with a Client.
        """
        client = Client(polyswarmd_addr, keyfile, password, api_key, testing > 0)
        return cls(client, testing, scanner, chains, artifact_types, bid_strategy=bid_strategy,
                   bounty_filter=bounty_filter, confidence_modifier=confidence_modifier)


    async def scan(self, guid, artifact_type, content, metadata, chain):
        """Override this to implement custom scanning logic

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to be scan
            metadata (dict): Metadata about the artifact being scanned
            chain (str): Chain we are operating on
        Returns:
            ScanResult: Result of this scan
        """
        if self.scanner:
            return await self.scanner.scan(guid, artifact_type, content, metadata, chain)

        raise NotImplementedError(
            'You must 1) override this scan method OR 2) provide a scanner to your Microengine constructor')

    async def bid(self, guid, mask, verdicts, confidences, metadatas, chain):
        """Override this to implement custom bid calculation logic

        Args:
            guid (str): GUID of the bounty under analysis
            mask (list[bool]): mask for the from scanning the bounty files
            verdicts (list[bool]): scan verdicts from scanning the bounty files
            confidences (list[float]): Measure of confidence of verdict per artifact ranging from 0.0 to 1.0
            metadatas (list[str]): metadata blurbs from scanning the bounty files
            chain (str): Chain we are operating on

        Returns:
            list[int]: Amount of NCT to bid in base NCT units (10 ^ -18)
        """
        min_allowed_bid = await self.client.bounties.parameters[chain].get('assertion_bid_minimum')
        max_allowed_bid = await self.client.bounties.parameters[chain].get('assertion_bid_maximum')
        if self.bid_strategy is not None:
            bid = await self.bid_strategy.bid(guid,
                                              mask,
                                              verdicts,
                                              confidences,
                                              metadatas,
                                              min_allowed_bid,
                                              max_allowed_bid,
                                              chain)
            if [b for b in bid if b < min_allowed_bid]:
                raise InvalidBidError()

            return bid

        raise NotImplementedError(
            'You must 1) override this bid method OR 2) provide a bid_strategy to your Microengine constructor')

    async def fetch_and_scan_all(self, guid, artifact_type, uri, duration, metadata, chain):
        """Fetch and scan all artifacts concurrently

        Args:
            guid (str): GUID of the associated bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            uri (str):  Base artifact URI
            duration (int): Max number of blocks to take
            metadata (list[dict]) List of metadata json blobs for artifacts
            chain (str): Chain we are operating on

        Returns:
            (list(bool), list(bool), list(str)): Tuple of mask bits, verdicts, and metadatas
        """
        async def fetch_and_scan(artifact_metadata, index):
            content = await self.client.get_artifact(uri, index)
            if not self.bounty_filter.is_allowed(artifact_metadata):
                return ScanResult()

            if content is not None:
                try:
                    result = await self.scan(guid,
                                             artifact_type,
                                             artifact_type.decode_content(content),
                                             artifact_metadata,
                                             chain)
                except DecodeError:
                    result = ScanResult()

                if result.bit:
                    result.confidence = self.confidence_modifier.modify(artifact_metadata, result.confidence)
                    return result

            return ScanResult()

        artifacts = await self.client.list_artifacts(uri)
        metadata = MetadataFilter.pad_metadata(metadata, len(artifacts))

        return await asyncio.gather(*[
            fetch_and_scan(metadata[i], i) for i in range(len(artifacts))
        ])

[docs]    def run(self):
        """
        Run the `Client` on the Microengine's chains.
        """
        self.client.run(self.chains)


    async def __handle_run(self, chain):
        """Perform setup required once on correct loop

        Args:
            chain (str): Chain we are operating on.
        """
        if self.scanner is not None and not await self.scanner.setup():
            raise FatalError('Scanner setup failed', 1)

    async def __handle_stop(self):
        if self.scanner is not None:
            await self.scanner.teardown()

    async def __handle_deprecated(self, rollover, block_number, txhash, chain):
        asyncio.get_event_loop().create_task(self.client.bounties.settle_all_bounties(chain))
        return []

    async def __handle_new_bounty(self, guid, artifact_type, author, amount, uri, expiration, metadata, block_number, txhash, chain):
        """Scan and assert on a posted bounty

        Args:
            guid (str): The bounty to assert on
            artifact_type (ArtifactType): The type of artifacts in this bounty
            author (str): The bounty author
            amount (str): Amount of the bounty in base NCT units (10 ^ -18)
            uri (str): IPFS hash of the root artifact
            expiration (str): Block number of the bounty's expiration
            metadata (dict): Dictionary of metadata or None
            block_number (int): Block number the bounty was placed on
            txhash (str): Transaction hash which caused the event
            chain (str): Is this on the home or side chain?

        Returns:
            Response JSON parsed from polyswarmd containing placed assertions
        """
        # Skip bounties for types we don't support
        if artifact_type not in self.valid_artifact_types:
            logger.info('Bounty artifact type %s is not supported', artifact_type)
            return []

        self.bounties_seen += 1
        if self.testing > 0:
            if self.bounties_seen > self.testing:
                logger.warning('Received new bounty, but finished with testing mode')
                return []
            logger.info('Testing mode, %s  bounties remaining', self.testing - self.bounties_seen)

        expiration = int(expiration)
        duration = expiration - block_number

        async with self.client.liveness_recorder.waiting_task(guid, block_number):
            results = await self.fetch_and_scan_all(guid, artifact_type, uri, duration, metadata, chain)
            mask = [r.bit for r in results]
            verdicts = [r.verdict for r in results]
            confidences = [r.confidence for r in results]
            metadatas = [r.metadata for r in results]
            combined_metadata = ';'.join(metadatas)

            try:
                if all([metadata and verdict.Verdict.validate(json.loads(metadata)) for metadata in metadatas]):
                    combined_metadata = json.dumps([json.loads(metadata) for metadata in metadatas])
            except json.JSONDecodeError:
                logger.exception('Error decoding assertion metadata %s', metadatas)

            if not any(mask):
                return []

            assertion_fee = await self.client.bounties.parameters[chain].get('assertion_fee')
            assertion_reveal_window = await self.client.bounties.parameters[chain].get('assertion_reveal_window')
            arbiter_vote_window = await self.client.bounties.parameters[chain].get('arbiter_vote_window')

            bid = await self.bid(guid, mask, verdicts, confidences, metadatas, chain)
            try:
                await self.client.balances.raise_for_low_balance(assertion_fee + sum(bid), chain)
            except LowBalanceError as e:
                if self.client.tx_error_fatal:
                    raise FatalError('Failed to assert on bounty due to low balance') from e

                return []

            logger.info('Responding to %s bounty %s', artifact_type.name.lower(), guid)
            try:
                nonce, assertions = await self.client.bounties.post_assertion(guid, bid, mask, verdicts, chain,
                                                                              metadata=combined_metadata)
            except InvalidMetadataError:
                logger.exception('Received invalid metadata')
                return []

        for a in assertions:
            ra = RevealAssertion(guid, a['index'], nonce, verdicts, combined_metadata)
            self.client.schedule(expiration, ra, chain)

            sb = SettleBounty(guid)
            self.client.schedule(expiration + assertion_reveal_window + arbiter_vote_window, sb, chain)

        return assertions

    async def __handle_reveal_assertion(self, bounty_guid, index, nonce, verdicts, metadata, chain):
        """
        Callback registered in `__init__` to handle the reveal assertion.

        Args:
            bounty_guid (str): GUID of the bounty being asserted on
            index (int): Index of the assertion to reveal
            nonce (str): Secret nonce used to reveal assertion
            verdicts (List[bool]): List of verdicts for each artifact in the bounty
            metadata (str): Optional metadata
            chain (str): Chain to operate on
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        self.reveals_posted += 1
        if self.testing > 0:
            if self.reveals_posted > self.testing:
                logger.warning('Scheduled reveal, but finished with testing mode')
                return []
            logger.info('Testing mode, %s reveals remaining', self.testing - self.reveals_posted)
        return await self.client.bounties.post_reveal(bounty_guid, index, nonce, verdicts, metadata, chain)

    async def __handle_quorum_reached(self, bounty_guid, block_number, txhash, chain):
        return await self.__settle_bounty(bounty_guid, chain)

    async def __handle_settle_bounty(self, bounty_guid, chain):
        return await self.__settle_bounty(bounty_guid, chain)

    async def __settle_bounty(self, bounty_guid, chain):
        """
        Callback registered in `__init__` to handle a settled bounty.

        Args:
            bounty_guid (str): GUID of the bounty being asserted on
            chain (str): Chain to operate on
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        self.settles_posted += 1
        if self.testing > 0:
            if self.settles_posted > self.testing:
                logger.warning('Scheduled settle, but finished with testing mode')
                return []
            logger.info('Testing mode, %s settles remaining', self.testing - self.settles_posted)

        ret = await self.client.bounties.settle_bounty(bounty_guid, chain)
        if 0 < self.testing <= self.settles_posted:
            logger.info('All testing bounties complete, exiting')
            asyncio_stop()
        return ret





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.abstractscanner

import asyncio
import enum
import logging
import platform
import warnings
from concurrent.futures import Executor
from typing import Optional

from polyswarmartifact.schema.verdict import Verdict
from polyswarmclient.exceptions import ScannerSetupFailedError

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class ScanResult(object):
    """Results from scanning one artifact"""

    def __init__(self, bit=False, verdict=False, confidence=1.0, metadata=Verdict().set_malware_family('').json()):
        """Report the results from scanning one artifact

        Args:
            bit (bool): Are we asserting on this artifact
            verdict (bool): Is this artifact malicious (True) or benign (False)
            confidence (float): How confident are we in our verdict ranging from 0.0 to 1.0
            metadata (json str): Optional metadata from the scan
        """
        self.bit = bit
        self.verdict = verdict
        self.confidence = confidence
        self.metadata = metadata

[docs]    def __repr__(self):
        return '<ScanResult bit={}, verdict={}, confidence={}, metadata={}>'.format(self.bit, self.verdict,
                                                                                    self.confidence, self.metadata)




[docs]class ScanMode(enum.Enum):
    """
    Denote whether the Scanner is using asynchronous or synchronous scan
    """
[docs]    SYNC = 0

[docs]    ASYNC = 1




[docs]class AbstractScanner:
    """
    Base `Scanner` class. To be overwritten with other scanning logic.

    This class offers two scan options, which can be specified by passing a ScanMode enum value as `mode`.
    It uses asynchronous scan by default.

    The function `scan_async` is a coroutine function where everything called from this function must be async compatible,
    That means it uses only non-blocking IO, and runs nothing cpu-bound, like hash functions.

    The function `scan_sync` is a synchronous function where anything goes.
    It is called in a ThreadPoolExecutor so it is compatible with the worker that uses asyncio.

    Overwriting `scan` directly is deprecated.
    """
    def __init__(self, mode: ScanMode = ScanMode.ASYNC):
        """
        :param mode: ScanMode determines sync or async execution
        """
        self.mode = mode
        self.system = platform.system()
        self.machine = platform.machine()

        if self.__class__.scan != AbstractScanner.scan:
            warnings.warn("Implementing `scan()` is deprecated. Use `scan_async` for asynchronous scan implementations",
                          DeprecationWarning)

    async def setup(self):
        """Override this method to implement custom setup logic.

        This is run immediately after the Scanner class is instantiated and before any calls to the scan() method.
        This can be called multiple times, due to exception handling restarting the worker/microengine/arbiter

        Returns:
            status (bool): Did setup complete successfully?
        """
        return True

    async def teardown(self):
        """
        Override this method to do any cleanup when the scanner is being shut down.

        This can be called multiple times, due to exception handling restarting the worker/microengine/arbiter
        There is an expectation that calling `setup()` again will put the AbstractScanner implementation back into working order
        """
        pass

    async def scan(self, guid, artifact_type, content, metadata, chain):

        if self.mode == ScanMode.ASYNC:
            return await self.scan_async(guid, artifact_type, content, metadata, chain)
        elif self.mode == ScanMode.SYNC:
            return await self.__execute_scan_sync(guid, artifact_type, content, metadata, chain)
        else:
            raise ValueError('Invalid scan mode')

    async def scan_async(self, guid, artifact_type, content, metadata, chain):
        """Override this to implement custom asynchronous scanning logic

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to scan
            metadata (dict): Metadata dict from the ambassador
            chain (str): What chain are we operating on
        Returns:
            ScanResult: Result of this scan
        """
        raise NotImplementedError("Must implement scan_async when using ScanMode.ASYNC")

    async def __execute_scan_sync(self, guid, artifact_type, content, metadata, chain):
        loop = asyncio.get_event_loop()
        executor = self.get_executor()
        if executor:
            with executor as pool:
                return await loop.run_in_executor(pool, self.scan_sync, guid, artifact_type, content, metadata, chain)
        else:
            return await loop.run_in_executor(None, self.scan_sync, guid, artifact_type, content, metadata, chain)

[docs]    def get_executor(self) -> Optional[Executor]:
        return None


[docs]    def scan_sync(self, guid, artifact_type, content, metadata, chain):
        """Override this to implement custom synchronous scanning logic

        Args:
            guid (str): GUID of the bounty under analysis, use to track artifacts in the same bounty
            artifact_type (ArtifactType): Artifact type for the bounty being scanned
            content (bytes): Content of the artifact to scan
            metadata (dict): Metadata dict from the ambassador
            chain (str): What chain are we operating on
        Returns:
            ScanResult: Result of this scan
        """
        raise NotImplementedError("Must implement scan_sync when using ScanMode.SYNC")


    async def __aenter__(self):
        if not await self.setup():
            raise ScannerSetupFailedError
        return self

    async def __aexit__(self, exc_type, exc_val, exc_tb):
        await self.teardown()





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.backoff_wrapper

import asyncio
import logging
import time

[docs]logger = logging.getLogger(__name__)



[docs]class BackoffWrapper:
    """
    Uses a generator to create backoff times

    This is for use in functions that don't return. In our use case, listen_for_events is not supposed to return,
    but exists as a long running Task. Using the decorator, the backoff time grows forever, because the function is only
    called one time. So each error causes a longer and longer timeout.

    This adds an ability to reset the backoff, so your long running function can reduce the timeout after success
    """
    def __init__(self, func, **kwargs):
        self.func = func
        self.kwargs = kwargs
        self.backoff_generator = self.func(**kwargs)

[docs]    def reset(self):
        self.backoff_generator = self.func(**self.kwargs)


    async def sleep(self):
        next_sleep = next(self.backoff_generator)
        logger.debug('Backoff async triggered. Sleeping for %s', next_sleep)
        await asyncio.sleep(next_sleep)





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.bidstrategy

[docs]class BidStrategyBase:
    def __init__(self, min_bid_multiplier=None, max_bid_multiplier=None):
        self.min_bid_multiplier = min_bid_multiplier
        self.max_bid_multiplier = max_bid_multiplier

    async def bid(self, guid, mask, verdicts, confidences, metadatas, min_allowed_bid, max_allowed_bid, chain):
        """Override this to implement custom bid calculation logic

        Args:
            guid (str): GUID of the bounty under analysis
            mask (list[bool]): mask for the from scanning the bounty files
            verdicts (list[bool]): scan verdicts from scanning the bounty files
            confidences (list[float]): Measure of confidence of verdict per artifact ranging from 0.0 to 1.0
            metadatas (list[str]): metadata blurbs from scanning the bounty files
            min_allowed_bid (int): Minimum bid value as specified by the contract
            max_allowed_bid (int): Maximum bid value as specified by the contract
            chain (str): Chain we are operating on

        Returns:
            list[int]: List of bid values corresponding to the set mask values
        """
        # These are per-item min and max bids
        min_bid = min_allowed_bid
        max_bid = max_allowed_bid
        if self.min_bid_multiplier is not None:
            min_bid = max(min_allowed_bid * self.min_bid_multiplier, min_allowed_bid)
        if self.max_bid_multiplier is not None:
            max_bid = min(min_allowed_bid * self.max_bid_multiplier, max_allowed_bid)

        return [int(min_bid + ((max_bid - min_bid) * confidence)) for bit, confidence in zip(mask, confidences) if bit]





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.config

import click
import logging
import string

from polyswarmclient.log_formatter import JSONFormatter, ExtraTextFormatter

[docs]logger = logging.getLogger(__name__)



[docs]def validate_apikey(ctx, param, value):
    """Validates the API key passed in through click parameters"""
    try:
        # If we received the parameter's default value, then don't bother checking.
        if value == param.get_default(ctx):
            return value
        # Verify we have a hex-clean API key which of the appropriate length.
        if len(value) != 32 or not all([c in string.hexdigits.lower() for c in value]):
            raise click.BadParameter('API key is an invalid 16-byte hex value.')
        return value
    except ValueError:
        raise click.BadParameter('API key must only contain valid hexadecimal values')
    except TypeError:
        # I don't believe this can ever be triggered as a click option, but I'm keeping it around for completeness.
        raise click.BadParameter('API key must be a string')



[docs]def init_logging(loggers, log_format, loglevel=logging.WARNING):
    """
    Logic to support JSON logging.
    """
    # Change settings on polyswarm-client logger
    logger_config = LoggerConfig(loggers, log_format, loglevel)
    logger_config.configure()



[docs]class LoggerConfig:
[docs]    LEVELS = [logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR, logging.CRITICAL]


    def __init__(self, loggers, log_format, log_level=logging.WARNING):
        self.loggers = loggers
        self.log_format = log_format
        self.log_level = log_level

[docs]    def configure(self):
        for name in self.loggers:
            logger = logging.getLogger(name)
            if self.log_format and self.log_format in ['json', 'datadog']:
                log_handler = logging.StreamHandler()
                formatter = JSONFormatter('%(levelname)s %(name)s %(asctime)s %(message)s')
                log_handler.setFormatter(formatter)
                logger.addHandler(log_handler)
                logger.setLevel(self.log_level)
                logger.info('Logging in JSON format.')
            else:
                log_handler = logging.StreamHandler()
                log_handler.setFormatter(ExtraTextFormatter(fmt='%(levelname)s:%(name)s:%(asctime)s %(message)s'))
                logger.addHandler(log_handler)
                logger.setLevel(self.log_level)
                logger.info('Logging in text format.')


[docs]    def set_level(self, new_level):
        self.log_level = new_level
        for name in self.loggers:
            logger = logging.getLogger(name)
            logger.setLevel(self.log_level)






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.corpus

import logging
import os
import tempfile
import urllib.request
from subprocess import check_call

[docs]logger = logging.getLogger(__name__)  # Initialize logger


[docs]MALICIOUS_BOOTSTRAP_URL = os.getenv('MALICIOUS_BOOTSTRAP_URL')

[docs]ARCHIVE_PASSWORD = os.getenv('ARCHIVE_PASSWORD')



[docs]class DownloadToFileSystemCorpus(object):
    def __init__(self, base_dir=None):
        self.url = MALICIOUS_BOOTSTRAP_URL
        self.base_dir = base_dir if base_dir else tempfile.mkdtemp(suffix='malware-corpus')
        self.truth_fname = 'truth.db'
        self.truth_db_pth = os.path.join(self.base_dir, self.truth_fname)

    @property
[docs]    def mal_path(self):
        return os.path.join(self.base_dir, 'malicious')


    @property
[docs]    def benign_path(self):
        return os.path.join(self.base_dir, 'benign')


[docs]    def download_and_unpack(self):
        logger.info('Downloading to {0}'.format(self.base_dir))
        for is_mal, package_name in [(True, 'malicious.tgz.gpg'), (False, 'benign.tgz.gpg')]:

            mal_dir = self.mal_path if is_mal else self.benign_path
            archive_path = os.path.join(mal_dir, package_name)
            archive_dst = mal_dir
            if not os.path.isdir(archive_dst):
                os.makedirs(archive_dst, exist_ok=True)
            archive_tgz = archive_path.rstrip('.gpg')
            r = urllib.request.urlretrieve('{0}/{1}'.format(self.url, package_name), archive_path)
            check_call(['gpg', '--batch', '--passphrase', ARCHIVE_PASSWORD, '--decrypt',
                        '--no-use-agent', '--cipher-algo', 'AES256',
                        '--yes', '-o', archive_tgz, archive_path])
            # can do with python tar file, but being lazy
            check_call(['tar', 'xf', archive_tgz, '-C', archive_dst])
            os.unlink(archive_tgz)
            os.unlink(archive_path)


[docs]    def _get_pth_listing(self, p):
        artifacts = []
        for root, dirs, files in os.walk(p):
            for f in files:
                artifacts.append(os.path.join(root, f))
        return artifacts


[docs]    def get_malicious_file_list(self):
        return self._get_pth_listing(self.mal_path)


[docs]    def get_benign_file_list(self):
        return self._get_pth_listing(self.benign_path)


[docs]    def download_truth(self):
        u = '{0}/{1}'.format(self.url, self.truth_fname)
        logger.info('Fetching truth database {0}'.format(u))
        r = urllib.request.urlretrieve(u, self.truth_db_pth)






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.events

import logging

from functools import total_ordering
from queue import PriorityQueue

from polyswarmartifact import ArtifactType

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class Callback(object):
    """
    Abstract callback class which is the parent to a number of child
    callback classes to be used in different scenarios.

    Note:
        Classes which extend `Callback` are expected to impliment the
        `run` method.
    """

    def __init__(self):
        self.cbs = []

[docs]    def register(self, f):
        """
        Register a function to this Callback.

        Args:
            f (function): Function to register.
        """
        self.cbs.append(f)


[docs]    def remove(self, f):
        """
        Remove a function previously assigned to this Callback.

        Args:
            f (function): Function to remove.
        """
        self.cbs.remove(f)


    async def run(self, *args, **kwargs):
        """
        Run all of the registered callback functions.

        Returns:
            results (List[any]): Results returned from the callback functions
        """
        results = []
        for cb in self.cbs:
            local_ret = await cb(*args, **kwargs)
            if local_ret is not None:
                results.append(local_ret)

        if results:
            logger.info('%s callback results', type(self).__name__, extra={'extra': results})

        return results



# Create these subclasses so we can document the parameters to each callback
[docs]class OnRunCallback(Callback):
    """Called upon entering the event loop for the first time, use for initialization"""

    async def run(self, chain):
        """Run the registered callbacks

        Args:
            chain (str): Chain event received on
        """
        return await super().run(chain)



[docs]class OnStopCallback(Callback):
    """Called when the client is stopping

        This can happen on errors, or due to a signal
    """

    async def run(self):
        """Run the registered callbacks

        """
        return await super().run()



[docs]class OnNewBlockCallback(Callback):
    """Called upon receiving a new block, scheduled events triggered separately"""

    async def run(self, number, chain):
        """Run the registered callbacks

        Args:
            number (int): Block number received
            chain (str): Chain event received on
        """
        return await super().run(number, chain)



[docs]class OnNewBountyCallback(Callback):
    """Called upon receiving a new bounty"""

    async def run(self, guid, artifact_type, author, amount, uri, expiration, metadata, block_number, txhash, chain):
        """Run the registered callbacks

        Args:
            guid (str): Bounty GUID
            artifact_type (str): String representation of artifact type
            author (str): Author of the bounty
            amount (str): Bounty reward amount
            uri (str): URI of the artifacts in the bounty
            expiration (int): Block number the bounty expires on
            metadata (dict): Dictionary or string of metadata
            block_number (int): Block number the bounty was posted on
            txhash (str): Transaction hash which caused the event
            chain (str): Chain event received on
        """
        return await super().run(guid, ArtifactType.from_string(artifact_type), author, amount, uri, expiration,
                                 metadata, block_number, txhash, chain)



[docs]class OnNewAssertionCallback(Callback):
    """Called upon receiving a new assertion"""

    async def run(self, bounty_guid, author, index, bid, mask, commitment, block_number, txhash, chain):
        """Run the registered callbacks

        Args:
            bounty_guid (str): Bounty GUID
            author (str): Author of the assertion
            index (int): Index of the assertion within the bounty
            bid (List[int]): List of bid values per artifact
            mask (List[bool]): Bitmask indicating which artifacts are being asserted on
            commitment (int): Commitment hash representing the assertion's confidential verdicts
            block_number (int): Block number the assertion was posted on
            txhash (str): Transaction hash which caused the event
            chain (str): Chain event received on
        """
        return await super().run(bounty_guid, author, index, bid, mask, commitment, block_number, txhash, chain)



[docs]class OnRevealAssertionCallback(Callback):
    """Called upon receiving a new assertion reveal"""

    async def run(self, bounty_guid, author, index, nonce, verdicts, metadata, block_number, txhash, chain):
        """Run the registered callbacks

        Args:
            bounty_guid (str): Bounty GUID
            author (str): Author of the assertion
            index (int): Index of the assertion within the bounty
            nonce (int): Nonce used to calculate the commitment hash for this assertion
            verdicts (List[bool]): Bitmask indicating malicious or benign verdicts for each artifact
            metadata (str): Optional metadata for this assertion
            block_number (int): Block number the assertion was revealed on
            txhash (str): Transaction hash which caused the event
            chain (str): Chain event received on
        """
        return await super().run(bounty_guid, author, index, nonce, verdicts, metadata, block_number, txhash, chain)



[docs]class OnNewVoteCallback(Callback):
    """Called upon receiving a new arbiter vote"""

    async def run(self, bounty_guid, votes, voter, block_number, txhash, chain):
        """Run the registered callbacks

        Args:
            bounty_guid (str): Bounty GUID
            votes (List[bool]): Bitmask indicating malicious or benign votes for each artifact
            voter (str): Which arbiter is voting
            block_number (int): Block number the vote was placed on
            txhash (str): Transaction hash which caused the event
            chain (str): Chain event received on
        """
        return await super().run(bounty_guid, votes, voter, block_number, txhash, chain)



[docs]class OnQuorumReachedCallback(Callback):
    """Called upon a bounty reaching quorum"""

    async def run(self, bounty_guid, block_number, txhash, chain):
        """Run the registered callbacks

        Args:
            bounty_guid (str): Bounty GUID
            block_number (int): Block number quorum was reached on
            txhash (str): Transaction hash which caused the event
            chain (str): Chain event received on
        """
        return await super().run(bounty_guid, block_number, txhash, chain)



[docs]class OnSettledBountyCallback(Callback):
    """Called upon a bounty being settled"""

    async def run(self, bounty_guid, settler, payout, block_number, txhash, chain):
        """Run the registered callbacks

        Args:
            bounty_guid (str): Bounty GUID
            settler (str): Address settling the bounty
            payout (int): Amount paied to the settler
            block_number (int): Block number the bounty was settled on
            txhash (str): Transaction hash which caused the event
            chain (str): Chain event received on
        """
        return await super().run(bounty_guid, settler, payout, block_number, txhash, chain)



[docs]class OnDeprecatedCallback(Callback):
    """Called upon the BountyRegistry contract being deprecated"""

    async def run(self, rollover, block_number, txhash, chain):
        """Run the registered callbacks

        Args:
            rollover (bool): Is arbiter staking rolling over (True), or being replaced (False)?
            block_number (int): Block number the channel was initialized on
            txhash (str): Transaction hash which caused the event
            chain (str): Chain event received on
        """
        return await super().run(rollover, block_number, txhash, chain)



[docs]class OnInitializedChannelCallback(Callback):
    """Called upon a channel being initialized"""

    async def run(self, guid, ambassador, expert, multi_signature, block_number, txhash):
        """Run the registered callbacks

        Args:
            guid (str): GUID of the channel
            ambassador (str): Address of the ambassador
            expert (str): Address of the expert
            multi_signature (str): Address of the multi sig contract
            block_number (int): Block number the channel was initialized on
            txhash (str): Transaction hash which caused the event
            chain (str): Chain event received on
        """

        return await super().run(guid, ambassador, expert, multi_signature, block_number, txhash)



[docs]class Schedule(object):
    """
    Generic Schedule class. Uses a PriorityQueue data structure to store Events.
    """

    def __init__(self):
        self.queue = PriorityQueue()

[docs]    def empty(self):
        """
        Return True if the queue is empty.

        Returns:
            boolean: Is the queue empty.
        """
        return self.queue.empty()


[docs]    def peek(self):
        """
        Return True if the queue is empty.

        Returns:
            (block, event): Tuple at the front of the queue if the queue is full, else `None`.
        """
        return self.queue.queue[0] if self.queue.queue else None


[docs]    def get(self):
        """
        Pop the lowest valued block in the queue.

        Returns:
            (block, event): The lowest valued block in the PriorityQueue.
        """
        return self.queue.get()


[docs]    def put(self, block, event):
        """
        Add a tuple (block, event) to the PriorityQueue. Block signifies the priority of the event.
        """
        self.queue.put((block, event))




[docs]@total_ordering
class Event(object):
    """
    Generic Event class. Stores GUID and can compare for equality and order Events.

    Args:
        guid (str, None): GUID of the event.
    """

    def __init__(self, guid):
        self.guid = guid

[docs]    def __eq__(self, other):
        return self.guid == other.guid


[docs]    def __lt__(self, other):
        return self.guid < other.guid




[docs]class RevealAssertion(Event):
    """An assertion scheduled to be publically revealed

    Args:
        guid (str): GUID of the bounty being asserted on
        index (int): Index of the assertion to reveal
        nonce (str): Secret nonce used to reveal assertion
        verdicts (List[bool]): List of verdicts for each artifact in the bounty
        metadata (str): Optional metadata
    """

    def __init__(self, guid, index, nonce, verdicts, metadata):
        """Initialize a reveal secret assertion event"""
        super().__init__(guid)
        self.index = index
        self.nonce = nonce
        self.verdicts = verdicts
        self.metadata = metadata



[docs]class OnRevealAssertionDueCallback(Callback):
    """Called when an assertion is needing to be revealed"""

    async def run(self, bounty_guid, index, nonce, verdicts, metadata, chain):
        """Run the registered callbacks

        Args:
            bounty_guid (str): GUID of the bounty being asserted on
            index (int): Index of the assertion to reveal
            nonce (str): Secret nonce used to reveal assertion
            verdicts (List[bool]): List of verdicts for each artifact in the bounty
            metadata (str): Optional metadata
            chain (str): Chain event received on
        """
        return await super().run(bounty_guid, index, nonce, verdicts, metadata, chain)



[docs]class VoteOnBounty(Event):
    """A scheduled vote from an arbiter
     Args:
        guid (str): GUID of the bounty being voted on
        votes (List[bool]): List of votes for each artifact in the bounty
        valid_bloom (bool): Is the bloom filter submitted with the bounty valid
    """

    def __init__(self, guid, votes, valid_bloom):
        """Initialize a vote event"""
        super().__init__(guid)
        self.votes = votes
        self.valid_bloom = valid_bloom



[docs]class OnVoteOnBountyDueCallback(Callback):
    """Called when a bounty is needing to be voted on"""

    async def run(self, bounty_guid, votes, valid_bloom, chain):
        """Run the registered callbacks

        Args:
            bounty_guid (str): GUID of the bounty being voted on
            votes (List[bool]): List of votes for each artifact in the bounty
            valid_bloom (bool): Is the bloom filter submitted with the bounty valid
            chain (str): Chain event received on
        """
        return await super().run(bounty_guid, votes, valid_bloom, chain)



[docs]class SettleBounty(Event):
    """A bounty scheduled to be settled
     Args:
        guid (str): GUID of the bounty being asserted on
    """

    def __init__(self, guid):
        """Initialize an settle bounty event
        """
        super().__init__(guid)



[docs]class OnSettleBountyDueCallback(Callback):
    """Called when a bounty is needing to be settled"""

    async def run(self, bounty_guid, chain):
        """Run the registered callbacks

        Args:
            bounty_guid (str): GUID of the bounty being voted on
            chain (str): Chain event received on
        """
        return await super().run(bounty_guid, chain)



[docs]class WithdrawStake(Event):
    """A scheduled stake withdrawal from an arbiter

    Args:
        amount (int): Amount to withdraw from stake
    """

    def __init__(self, amount):
        super().__init__(None)
        self.amount = amount



[docs]class OnWithdrawStakeDueCallback(Callback):
    """Called when a an arbiter needs to withdraw stake (due to deprecation)"""

    async def run(self, amount, chain):
        """Run the registered callbacks

        Args:
            amount (int): Amount to withdraw
            chain (str): Chain event received on
        """
        return await super().run(amount, chain)





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.exceptions

from click import ClickException


[docs]class PolyswarmClientException(Exception):
    """
    polyswarm-client related errors
    """
    pass



[docs]class ApiKeyException(PolyswarmClientException):
    """
    Used an API key when not communicating over https, without explicitly allowing
    """
    pass



[docs]class InvalidBidError(PolyswarmClientException):
    """
    Fault in bid logic that resulted in a bid that is not between the min and max values provided by polyswarmd
    """
    pass



[docs]class LowBalanceError(PolyswarmClientException):
    """
    Not enough NCT to complete the requested action
    """
    pass



[docs]class TransactionError(PolyswarmClientException):
    """
    A transaction failed
    """
    pass



[docs]class InvalidMetadataError(PolyswarmClientException):

    """
    Metadata does not match the valid schema
    """


[docs]class RateLimitedError(PolyswarmClientException):
    """
    Hit the rate limit from polyswarmd
    """
    pass



[docs]class NonceDesyncError(PolyswarmClientException):
    """
    Got a nonce too low or too high error
    """
    pass



[docs]class ReceiptError(PolyswarmClientException):
    """
    Failed to get receipt from polyswarmd
    """
    pass



[docs]class UnsupportedHashError(PolyswarmClientException):

    """
    Raised when a hash doesn't match the format of a hash we use
    """


[docs]class ScannerSetupFailedError(PolyswarmClientException):

    """
    Scanner reported an unsuccessful setup
    """


[docs]class FatalError(ClickException):
    def __init__(self, message='', exit_code=0):
        super().__init__(message)
        self.exit_code = exit_code



[docs]class SecurityWarning(Warning):
    """
     Warnings about disabled security features.
     """
    pass





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.log_formatter

import logging
from datetime import datetime
from pythonjsonlogger import jsonlogger


[docs]class ExtraTextFormatter(logging.Formatter):
    """
    Custom formatter that adds extra fields to the message string
    """

[docs]    def format(self, record):
        """
        Takes a LogRecord and sets record.message = record.msg % record.args
        This one does some extra work.
        It searches the record dict for some extra keys we use in the client. (specified as extra= in the logger statement)
        If it finds one, it grabs the dict and adds an extra %s arg to record.msg, and the dict value to the record.args tuple.
        """
        # search for extra keys in the dict.
        extra = record.__dict__.get('extra')
        if extra is not None:
            # Add the extra value to the msg format string and the dict to the tuple
            record.msg += ': %s'
            # add extra dict as a tuple
            record.args = record.args + (extra,)

        return super().format(record)




[docs]class JSONFormatter(jsonlogger.JsonFormatter):
    """
    Class to add custom JSON fields to our logger.
    Presently just adds a timestamp if one isn't present and the log level.
    INFO: https://github.com/madzak/python-json-logger#customizing-fields
    """

[docs]    def add_fields(self, log_record, record, message_dict):
        super(JSONFormatter, self).add_fields(log_record, record, message_dict)
        if not log_record.get('timestamp'):
            # this doesn't use record.created, so it is slightly off
            now = datetime.utcnow().strftime('%Y-%m-%dT%H:%M:%S.%fZ')
            log_record['timestamp'] = now
        if log_record.get('level'):
            log_record['level'] = log_record['level'].upper()
        else:
            log_record['level'] = record.levelname






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.parameters

import aiorwlock


[docs]class Parameters(object):
    """Trivial wrapper around a dict but protected via a RWLock to allow updates"""

    def __init__(self, p):
        self.rwlock = aiorwlock.RWLock()
        self.inner = p

    async def update(self, new):
        async with self.rwlock.writer:
            self.inner.update(new)

    async def get(self, name):
        async with self.rwlock.reader:
            return self.inner.get(name)





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.producer

from polyswarmclient.producer.base import Producer, JOB_RESULTS_FORMAT
from polyswarmclient.producer.job import JobRequest, JobResponse
from polyswarmclient.producer.jobprocessor import JobProcessor, PendingJob


__all__ = [
    'JOB_RESULTS_FORMAT',
    'Producer',
    'JobRequest',
    'JobResponse',
    'JobProcessor',
    'PendingJob'
]




          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.request_rate_limit

import asyncio
import logging


[docs]logger = logging.getLogger(__name__)


[docs]RATE_LIMIT_SLEEP = 2



[docs]class RequestRateLimit:
    def __init__(self, event, lock):
        self.is_limited = False
        self.rate_limit_event = event
        self.lock = lock

    @classmethod
    async def build(cls):
        event = asyncio.Event()
        lock = asyncio.Lock()
        event.set()
        return cls(event, lock)

    async def check(self):
        await self.rate_limit_event.wait()

    async def trigger(self):
        """
        Rate limit new outgoing requests, and debounces to prevent simultaneous triggers
        """
        async with self.lock:
            if self.is_limited:
                return
            self.is_limited = True

        await self.limit()

        async with self.lock:
            self.is_limited = False

    async def limit(self):
        logger.debug('Rate limiting for %s seconds', RATE_LIMIT_SLEEP)
        self.rate_limit_event.clear()
        await asyncio.sleep(RATE_LIMIT_SLEEP)
        self.rate_limit_event.set()





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.utils

import asyncio
import base58
import functools
import logging
import os
import sys
import tempfile
import uuid
import urllib3.util
import warnings

from urllib3.util import Url

from polyswarmclient.exceptions import SecurityWarning

from web3 import Web3
from concurrent.futures import ThreadPoolExecutor

[docs]logger = logging.getLogger(__name__)


[docs]TASK_TIMEOUT = 1.0

[docs]MAX_WAIT = int(os.getenv('WORKER_BACKOFF', '15'))

[docs]MAX_WORKERS = 4


[docs]DEPRECATION_MESSAGE = '''
    polyswarm-client 2.x.x is deprecated.
    However, polyswarm-client 2.x.x will still work with some PolySwarm communities in the near term.

    Action is required to continue using 2.x.x.

    If your build is based off the polyswarm-client:latest docker image, you MUST change to another tag.
    Tag `:2` will include all future fixes for polyswarm-client 2.x.x.
    '''



[docs]def to_bytes(value):
    if isinstance(value, bytes):
        return value
    if isinstance(value, str):
        return bytes(value, 'utf-8')
    if isinstance(value, int):
        return bytes(str(value), 'utf-8')



[docs]def sha3(seed):
    return Web3.keccak(to_bytes(seed))



[docs]def int_to_bytes(i):
    h = hex(i)[2:]
    return bytes.fromhex('0' * (64 - len(h)) + h)



[docs]def int_from_bytes(b):
    return int.from_bytes(b, byteorder='big')



[docs]def bool_list_to_int(bs):
    return sum([1 << n if b else 0 for n, b in enumerate(bs)])



[docs]def int_to_bool_list(i, expected_size):
    # return empty list when 0 and no items expected (Return actual value if > 0)
    if expected_size == 0 and i == 0:
        return []
    s = format(i, 'b')
    bool_list = [x == '1' for x in s[::-1]]
    diff = expected_size - len(bool_list)
    bool_list.extend([False] * diff)
    if diff < 0:
        logger.warning('expected %s bool values when converting %s, found %s in %s', expected_size, i, len(bool_list),
                       bool_list)
    return bool_list



[docs]def guid_as_string(guid):
    return str(uuid.UUID(int=int(guid), version=4))



[docs]def calculate_commitment(account, verdicts, nonce=None):
    if nonce is None:
        nonce = os.urandom(32)
    if isinstance(nonce, int):
        nonce = int_to_bytes(nonce)
    account = int(account, 16)
    commitment = sha3(int_to_bytes(verdicts ^ int_from_bytes(sha3(nonce)) ^ account))
    return int_from_bytes(nonce), int_from_bytes(commitment)



[docs]def configure_event_loop():
    # Default event loop does not support pipes on Windows
    if sys.platform == 'win32':
        loop = asyncio.ProactorEventLoop()
    else:
        loop = asyncio.SelectorEventLoop()

    # Default executor spawns way too many threads, set this to a reasonable default
    loop.set_default_executor(ThreadPoolExecutor(max_workers=MAX_WORKERS))
    asyncio.set_event_loop(loop)



[docs]def asyncio_join():
    """Gather all remaining tasks, assumes loop is not running"""
    loop = asyncio.get_event_loop()
    pending = asyncio.Task.all_tasks(loop)

    loop.run_until_complete(asyncio.wait(pending, loop=loop, timeout=TASK_TIMEOUT))



[docs]def asyncio_stop():
    """Stop the main event loop"""
    loop = asyncio.get_event_loop()
    pending = asyncio.Task.all_tasks(loop)

    for task in pending:
        task.cancel()



[docs]def check_response(response):
    """Check the status of responses from polyswarmd

    Args:
        response: Response dict parsed from JSON from polyswarmd
    Returns:
        (bool): True if successful else False
    """
    status = response.get('status')
    ret = status and status == 'OK'
    if not ret:
        logger.info('Received unexpected failure response from polyswarmd', extra={'extra': response})
    return ret



def is_valid_uri(uri):
    """
    Ensure that a given uri is valid among any of the support hash types
    :param uri: uri to validate
    :return: is this valid
    """
    return is_valid_ipfs_uri(uri) or is_valid_sha256(uri)


[docs]def is_valid_sha256(uri):
    """Ensure that a given uri is a valid sha256 hash by checking length, and converting to an int

        Args:
            uri (str): uri to validate

        Returns:
            bool: is this valid
        """
    try:
        return len(uri) == 64 and int(uri, 16)
    except ValueError:
        # not a sha256 uri
        pass
    except Exception as err:
        logger.exception('Unexpected error: %s', err)
    return False



[docs]def is_valid_ipfs_uri(ipfs_uri):
    """Ensure that a given ipfs_uri is valid by checking length and base58 encoding.

    Args:
        ipfs_uri (str): ipfs_uri to validate

    Returns:
        bool: is this valid?
    """
    # TODO: Further multihash validation
    try:
        return len(ipfs_uri) < 100 and base58.b58decode(ipfs_uri)
    except ValueError:
        # not an ipfs URI
        pass
    except (TypeError, ValueError):
        logger.error('Invalid IPFS URI: %s', ipfs_uri)
    except Exception as err:
        logger.exception('Unexpected error: %s', err)
    return False



[docs]class AsyncArtifactTempfile:
    """asynchronous ctxmgr for temporary artifacts

    Notes::

    The following underlying file's methods are awaited:

        flush, peek, read, seek, write

    You can use the object like an ordinary context manager
    or supply the binary blob to be written as the first argument

        >>> blob = b'hello world'
        >>> async with AsyncArtifactTempfile(blob) as f:
        >>>     with open(f.name, 'rb') as of:
        >>>         of.read()
        b'hello world'
        >>> async with AsyncArtifactTempfile() as f:
        >>>     await f.write(blob)
        >>>     await f.read()
        b'hello world'


    The underlying file is always deleted after ctxmgr exits
    """
    def __init__(self, blob: 'bytes' = None, filename: 'str' = None, mode: 'str' = 'w+b'):
        if not filename:
            filename = os.path.join(tempfile.gettempdir(), f'artifact-{uuid.uuid4()}')
        self.name = filename

        flags = (
            os.O_RDWR | # open fd for both reading and writing
            os.O_CREAT | # create if doesn't already exist
            getattr(os, 'O_BINARY', 0) | # WinNT requires this for binary files
            getattr(os, 'O_SEQUENTIAL', 0) # optimize for (but don't require) sequential access
        )

        fd = os.open(self.name, flags, 0o666)
        try:
            self.file = open(fd, mode, buffering=0, closefd=True)
        except:  # noqa
            os.close(fd)

        self.closed = False
        self.blob = blob
        self._loop = asyncio.get_event_loop()

    async def run_in_loop(self, func, *args):
        return await self._loop.run_in_executor(None, func, *args)

    async def close(self):
        if not self.closed:
            try:
                await self.run_in_loop(self.file.close)
            finally:
                self.closed = True
                os.unlink(self.name)

[docs]    def __del__(self):
        if not self.closed:
            self.file.close()


[docs]    def __getattr__(self, name):
        a = getattr(self.__dict__['file'], name)
        if callable(a) and name in {'flush', 'peek', 'read', 'seek', 'write', 'truncate'}:
            a = functools.partial(self.run_in_loop, a)
        if not isinstance(a, int):
            setattr(self, name, a)
        return a


    async def __aenter__(self):
        await self.run_in_loop(self.file.__enter__)
        if self.blob is not None:
            await self.truncate()
            written = await self.write(self.blob)
            logger.info('wrote %d bytes to %s', written, self.name)
            await self.seek(0)
            self.blob = None
        return self

    # trap __aexit__ to ensure the file gets deleted when used in `async with`
    async def __aexit__(self, exc, value, tb):
        result = await self.run_in_loop(self.file.__exit__, exc, value, tb)
        await self.close()
        return result



[docs]def return_on_exception(exceptions=(Exception, ), default=None):
    def outer_wrapper(func):
        if not asyncio.iscoroutinefunction(func):
            raise ValueError('return_on_exception decorator can only be used on coroutines')

        @functools.wraps(func)
        async def wrapper(*args, **kwargs):
            try:
                return await func(*args, **kwargs)
            except exceptions:
                return default

        return wrapper
    return outer_wrapper



[docs]def finalize_polyswarmd_addr(polyswarmd_addr, api_key, allow_key_over_http, insecure_transport):
    parsed = fill_scheme(polyswarmd_addr, insecure_transport)
    # Validate that api keys are sent via https, unless allow_key_over_http is set
    if api_key and parsed.scheme == 'http':
        if allow_key_over_http:
            warnings.warn('Using api-keys over HTTP may expose your API key to third parties', SecurityWarning)
        else:
            raise ValueError('Refusing to send API key over http')

    return parsed.url



[docs]def fill_scheme(polyswarmd_addr, insecure_transport):
    parsed = urllib3.util.parse_url(polyswarmd_addr)

    # Add scheme if missing
    if not parsed.scheme == 'http' and not parsed.scheme == 'https':
        if insecure_transport:
            addr = f'http://{polyswarmd_addr}'
            parsed = urllib3.util.parse_url(addr)
        else:
            addr = f'https://{polyswarmd_addr}'
            parsed = urllib3.util.parse_url(addr)

    return parsed





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.balanceclient

import logging
import os

import backoff

from polyswarmclient.exceptions import LowBalanceError

[docs]logger = logging.getLogger(__name__)  # Initialize logger

[docs]MAX_TRIES = int(os.environ.get('MAX_TRIES', 3))



[docs]class BalanceClient(object):
    def __init__(self, client):
        self.__client = client

    @backoff.on_exception(backoff.expo, LowBalanceError, max_tries=MAX_TRIES)
    async def raise_for_low_balance(self, request_nct, chain):
        balance = await self.get_nct_balance(chain)
        # If we don't have the balance, don't submit. Wait and try a few times, then skip
        if balance < request_nct:
            logger.critical('Insufficient balance to send transaction on %s. Have %s NCT. Need %s NCT.', chain, balance,
                            request_nct)
            raise LowBalanceError

    async def get_nct_balance(self, chain, api_key=None):
        """Get nectar balance from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing nectar balance
        """
        path = '/balances/{0}/nct'.format(self.__client.account)
        success, balance = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.warning('Unable to get nectar balance for %s', self.__client.account)
            return 0

        return int(balance)

    async def get_eth_balance(self, chain, api_key=None):
        """Get eth balance from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing eth balance
        """
        path = '/balances/{0}/eth'.format(self.__client.account)
        success, balance = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.warning('Unable to get eth balance for %s', self.__client.account)
            return 0

        return int(balance)





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.bloom

# Based on eth-bloom (https://github.com/ethereum/eth-bloom, used under MIT
# license) with modifications
import logging
import numbers
import operator
from web3 import Web3

[docs]FILTER_BITS = 8 * 256

if FILTER_BITS > (1 << 16):
    raise ValueError('Filter bits must be less than 65536')

[docs]HASH_FUNCS = 8



[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class BloomFilter(numbers.Number):
    # TODO: Unit tests for BloomFilter?
[docs]    value = None


    def __init__(self, value=0):
        self.value = value

[docs]    def __int__(self):
        return self.value


[docs]    def add(self, value):
        """
        Add a single byte value to the Bloom filter.

        Args:
            value (bytes): Byte encoded value to add to Bloom filter.
        """
        if not isinstance(value, bytes):
            raise TypeError('Value must be of type `bytes`')
        for bloom_bits in self.get_bloom_bits(value):
            self.value |= bloom_bits


[docs]    def extend(self, iterable):
        """
        Add an iterable of byte values to the bloom filter.

        Args:
            iterable (Iterable[bytes]): Iterable of byte values.
        """
        for value in iterable:
            self.add(value)


    @classmethod
[docs]    def from_iterable(cls, iterable):
        """
        Instantiate a bloom filter from a given iterable.

        Args:
            iterable (Iterable[bytes]): Iterable of byte values.
        Returns:
            BloomFilter: Instantiated BloomFilter.
        """
        bloom = cls()
        bloom.extend(iterable)
        return bloom


[docs]    def __contains__(self, value):
        if not isinstance(value, bytes):
            raise TypeError('Value must be of type `bytes`')
        return all(
            self.value & bloom_bits
            for bloom_bits
            in self.get_bloom_bits(value)

        )

[docs]    def __index__(self):
        return operator.index(self.value)


[docs]    def _combine(self, other):
        if not isinstance(other, (int, BloomFilter)):
            raise TypeError(
                'The `or` operator is only supported for other `BloomFilter` instances'
            )
        return BloomFilter(int(self) | int(other))


[docs]    def __or__(self, other):
        return self._combine(other)


[docs]    def __add__(self, other):
        return self._combine(other)


[docs]    def _icombine(self, other):
        if not isinstance(other, (int, BloomFilter)):
            raise TypeError(
                'The `or` operator is only supported for other `BloomFilter` instances'
            )
        self.value |= int(other)
        return self


[docs]    def __ior__(self, other):
        return self._icombine(other)


[docs]    def __iadd__(self, other):
        return self._icombine(other)


    @staticmethod
[docs]    def get_bloom_bits(value):
        """
        Bloom filter helper function. Get the Bloom bits of a
        given value.

        Args:
            value (bytes): Value to be encoded into the Bloom filter.
        """
        # Could decode the ipfs_hash and use it as is, but instead hash the
        # multihash representation to side-step different hash formats going
        # forward. Should rexamine this decision
        value_hash = Web3.keccak(value)
        for chunk in BloomFilter.get_chunks_for_bloom(value_hash):
            bloom_bits = BloomFilter.chunk_to_bloom_bits(chunk)
            yield bloom_bits


    @staticmethod
[docs]    def get_chunks_for_bloom(value_hash):
        """
        Bloom filter helper function. Turn a value hash into
        a series of chunks.

        Args:
            value_hash (bytes): Hash of to be encoded into the Bloom filter.
        Yields:
            chunk (bytes): Chunks of the value hash.
        """
        if HASH_FUNCS * 2 > len(value_hash):
            raise ValueError("Input is too long ")

        for i in range(0, HASH_FUNCS):
            yield value_hash[2 * i:2 * (i + 1)]


    @staticmethod
[docs]    def chunk_to_bloom_bits(chunk):
        """
        Bloom filter helper function. Turn a chunk into a series of
        actual bytes.

        Args:
            chunk (bytes): Byte encoded chunk.
        """
        high, low = bytearray(chunk)
        return 1 << ((low + (high << 8)) & (FILTER_BITS - 1))






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.offersclient

import logging

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class OffersClient(object):
    """
    OffersClient to handle offers. Presently stores a given client and parameters.
    """

    def __init__(self, client):
        self.__client = client
        self.parameters = {}





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.relayclient

import logging

from polyswarmclient.ethereum.verifiers import NctTransferVerifier
from polyswarmclient.ethereum.transaction import EthereumTransaction

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class RelayDepositTransaction(EthereumTransaction):
    def __init__(self, client, amount):
        self.amount = amount
        transfer = NctTransferVerifier(amount)
        super().__init__(client, [transfer])

[docs]    def get_path(self):
        return '/relay/deposit'


[docs]    def get_body(self):
        return {
            'amount': str(self.amount),

        }

[docs]    def has_required_event(self, transaction_events):
        transfers = transaction_events.get('transfers', [])
        for transfer in transfers:
            value = int(transfer.get('value', 0))
            if value == self.amount:
                return True

        return False




[docs]class RelayWithdrawTransaction(EthereumTransaction):
    def __init__(self, client, amount):
        self.amount = amount
        transfer = NctTransferVerifier(amount)
        super().__init__(client, [transfer])

[docs]    def get_path(self):
        return '/relay/withdrawal'


[docs]    def get_body(self):
        return {
            'amount': str(self.amount),

        }

[docs]    def has_required_event(self, transaction_events):
        transfers = transaction_events.get('transfers', [])
        for transfer in transfers:
            value = int(transfer.get('value', 0))
            if value == self.amount:
                return True

        return False




[docs]class RelayClient(object):
    def __init__(self, client):
        self.__client = client

    async def post_deposit(self, amount, api_key=None):
        """Post a deposit to the relay contract

        Args:
            amount (int): The amount to deposit to the sidechain
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        transaction = RelayDepositTransaction(self.__client, amount)
        success, results = await transaction.send('home', api_key=api_key)
        if not success or 'transfers' not in results:
            logger.error('Expected deposit to relay', extra={'extra': results})

        return results.get('transfers', [])

    async def post_withdraw(self, amount, api_key=None):
        """Post a withdrawal to the relay contract

        Args:
            amount (int): The amount to withdraw from the sidechain
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        transaction = RelayWithdrawTransaction(self.__client, amount)
        success, results = await transaction.send('side', api_key=api_key)
        if not success or 'transfers' not in results:
            logger.error('Expected withdrawal from relay', extra={'extra': results})
            return {}

        return results.get('transfers', [])





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.stakingclient

import logging

from polyswarmclient.parameters import Parameters
from polyswarmclient.ethereum.verifiers import StakingDepositVerifier, StakingWithdrawVerifier, \
    NctApproveVerifier
from polyswarmclient.ethereum.transaction import EthereumTransaction

[docs]logger = logging.getLogger(__name__)



[docs]class StakeDepositTransaction(EthereumTransaction):
    def __init__(self, client, amount):
        self.amount = amount
        approve = NctApproveVerifier(amount)
        deposit = StakingDepositVerifier(amount)
        super().__init__(client, [approve, deposit])

[docs]    def get_path(self):
        return '/staking/deposit'


[docs]    def get_body(self):
        return {
            'amount': str(self.amount),

        }

[docs]    def has_required_event(self, transaction_events):
        deposits = transaction_events.get('deposits', [])
        for deposit in deposits:
            if deposit.get('value', '') == self.amount:
                return True

        return False




[docs]class StakeWithdrawTransaction(EthereumTransaction):
    def __init__(self, client, amount):
        self.amount = amount
        withdraw = StakingWithdrawVerifier(amount)
        super().__init__(client, [withdraw])

[docs]    def get_path(self):
        return '/staking/withdraw'


[docs]    def get_body(self):
        return {
            'amount': str(self.amount),

        }

[docs]    def has_required_event(self, transaction_events):
        withdrawals = transaction_events.get('withdrawals', [])
        for withdrawal in withdrawals:
            if withdrawal.get('value', '') == self.amount:
                return True

        return False




[docs]class StakingClient(object):
    def __init__(self, client):
        self.__client = client
        self.parameters = {}

    async def fetch_parameters(self, chain, api_key=None):
        """Get staking parameters from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing staking parameters
        """
        success, result = await self.__client.make_request('GET', '/staking/parameters', chain, api_key=api_key)
        if not success:
            raise Exception('Error retrieving staking parameters')

        self.parameters[chain] = Parameters(result)

    async def get_total_balance(self, chain, api_key=None):
        """Get total staking balance from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing staking balance
        """
        path = '/balances/{0}/staking/total'.format(self.__client.account)
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        return int(result)

    async def get_withdrawable_balance(self, chain, api_key=None):
        """Get withdrawable staking balance from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing staking balance
        """
        path = '/balances/{0}/staking/withdrawable'.format(self.__client.account)
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        return int(result)

    async def post_deposit(self, amount, chain, api_key=None):
        """Post a deposit to the staking contract

        Args:
            amount (int): The amount to stake
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        transaction = StakeDepositTransaction(self.__client, amount)
        success, results = await transaction.send(chain, api_key=api_key)
        if not success or 'deposits' not in results:
            logger.error('Expected deposit, received', extra={'extra': results})

        return results.get('deposits', [])

    async def post_withdraw(self, amount, chain, api_key=None):
        """Post a withdrawal to the staking contract

        Args:
            amount (int): The amount to withdraw
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        transaction = StakeWithdrawTransaction(self.__client, amount)
        success, results = await transaction.send(chain, api_key=api_key)
        if not success or 'withdrawals' not in results:
            logger.error('Expected withdrawal, received', extra={'extra': results})

        return results.get('withdrawals', [])





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.transaction

from .base import EthereumTransaction
from .noncemanager import NonceManager




          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.verifiers

import logging
from abc import ABCMeta, abstractmethod

from eth_abi import decode_abi
from eth_abi.exceptions import InsufficientDataBytes
from hexbytes import HexBytes
from polyswarmartifact import ArtifactType

from polyswarmclient.utils import int_to_bool_list, guid_as_string, sha3

[docs]logger = logging.getLogger(__name__)


[docs]UNKNOWN_PARAMETER = 'XXX'



[docs]class DecodedTransaction:
    """This is a decoded representation of the transaction object returned by polyswarmd."""

    def __init__(self, to, value, data, abi, signature, parameters):
        self.to = to
        self.value = value
        self.data = data
        self.abi = abi
        self.signature = signature
        self.parameters = parameters

    @classmethod
[docs]    def from_transaction(cls, transaction, abi):
        """Parse a transaction from data returned from polyswarmd.

        Args:
            transaction (dict): Transaction to be simplified
            abi (str, list[str]): ABI of the expected function call
        Returns:
            DecodedTransaction: If valid, returns a SimplifiedTransaction
        Raises:
            ValueError: If invalid transaction is provided
        """
        transaction_data = transaction.get('data')
        if transaction_data is None:
            raise ValueError('No data field in this transaction')

        transaction_to = transaction.get('to')
        if transaction_to is None:
            raise ValueError('No recipient field in this transaction')

        value = transaction.get('value')
        if value is None:
            raise ValueError('No value field in this transaction')

        to = transaction_to.lower()

        byte_data = bytes(HexBytes(transaction_data))
        sig = byte_data[:4]
        data = bytes(HexBytes(byte_data[4:]))

        method, args = abi
        expected_sig = sha3('{}({})'.format(method, ','.join(args)))[:4]
        if sig != expected_sig:
            raise ValueError(
                'Method signature did not match expected, got {} expected {} ({})'.format(sig, expected_sig, method))

        try:
            parameters = decode_abi(args, data)
        except InsufficientDataBytes:
            raise ValueError(
                'Transaction data did not match expected ABI (expected {}({}))'.format(method, ','.join(args)))

        return cls(to, value, data, abi, sig, parameters)


[docs]    def __repr__(self):
        method, args = self.abi

        # Display readable guids
        parameters = [guid_as_string(p) if t == 'uint128' else p for p, t in zip(self.parameters, args)]
        return '{}({})'.format(method, ', '.join(['{}:{}'.format(v, t) for v, t in zip(parameters, args)]))




[docs]class AbstractTransactionVerifier(metaclass=ABCMeta):
    """Verifier is used to verify the details of a single transaction."""
[docs]    ABI = ('', [])


    def __init__(self, parameters):
        self.parameters = parameters

    @abstractmethod
[docs]    def verify(self, transaction):
        """Called when a list of transactions were returned from polyswarmd.
        This function will verify the transactions, and determines if the transactions are expected.

        Args:
            transaction: Transaction representation returned from polyswarmd
        Returns:
            True if valid and expected
        """
        raise NotImplementedError('Verify is not implemented')


[docs]    def __repr__(self):
        method, args = self.ABI
        return '{}({})'.format(method, ', '.join(['{}:{}'.format(v, t) for v, t in zip(self.parameters, args)]))




[docs]class NctApproveVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('approve', ['address', 'uint256'])


    def __init__(self, amount):
        super().__init__((UNKNOWN_PARAMETER, amount))
        self.amount = amount

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        account, amount = decoded.parameters

        return decoded.value == 0 and amount == self.amount




[docs]class NctTransferVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('transfer', ['address', 'uint256'])


    def __init__(self, amount):
        super().__init__((UNKNOWN_PARAMETER, amount))
        self.amount = amount

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        account, amount = decoded.parameters

        return decoded.value == 0 and amount == self.amount




[docs]class PostBountyVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('postBounty', ['uint128', 'uint256', 'uint256', 'string', 'uint256', 'uint256', 'uint256[8]', 'string'])


    def __init__(self, artifact_type, amount, artifact_uri, num_artifacts, duration, bloom, metadata):
        super().__init__((UNKNOWN_PARAMETER, amount, artifact_uri, num_artifacts, duration, bloom, metadata))

        self.artifact_type = ArtifactType.from_string(artifact_type)
        self.amount = amount
        self.artifact_uri = artifact_uri
        self.num_artifacts = num_artifacts
        self.duration = duration
        self.bloom = bloom
        self.metadata = metadata

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        guid, artifact_type, amount, artifact_uri, num_artifacts, duration, bloom, metadata = decoded.parameters

        bloom_value = 0
        for b in bloom:
            bloom_value = bloom_value << 256 | int(b)

        artifact_type = ArtifactType(int(artifact_type))

        return decoded.value == 0 and \
            artifact_type == self.artifact_type and \
            artifact_uri == self.artifact_uri and \
            num_artifacts == self.num_artifacts and \
            duration == self.duration and \
            bloom_value == self.bloom and \
            amount == self.amount and \
            metadata == self.metadata




[docs]class PostAssertionVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('postAssertion', ['uint128', 'uint256[]', 'uint256', 'uint256'])


    def __init__(self, bounty_guid, bid, mask, commitment):
        super().__init__((bounty_guid, bid, mask, commitment))

        self.bounty_guid = bounty_guid
        self.bid = bid
        self.mask = mask
        self.commitment = commitment

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        bounty_guid, bid, mask, commitment = decoded.parameters

        return decoded.value == 0 and \
            guid_as_string(bounty_guid) == self.bounty_guid and \
            all((contract_bid == given_bid for contract_bid, given_bid in zip(bid, self.bid))) and \
            commitment == self.commitment and \
            int_to_bool_list(mask, len(self.mask)) == self.mask




[docs]class RevealAssertionVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('revealAssertion', ['uint128', 'uint256', 'uint256', 'uint256', 'string'])


    def __init__(self, bounty_guid, index, nonce, verdicts, metadata):
        super().__init__((bounty_guid, index, nonce, verdicts, metadata))

        self.bounty_guid = bounty_guid
        self.index = index
        self.nonce = nonce
        self.verdicts = verdicts
        self.metadata = metadata

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        bounty_guid, index, nonce, verdicts, metadata = decoded.parameters

        # If there is a 1 anywhere beyond the length of items we expect, fail it
        if verdicts >> len(self.verdicts) > 0:
            return False

        return decoded.value == 0 and \
            guid_as_string(bounty_guid) == self.bounty_guid and \
            index == self.index and \
            nonce == self.nonce and \
            int_to_bool_list(verdicts, len(self.verdicts)) == self.verdicts and \
            metadata == self.metadata




[docs]class PostVoteVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('voteOnBounty', ['uint128', 'uint256', 'bool'])


    def __init__(self, bounty_guid, votes, valid_bloom):
        super().__init__((bounty_guid, votes, valid_bloom))

        self.bounty_guid = bounty_guid
        self.votes = votes
        self.valid_bloom = valid_bloom

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        bounty_guid, votes, valid_bloom = decoded.parameters

        return decoded.value == 0 and \
            guid_as_string(bounty_guid) == self.bounty_guid and \
            int_to_bool_list(votes, len(self.votes)) == self.votes and \
            valid_bloom == self.valid_bloom




[docs]class SettleBountyVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('settleBounty', ['uint128'])


    def __init__(self, bounty_guid):
        super().__init__((bounty_guid,))
        self.bounty_guid = bounty_guid

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        bounty_guid, = decoded.parameters

        return decoded.value == 0 and \
            guid_as_string(bounty_guid) == self.bounty_guid




[docs]class StakingDepositVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('deposit', ['uint256'])


    def __init__(self, amount):
        super().__init__((amount,))
        self.amount = amount

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        amount, = decoded.parameters

        return decoded.value == 0 and \
            amount == self.amount




[docs]class StakingWithdrawVerifier(AbstractTransactionVerifier):
[docs]    ABI = ('withdraw', ['uint256'])


    def __init__(self, amount):
        super().__init__((amount,))
        self.amount = amount

[docs]    def verify(self, transaction):
        try:
            decoded = DecodedTransaction.from_transaction(transaction, self.ABI)
        except ValueError as e:
            logger.error('Transaction verification failed: %s', str(e))
            return False

        logger.debug('Expected: %s, Actual: %s', self, decoded)
        amount, = decoded.parameters

        return decoded.value == 0 and \
            amount == self.amount






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.bountiesclient.base

import asyncio
import json
import logging
import warnings

import aiohttp
from polyswarmartifact import ArtifactType

from polyswarmclient.ethereum import bloom
from polyswarmclient.ethereum.bountiesclient.transaction import SettleBountyTransaction, PostVoteTransaction, \
    RevealAssertionTransaction, PostAssertionTransaction, PostBountyTransaction
from polyswarmclient.parameters import Parameters
from polyswarmclient.utils import bool_list_to_int, calculate_commitment

[docs]logger = logging.getLogger(__name__)



[docs]class BountiesClient(object):
    def __init__(self, client):
        self.__client = client
        self.parameters = {}

    async def fetch_parameters(self, chain, api_key=None):
        """Get bounty parameters from polyswarmd.

        Args:
            chain (str): Which chain to operate on.
            api_key (str): Override default API key
        Note:
            This function doesn't return anything. It instead stores the bounty parameters
            as parsed JSON in self.parameters[chain].
        """
        success, result = await self.__client.make_request('GET', '/bounties/parameters', chain, api_key=api_key)
        if not success:
            raise Exception('Error retrieving bounty parameters')

        self.parameters[chain] = Parameters(result)

    async def calculate_bloom(self, ipfs_uri, api_key=None):
        """Calculate bloom filter for a set of artifacts.

        Args:
            ipfs_uri (str): IPFS URI for the artifact set
            api_key (str): Override default API key
        Returns:
            Bloom filter value for the artifact set
        """
        artifacts = await self.__client.list_artifacts(ipfs_uri, api_key=api_key)
        bf = bloom.BloomFilter()
        for _, h in artifacts:
            bf.add(h.encode('utf-8'))

        return int(bf)

    async def get_bloom(self, bounty_guid, chain, api_key=None):
        """
        Get bloom from polyswamrd

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the vote from
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        path = '/bounties/{0}/bloom'.format(bounty_guid)
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected bloom, received', extra={'extra': result})
            return None
        return result.get('bloom')

    async def get_bounty(self, guid, chain, api_key=None):
        """Get a bounty from polyswarmd.

        Args:
            guid (str): GUID of the bounty to retrieve
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing bounty details
        """
        path = '/bounties/{0}'.format(guid)
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected bounty, received', extra={'extra': result})
            return None

        return result

    async def get_bounty_guids(self, page, count, chain, api_key=None):
        """Get the list of bounties at the given page

        Args:
            page (int): Page to read
            count (int): Size of the pages
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing list of bounty guids
         """
        path = '/bounties'
        params = {'page': page, 'count': count}
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key, params=params)
        if not success:
            logger.error('Expected list, received', extra={'extra': result})
            return None

        return result

    async def get_all_bounty_guids(self, count, chain, api_key=None):
        """Generator that gets all the bounty guids a page at a time

        Args:
            count (int): Size of the pages
            chain (str): Which chain to operate on
            api_key (str): Override default API key

        Returns:
            Generator of lists of bounty guids
        """
        page = 0
        guids = await self.get_bounty_guids(page, count, chain, api_key)
        while guids:
            yield guids
            page += 1
            guids = await self.get_bounty_guids(page, count, chain, api_key)

    async def post_bounty(self, artifact_type, amount, artifact_uri, duration, chain, api_key=None, metadata=None):
        """Post a bounty to polyswarmd.

        Args:
            artifact_type (ArtifactType): The artifact type in this bounty
            amount (int): The amount to put up as a bounty
            artifact_uri (str): URI of artifacts
            duration (int): Number of blocks to accept new assertions
            chain (str): Which chain to operate on
            api_key (str): Override default API key
            metadata (Optional[str]): Optional metadata
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        bounty_fee = await self.parameters[chain].get('bounty_fee')
        bloom = await self.calculate_bloom(artifact_uri)
        num_artifacts = await self.__client.get_artifact_count(artifact_uri)
        transaction = PostBountyTransaction(self.__client, ArtifactType.to_string(artifact_type), amount, bounty_fee,
                                            artifact_uri, num_artifacts, duration, bloom, metadata)
        success, result = await transaction.send(chain, api_key=api_key)

        if not success or 'bounties' not in result:
            logger.error('Expected bounty, received', extra={'extra': result})

        return result.get('bounties', [])

    async def get_assertion(self, bounty_guid, index, chain, api_key=None):
        """Get an assertion from polyswarmd.

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the assertion from
            index (int): Index of the assertion
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing assertion details
        """
        path = '/bounties/{0}/assertions/{1}'.format(bounty_guid, index)
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected assertion, received', extra={'extra': result})
            return None

        return result

    async def get_assertions(self, bounty_guid, chain, api_key=None):
        """Get an assertion from polyswarmd.

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the assertion from
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing assertion details
        """
        path = '/bounties/{0}/assertions'.format(bounty_guid)
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected assertion, received', extra={'extra': result})
            return None

        return result

    async def post_assertion(self, bounty_guid, bid, mask, verdicts, chain, api_key=None, metadata=None):
        """Post an assertion to polyswarmd.

        Args:
            bounty_guid (str): The bounty to assert on
            bid (int): The amount to bid
            mask (List[bool]): Which artifacts in the bounty to assert on
            verdicts (List[bool]): Verdict (malicious/benign) for each of the artifacts in the bounty
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        fee = await self.parameters[chain].get('assertion_fee')
        nonce, commitment = calculate_commitment(self.__client.account, bool_list_to_int(verdicts))

        transaction = PostAssertionTransaction(self.__client, bounty_guid, bid, fee, mask, commitment)
        success, result = await transaction.send(chain, api_key=api_key)
        if not success or 'assertions' not in result:
            logger.error('Expected assertions, received', extra={'extra': result})

        return nonce, result.get('assertions', [])

    async def post_reveal(self, bounty_guid, index, nonce, verdicts, metadata, chain, api_key=None):
        """Post an assertion reveal to polyswarmd.

        Args:
            bounty_guid (str): The bounty which we have asserted on
            index (int): The index of the assertion to reveal
            nonce (str): Secret nonce used to reveal assertion
            verdicts (List[bool]): Verdict (malicious/benign) for each of the artifacts in the bounty
            metadata (str): Metadata about the scan
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        try:
            metadata = await self.post_metadata(metadata, chain, api_key)
        except (json.JSONDecodeError, aiohttp.client.ClientResponseError):
            warnings.warn('Posting non-json, or non-confirming json is deprecated', DeprecationWarning)
            pass

        transaction = RevealAssertionTransaction(self.__client, bounty_guid, index, nonce, verdicts, metadata)

        success, result = await transaction.send(chain, api_key=api_key)
        if not success or 'reveals' not in result:
            logger.error('Expected reveal, received', extra={'extra': result})

        return result.get('reveals', [])

    async def post_metadata(self, metadata, chain, api_key=None):
        """Posts metadata to IPFS

        Args:
            metadata (str): metadata json that conforms to Schema in polyswarm-artifact
            chain (str): Which chain to operate on
            api_key (str): Override default API key

        Returns: ipfs_hash or None

        """
        if isinstance(metadata, str):
            metadata = json.loads(metadata)

        success, ipfs_hash = await self.__client.make_request('POST', '/bounties/metadata', chain,
                                                              json=metadata,
                                                              api_key=api_key)
        return ipfs_hash if success else None

    async def get_vote(self, bounty_guid, index, chain, api_key=None):
        """
        Get a vote from polyswamrd

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the vote from
            index (int): Index of the vote
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        path = '/bounties/{0}/votes/{1}'.format(bounty_guid, index)
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected vote, received', extra={'extra': result})
            return None

        return result

    async def get_votes(self, bounty_guid, chain, api_key=None):
        """
        Get a vote from polyswamrd

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the vote from
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        path = '/bounties/{0}/votes'.format(bounty_guid)
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected vote, received', extra={'extra': result})
            return None

        return result

    async def post_vote(self, bounty_guid, votes, valid_bloom, chain, api_key=None):
        """Post a vote to polyswarmd.

        Args:
            bounty_guid (str): The bounty which we are voting on
            votes (List[bool]): Vote (malicious/benign) for each of the artifacts in the bounty
            valid_bloom (bool): Is the bloom filter reported by the bounty poster valid
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        transaction = PostVoteTransaction(self.__client, bounty_guid, votes, valid_bloom)
        success, result = await transaction.send(chain, api_key=api_key)
        if not success or 'votes' not in result:
            logger.error('Expected vote, received', extra={'extra': result})

        return result.get('votes', [])

    async def did_participate(self, bounty_guid, chain, api_key=None):
        """Check to see if this client participated in a bounty

        Args:
            bounty_guid (str): The bounty being checked
            chain (str): Which chain to operate on
            api_key (str): Override default API key

        Returns:
            True if this account participated

        """
        account = self.__client.account
        bounty = await self.get_bounty(bounty_guid, chain, api_key)
        if not bounty:
            return False

        if bounty.get('author', None) == account:
            return True

        for assertion in await self.get_assertions(bounty_guid, chain, api_key):
            if assertion.get('author', None) == account:
                return True

        for vote in await self.get_votes(bounty_guid, chain, api_key):
            if vote.get('voter', None) == account:
                return True

        return False

    async def settle_bounty(self, bounty_guid, chain, api_key=None):
        """Settle a bounty via polyswarmd

        Args:
            bounty_guid (str): The bounty which we are settling
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        if not await self.did_participate(bounty_guid, chain, api_key):
            logger.debug('Will not settle %s because %s did not participate', bounty_guid, self.__client.account)
            return []

        transaction = SettleBountyTransaction(self.__client, bounty_guid)
        success, result = await transaction.send(chain, api_key=api_key)
        if not success or 'transfers' not in result:
            logger.warning('No transfer event, received', extra={'extra': result})

        return result.get('transfers', [])

    async def settle_all_bounties(self, chain, api_key=None):
        """Settles all bounties on a contract via polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        transfers = 0
        # Fetch bounties from polyd, 75 at a time.
        async for page in self.get_all_bounty_guids(count=75, chain=chain):
            # Settle out each page
            logger.debug('Settling %s', page)
            found = await asyncio.gather(*[self.settle_bounty(guid, chain, api_key) for guid in page])
            for transfer_list in found:
                transfers += sum([int(transfer) for transfer in transfer_list])

        logger.info('Recovered %s NCT by settling all bounties', transfers)





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.bountiesclient.transaction

from polyswarmclient.ethereum.verifiers import NctApproveVerifier, \
    PostBountyVerifier, PostAssertionVerifier, RevealAssertionVerifier, \
    PostVoteVerifier, SettleBountyVerifier
from polyswarmclient.ethereum.transaction import EthereumTransaction


[docs]class PostBountyTransaction(EthereumTransaction):
    def __init__(self, client, artifact_type, amount, bounty_fee, artifact_uri, num_artifacts, duration, bloom_,
                 metadata):
        self.amount = amount
        self.artifact_type = artifact_type
        self.artifact_uri = artifact_uri
        self.duration = duration
        if metadata is not None:
            self.metadata = metadata
        else:
            self.metadata = ''

        approve = NctApproveVerifier(amount + bounty_fee)
        bounty = PostBountyVerifier(artifact_type, amount, artifact_uri, num_artifacts, duration, bloom_, self.metadata)

        super().__init__(client, [approve, bounty])

[docs]    def get_path(self):
        return '/bounties'


[docs]    def get_body(self):
        body = {
            'amount': str(self.amount),
            'artifact_type': self. artifact_type,
            'uri': self.artifact_uri,
            'duration': self.duration
        }
        if self.metadata:
            body['metadata'] = self.metadata

        return body


[docs]    def has_required_event(self, transaction_events):
        bounties = transaction_events.get('bounties', [])
        for bounty in bounties:
            if (bounty.get('amount', '') == str(self.amount) and
                    bounty.get('uri', '') == self.artifact_uri):
                return True

        return False




[docs]class PostAssertionTransaction(EthereumTransaction):
    def __init__(self, client, bounty_guid, bid, assertion_fee, mask, commitment):
        self.bounty_guid = bounty_guid
        self.bid = bid
        self.assertion_fee = assertion_fee
        self.mask = mask
        self.commitment = commitment

        approve = NctApproveVerifier(sum(bid) + assertion_fee)
        assertion = PostAssertionVerifier(bounty_guid, bid, mask, commitment)

        super().__init__(client, [approve, assertion])

[docs]    def get_body(self):
        return {
            'bid': [str(b) for b in self.bid],
            'mask': self.mask,
            'commitment': str(self.commitment),

        }

[docs]    def get_path(self):
        return '/bounties/{0}/assertions'.format(self.bounty_guid)


[docs]    def has_required_event(self, transaction_events):
        assertions = transaction_events.get('assertions', [])
        for assertion in assertions:
            if (assertion.get('bid', []) == [str(b) for b in self.bid] and
                    assertion.get('mask', []) == self.mask and
                    assertion.get('commitment', '') == str(self.commitment) and
                    assertion.get('bounty_guid', '') == self.bounty_guid):
                return True

        return False




[docs]class RevealAssertionTransaction(EthereumTransaction):
    def __init__(self, client, bounty_guid, index, nonce, verdicts, metadata):
        self.verdicts = verdicts
        self.metadata = metadata
        self.nonce = nonce
        self.guid = bounty_guid
        self.index = index
        reveal = RevealAssertionVerifier(bounty_guid, index, nonce, verdicts, metadata)
        super().__init__(client, [reveal])

[docs]    def get_path(self):
        return '/bounties/{0}/assertions/{1}/reveal'.format(self.guid, self.index)


[docs]    def get_body(self):
        return {
            'nonce': str(self.nonce),
            'verdicts': self.verdicts,
            'metadata': self.metadata,

        }

[docs]    def has_required_event(self, transaction_events):
        reveals = transaction_events.get('reveals', [])
        for reveal in reveals:
            if (reveal.get('verdicts', []) == self.verdicts and
                    reveal.get('metadata', '') == self.metadata and
                    reveal.get('bounty_guid', '') == self.guid):
                return True

        return False




[docs]class PostVoteTransaction(EthereumTransaction):
    def __init__(self, client, bounty_guid, votes, valid_bloom):
        self.votes = votes
        self.valid_bloom = valid_bloom
        self.guid = bounty_guid
        vote = PostVoteVerifier(bounty_guid, votes, valid_bloom)
        super().__init__(client, [vote])

[docs]    def get_path(self):
        return '/bounties/{0}/vote'.format(self.guid)


[docs]    def get_body(self):
        return {
            'votes': self.votes,
            'valid_bloom': self.valid_bloom,

        }

[docs]    def has_required_event(self, transaction_events):
        votes = transaction_events.get('votes', [])
        for vote in votes:
            if (vote.get('votes', []) == self.votes and
                    vote.get('bounty_guid', '') == self.guid):
                return True

        return False




[docs]class SettleBountyTransaction(EthereumTransaction):
    def __init__(self, client, bounty_guid):
        self.guid = bounty_guid
        settle = SettleBountyVerifier(bounty_guid)
        super().__init__(client, [settle])

[docs]    def get_path(self):
        return '/bounties/{0}/settle'.format(self.guid)


[docs]    def get_body(self):
        return None


[docs]    def has_required_event(self, transaction_events):
        # Settle events are not reported by polyswarmd, transfers are but are not guaranteed
        return True






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.transaction.base

import asyncio
import logging

from abc import ABCMeta, abstractmethod

import backoff
from polyswarmclient import utils
from web3.auto import w3

from polyswarmclient.exceptions import FatalError, NonceDesyncError, TransactionError, ReceiptError

[docs]logger = logging.getLogger(__name__)


[docs]LOG_MSG_ENGINE_TOO_SLOW = """
    PLEASE REVIEW YOUR SCANNING LOGIC.

    Bounty inactive errors indicate that the microengine received the bounty, but was unable to respond to the bounty within the time window.
    Such errors are considered fatal during testing so you can easily identify them.
    If your engine is unable to respond within the time window on the live PolySwarm network, you risk losing the bid amount of the bounty at hand.
    We strongly encourage you to review your artifact scan process to identify areas where engine speed can be improved.
    """



[docs]class EthereumTransaction(metaclass=ABCMeta):
    """Used to verify and post groups of transactions that make up a specific action.

    For instance, when approving some funds to move, and calling a contract function that will consumer them.
    """

    def __init__(self, client, verifiers):
        """Initialize a transaction

        Args:
            client (Client): Client object used to post transactions
            verifiers (list): Ordered verifiers for each transaction
        """
        self.client = client
        self.verifiers = verifiers

    @utils.return_on_exception(NonceDesyncError, (False, {}))
    @backoff.on_exception(backoff.constant, NonceDesyncError, max_tries=2)
    async def send(self, chain, api_key=None):
        """Make a transaction generating request to polyswarmd, then sign and post the transactions

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            (bool, obj): Tuple of boolean representing success, and response JSON parsed from polyswarmd
        """
        if api_key is None:
            api_key = self.client.api_key

        # Step 1: Prepare the transaction, this is only done once
        success, results = await self.client.make_request('POST',
                                                          self.get_path(),
                                                          chain,
                                                          json=self.get_body(),
                                                          send_nonce=True,
                                                          api_key=api_key)

        results = {} if results is None else results

        if not success or 'transactions' not in results:
            logger.error('Expected transactions, received', extra={'extra': results})
            return False, results

        transactions = results.get('transactions', [])
        if not self.verify(transactions):
            logger.critical('Transactions did not match expectations for the given request.',
                            extra={'extra': transactions})
            if self.client.tx_error_fatal:
                logger.critical(LOG_MSG_ENGINE_TOO_SLOW)
                raise FatalError('Transaction error in testing mode', 1)
            return False, {}

        # Keep around any extra data from the first request, such as nonce for assertion
        if 'transactions' in results:
            del results['transactions']

        # Step 2: Update nonces, sign then post transactions
        txhashes, nonces, post_errors = await self.__sign_and_post_transactions(transactions, chain, api_key)

        if not txhashes:
            return False, {'errors': post_errors}

        # Step 3: At least one transaction was submitted successfully, get and verify the events it generated
        success, results, get_errors = await self.__get_transactions(txhashes, nonces, chain, api_key)
        if not success:
            return False, {'errors': post_errors + get_errors}
        else:
            return True, results

    @backoff.on_exception(backoff.constant, NonceDesyncError, max_tries=2)
    async def __sign_and_post_transactions(self, transactions, chain, api_key):
        """Signs and posts a set of transactions to Ethereum via polyswarmd

        Args:
            transactions (List[Transaction]): The transactions to sign and post
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing transaction status
        """
        loop = asyncio.get_event_loop()
        nonce_manager = self.client.nonce_managers[chain]
        errors = []

        while True:
            nonces = await nonce_manager.reserve(amount=len(transactions))
            if nonces is not None:
                break

            await asyncio.sleep(1)

        for i, transaction in enumerate(transactions):
            transaction['nonce'] = nonces[i]

        results = []
        signed_txs = self.__sign_transactions(transactions)
        for signed_tx, transaction in zip(signed_txs, transactions):
            success, result = await self.__post_transaction(signed_tx, chain, api_key)
            results.extend(result)

            if not success:
                # Known transaction errors seem to be a geth issue, don't spam log about it
                if any(['invalid transaction error' in e.lower() for e in errors]):
                    loop.create_task(nonce_manager.mark_update_nonce())
                    raise NonceDesyncError

                all_known_tx_errors = results is not None and \
                    all(['known transaction' in r.get('message', '') for r in result if
                        r.get('is_error')])

                if self.client.tx_error_fatal:
                    logger.critical('Received fatal transaction error during post.', extra={'extra': results})
                    logger.critical(LOG_MSG_ENGINE_TOO_SLOW)
                    raise FatalError('Transaction error in testing mode', 1)
                elif not all_known_tx_errors:
                    logger.error('Received transaction error during post',
                                 extra={'extra': {'results': result, 'transaction': transaction}})

        txhashes = []
        errors = []
        if len(signed_txs) != len(results):
            raise TransactionError('Mistmatch in results counts and transactions')

        for tx, result in zip(signed_txs, results):
            if tx.get('hash', None) is None:
                logger.warning(f'Signed transaction missing txhash: {tx}')
                continue

            txhash = bytes(tx['hash']).hex()
            message = result.get('message', '')
            is_error = result.get('is_error', False)

            # Known transaction errors seem to be a geth issue, don't retransmit in this case
            if is_error and 'known transaction' not in message.lower():
                errors.append(message)
            else:
                txhashes.append(txhash)

        if txhashes and errors:
            logger.warning('Transaction errors detected but some succeeded, fetching events', extra={'extra': errors})

        return txhashes, nonces, errors

    async def __post_transaction(self, signed_transaction, chain, api_key):
        """
        Post a signed transaction
        :param signed_transaction: transaction to be sent
        :param chain: chain to send the transaction to
        :param api_key: api_key to use when making request
        :return: success, results tuple
        """
        raw_signed_tx = bytes(signed_transaction['rawTransaction']).hex()
        return await self.client.make_request('POST', '/transactions', chain,
                                              json={'transactions': [raw_signed_tx]}, api_key=api_key)

[docs]    def __sign_transactions(self, transactions):
        """Sign a set of transactions

        Args:
            transactions (List[Transaction]): The transactions to sign
        Returns:
            List[Transaction]: The signed transactions
        """
        return [w3.eth.account.signTransaction(tx, self.client.priv_key) for tx in transactions]


    @backoff.on_exception(backoff.constant, (NonceDesyncError, TransactionError), max_tries=2)
    async def __get_transactions(self, txhashes, nonces, chain, api_key):
        """Get generated events or errors from receipts for a set of txhashes

        Args:
            txhashes (List[str]): The txhashes of the receipts to process
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            (bool, dict, List[str]): Success, Resync nonce, Response JSON parsed from polyswarmd containing
                emitted events, errors
        """
        loop = asyncio.get_event_loop()
        nonce_manager = self.client.nonce_managers[chain]
        success, results = await self.client.make_request('GET', '/transactions', chain,
                                                          json={'transactions': txhashes}, api_key=api_key)
        results = {} if results is None else results
        success = self.has_required_event(results)
        if not success:
            if self.client.tx_error_fatal:
                logger.critical('Received fatal transaction error during get.', extra={'extra': results})
                raise FatalError('Transaction error in testing mode', 1)
            else:
                logger.error('Received transaction error during get', extra={'extra': results})

        errors = results.get('errors', [])

        # Indicates nonce may be too high
        # First, tries to sleep and see if the transaction did succeed (settles can timeout)
        if not success and any([e for e in errors if 'timeout during wait for receipt' in e.lower()]):
            logger.error('Nonce desync detected during get, resyncing and trying again')
            loop.create_task(nonce_manager.mark_overset_nonce(nonces))
            await asyncio.sleep(1)
            raise NonceDesyncError

        # Check to see if we failed to retrieve some receipts, retry the fetch if so
        if not success and any(['receipt' in e.lower() for e in errors]):
            logger.warning('Error fetching some receipts, retrying')
            raise ReceiptError

        if any(['transaction failed' in e.lower() for e in errors]):
            logger.error('Transaction failed due to bad parameters, not retrying', extra={'extra': errors})

        return success, results, errors

    @abstractmethod
[docs]    def has_required_event(self, transaction_events):
        """Checks for existence of events in transaction logs, ensuring successful completion

        Returns:
            True if the required event was in the list, false otherwise
        """
        raise NotImplementedError('has_required_event not implemented')


    @abstractmethod
[docs]    def get_path(self):
        """Get the path of the route to build this transaction

        Returns:
            str: Polyswarmd path to get the transaction data
        """
        raise NotImplementedError('get path is not implemented')


    @abstractmethod
[docs]    def get_body(self):
        """
        Build the payload to send to polyswarmd
        Returns:
            Dict payload
        """
        raise NotImplementedError('get body is not implemented')


[docs]    def verify(self, transactions):
        """Check the given transactions against known expectations

        Args:
            transactions (list) - A list of transactions from polyswarmd
        Returns:
            (bool): True if transactions match expectations. False otherwise
        """
        if len(transactions) != len(self.verifiers):
            return False

        return all([v.verify(tx) for v, tx in zip(self.verifiers, transactions)])






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ethereum.transaction.noncemanager

import asyncio
import logging

[docs]logger = logging.getLogger(__name__)



[docs]class NonceManager:
    """Manages the nonce for some Ethereum chain"""

    def __init__(self, client, chain):
        self.base_nonce = 0
        self.client = client
        self.chain = chain
        self.needs_update = True
        self.overset = False
        self.nonce_lock = None
        self.update_lock = None
        self.pending = []

    async def setup(self):
        self.nonce_lock = asyncio.Lock()
        self.update_lock = asyncio.Lock()

    async def reserve(self, amount=1):
        """Grab the next amount nonces.

        Args:
            amount (int): amount of sequential nonces to be claimed
        Returns
            (list[int]): a list of nonces to use
        """
        # Clear any waiting that should be used at this point
        async with self.nonce_lock:
            if self.needs_update:
                async with self.update_lock:
                    needs_update = self.needs_update

                if needs_update:
                    nonces = await self.sync_nonce(amount, self.overset)
                    async with self.update_lock:
                        self.needs_update = False
                        self.overset = False
            else:
                nonces = [r for r in range(self.base_nonce, self.base_nonce + amount)]
                self.base_nonce = nonces[-1] + 1
            return nonces

    async def sync_nonce(self, amount, overset):
        """ Sync the nonce with the Ethereum chain
        Reads the pending transactions from the tx pool, and gets the nonce ignoring all transactions
        Using those values it determines the nonce to use, or if the transactions are in a timeout state, returns None

        Args:
            amount: Number of transactions to make
            overset: Is the nonce overset

        Returns
            (None|list[int]): List of int values for nonces, or None if the transaction would timeout

        """
        low_nonce = await self.get_nonce(True)
        nonce = max(self.base_nonce, low_nonce) if not overset else low_nonce
        pending = sorted(await self.get_pending_nonces(self.chain))
        self.pending = pending
        # -1 because nonces are zero indexed, so nonce + amount -1 is max nonce
        if not pending or nonce + amount - 1 < pending[0]:
            nonces = [r for r in range(nonce, nonce + amount)]
            # If we filled the front gap to the pending transactions, jump forward to the next gap, or the end
            if pending and nonces[-1] + 1 == pending[0]:
                gaps = NonceManager.find_gaps(pending)
                self.base_nonce = gaps[0] if gaps else pending[-1] + 1
            else:
                self.base_nonce = nonces[-1] + 1
            return nonces
        # If the base_nonce butts against pending, jump forward to the end
        elif nonce == pending[0] and not NonceManager.find_gaps(pending):
            nonce = pending[-1] + 1
            nonces = [r for r in range(nonce, nonce + amount)]
            self.base_nonce = nonces[-1] + 1
            return nonces
        else:
            # If there is gap before the first pending, but it isn't big enough, return None
            # If there is a gap in pending, we have to fill up to it, so return and wait for the gap to be at the front
            return None

    @staticmethod
[docs]    def find_gaps(nonces):
        """Finds any gaps between base nonce and the last nonce in the given nonces list.

        Args:
            nonces (list[int]): list of nonces being checked

        Returns
            (list[int]): Any missing nonces between base_nonce and the last given nonce

        """
        # Only check through the end of the waitlist if results exceed it
        return [r for r in range(nonces[0], nonces[-1]) if r not in nonces]


    async def get_base_nonce(self, chain, ignore_pending=False, api_key=None):
        """Get account's nonce from polyswarmd

        Args:
            chain (str): Which chain to operate on
            ignore_pending (bool): Whether to include pending transactions in nonce or not
            api_key (str): Override default API key
        """
        params = {'ignore_pending': ' '} if ignore_pending else None
        success, base_nonce = await self.client.make_request('GET', '/nonce', chain, api_key=api_key, params=params)
        if success:
            return base_nonce
        else:
            logger.error('Failed to fetch base nonce')
            return None

    async def get_pending_nonces(self, chain, api_key=None):
        """Get account's pending nonces from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        success, nonces = await self.client.make_request('GET', '/pending', chain, api_key=api_key)
        if success:
            return [int(nonce) for nonce in nonces]
        else:
            logger.error('Failed to fetch base nonce')
            return []

    async def get_nonce(self, ignore_pending):
        """Get nonce from polswarmd

        Args:
            ignore_pending: Do we want the transaction count with a count of pending transactions

        Returns
                (int): Nonce

        """
        while True:
            nonce = await self.get_base_nonce(self.chain, ignore_pending)
            if nonce is not None:
                break

            await asyncio.sleep(1)

        return nonce

    async def mark_update_nonce(self):
        """
        Call this when the nonce is out of sync.
        This sets the update flag to true.
        The next reserve after being set will trigger an update
        """
        async with self.update_lock:
            if not self.needs_update:
                self.needs_update = True
                self.overset = False

    async def mark_overset_nonce(self, nonces):
        """
        Call this when the nonce is too high
        This sets the update flag to true.
        The next reserve after being set will trigger an update
        """
        async with self.update_lock:
            # if we know this nonce is too high, ignore it
            if not any(nonce for nonce in nonces if nonce in self.pending) and not self.needs_update:
                self.needs_update = True
                self.overset = True





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.fast.balanceclient

import warnings

import backoff
import cachetools
import logging
import os

from polyswarmclient.exceptions import LowBalanceError

[docs]logger = logging.getLogger(__name__)  # Initialize logger


[docs]MAX_TRIES = int(os.environ.get('MAX_TRIES', 3))

[docs]TTL = int(os.environ.get('BALANCE_TTL', 5 * 60))

[docs]MAX_SIZE = 20



[docs]class BalanceClient(object):
    def __init__(self, client):
        self.__client = client
        self.cache = cachetools.TTLCache(ttl=TTL, maxsize=MAX_SIZE)

    @backoff.on_exception(backoff.expo, LowBalanceError, max_tries=MAX_TRIES)
    async def raise_for_low_balance(self, request_nct, chain):
        key = f'{self.__client.account}:{chain}'
        if key in self.cache:
            logger.debug('Reading balance from cache')
            balance = self.cache[key]
        else:
            logger.debug('Reading balance from database')
            balance = await self.get_nct_balance(chain)
            if balance == 0:
                warnings.warn('Got 0 balance, pretending it is 1000 NCT')
                balance = 1000 * 10 ** 18
            self.cache[key] = balance

        # If we don't have the balance, don't submit. Wait and try a few times, then skip
        if balance < request_nct:
            logger.critical('Insufficient balance to send transaction on %s. Have %s NCT. Need %s NCT.', chain,
                            balance,
                            request_nct)
            raise LowBalanceError

    async def get_nct_balance(self, chain, api_key=None):
        """Get nectar balance from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing nectar balance
        """
        path = f'/wallets/{self.__client.account}/'
        success, balances = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.warning('Unable get to nectar balance for %s', self.__client.account)
            return 0
        return int(balances.get('nct'))

    async def get_eth_balance(self, chain, api_key=None):
        """Get eth balance from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing eth balance
        """
        path = f'/wallets/{self.__client.account}/'
        success, balances = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.warning('Unable to get eth balance for %s', self.__client.account)
            return 0

        return int(balances.get('eth'))





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.fast.bountiesclient

import json
import logging
import uuid
from collections import Iterable

from polyswarmartifact import ArtifactType
from polyswarmclient.fast.transaction import PolySwarmTransactionRequest
from polyswarmclient.parameters import Parameters
from polyswarmtransaction.bounty import BountyTransaction, AssertionTransaction, VoteTransaction
from polyswarmclient.exceptions import InvalidMetadataError

[docs]logger = logging.getLogger(__name__)


[docs]DEFAULT_METADATA = '{"malware_family": ""}'



[docs]class PostBountyTransactionRequest(PolySwarmTransactionRequest):
    @property
[docs]    def path(self):
        return '/bounties/'


    def __init__(self, client, guid, reward, artifact_uri, artifact_type, duration, metadata):
        inner = BountyTransaction(guid, reward, artifact_uri, artifact_type, duration, metadata)
        super().__init__(client, inner)



[docs]class PostAssertionTransactionRequest(PolySwarmTransactionRequest):
    @property
[docs]    def path(self):
        return f'/bounties/{self.bounty_guid}/assertions/'


    def __init__(self, client, bounty_guid, bid, verdict, metadata):
        self.bounty_guid = bounty_guid
        inner = AssertionTransaction(bounty_guid, verdict, bid, metadata)
        super().__init__(client, inner)



[docs]class PostVoteTransactionRequest(PolySwarmTransactionRequest):
    @property
[docs]    def path(self):
        return f'/bounties/{self.bounty_guid}/votes/'


    def __init__(self, client, bounty_guid, vote):
        self.bounty_guid = bounty_guid
        inner = VoteTransaction(bounty_guid, vote)
        super().__init__(client, inner)



[docs]class BountiesClient(object):
    def __init__(self, client):
        self.__client = client
        self.parameters = {}

    async def fetch_parameters(self, chain, api_key=None):
        """Get bounty parameters from polyswarmd.

        Args:
            chain (str): Which chain to operate on.
            api_key (str): Override default API key
        Note:
            This function doesn't return anything. It instead stores the bounty parameters
            as parsed JSON in self.parameters[chain].
        """
        success, result = await self.__client.make_request('GET', '/bounties/parameters/', chain, api_key=api_key)
        if not success:
            raise Exception('Error retrieving bounty parameters')
        self.parameters[chain] = Parameters(result)

    async def calculate_bloom(self, ipfs_uri, api_key=None):
        """Calculate bloom filter for a set of artifacts.

        Args:
            ipfs_uri (str): IPFS URI for the artifact set
            api_key (str): Override default API key
        Returns:
            Bloom filter value for the artifact set
        """
        return []

    async def get_bloom(self, bounty_guid, chain, api_key=None):
        """
        Get bloom from polyswamrd

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the vote from
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        return []

    async def get_bounty(self, guid, chain, api_key=None):
        """Get a bounty from polyswarmd.

        Args:
            guid (str): GUID of the bounty to retrieve
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing bounty details
        """
        path = f'/bounties/{guid}/'
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected bounty, received', extra={'extra': result})
            return None
        return result

    async def get_bounty_guids(self, page, count, chain, api_key=None):
        """Get the list of bounties at the given page

        Args:
            page (int): Page to read
            count (int): Size of the pages
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing list of bounty guids
         """
        path = '/bounties/'
        params = {'page': page, 'count': count}
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key, params=params)
        if not success:
            logger.error('Expected list, received', extra={'extra': result})
            return None

        return result

    async def get_all_bounty_guids(self, count, chain, api_key=None):
        """Generator that gets all the bounty guids a page at a time

        Args:
            count (int): Size of the pages
            chain (str): Which chain to operate on
            api_key (str): Override default API key

        Returns:
            Generator of lists of bounty guids
        """
        page = 0
        guids = await self.get_bounty_guids(page, count, chain, api_key)
        while guids:
            yield guids
            page += 1
            guids = await self.get_bounty_guids(page, count, chain, api_key)

    async def post_bounty(self, artifact_type, amount, artifact_uri, duration, chain, api_key=None, metadata=''):
        """Post a bounty to polyswarmd.

        Args:
            amount (int): The amount to put up as a bounty
            artifact_uri (str): URI of artifacts
            artifact_type (ArtifactType): The artifact type in this bounty
            duration (int): Number of blocks to accept new assertions
            metadata (str): Optional IPFS hash for metadata
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        try:
            metadata = json.loads(metadata)
        except json.JSONDecodeError:
            metadata = {}
        guid = uuid.uuid4()
        transaction = PostBountyTransactionRequest(self.__client, str(guid), amount, artifact_uri, artifact_type.value,
                                                   duration, metadata)
        result = await transaction.send(api_key=api_key)
        return [result]

    async def get_assertion(self, bounty_guid, index, chain, api_key=None):
        """Get an assertion from polyswarmd.

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the assertion from
            index (int): Index of the assertion
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing assertion details
        """
        path = f'/bounties/{bounty_guid}/assertions/{index}/'
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected assertion, received', extra={'extra': result})
            return None

        return result

    async def get_assertions(self, bounty_guid, chain, api_key=None):
        """Get an assertion from polyswarmd.

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the assertion from
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing assertion details
        """
        path = f'/bounties/{bounty_guid}/assertions/'
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected assertions, received', extra={'extra': result})
            return None

        return result

    async def post_assertion(self, bounty_guid, bid, mask, verdicts, chain, api_key=None, metadata=DEFAULT_METADATA):
        """Post an assertion to polyswarmd.

        Args:
            bounty_guid (str): The bounty to assert on
            bid (List[int]): The amount to bid
            mask (List[bool]): Which artifacts in the bounty to assert on
            verdicts (List[bool]): Verdict (malicious/benign) for each of the artifacts in the bounty
            chain (str): Which chain to operate on
            api_key (str): Override default API key
            metadata (str): Metadata for this assertion
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        try:
            metadata = json.loads(metadata)
        except (ValueError, json.JSONDecodeError) as e:
            raise InvalidMetadataError from e

        if isinstance(metadata, str) or not isinstance(metadata, Iterable):
            metadata = [metadata]

        for verdict_mask, verdict_bid, verdict, verdict_metadata in zip(mask, bid, verdicts, metadata):
            if not verdict_mask:
                continue

            transaction = PostAssertionTransactionRequest(self.__client, bounty_guid, verdict_bid, verdict,
                                                          verdict_metadata)
            return 0, [await transaction.send(api_key=api_key)]

    async def post_reveal(self, bounty_guid, index, nonce, verdicts, metadata, chain, api_key=None):
        """Post an assertion reveal to polyswarmd.

        Args:
            bounty_guid (str): The bounty which we have asserted on
            index (int): The index of the assertion to reveal
            nonce (str): Secret nonce used to reveal assertion
            verdicts (List[bool]): Verdict (malicious/benign) for each of the artifacts in the bounty
            metadata (List[Dict[str, Any]]): Optional metadata
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        pass

    async def post_metadata(self, metadata, chain, api_key=None):
        """
        Returns the metadata unchanged
        """
        return metadata

    async def get_vote(self, bounty_guid, index, chain, api_key=None):
        """
        Get a vote from polyswamrd

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the vote from
            index (int): Index of the vote
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        path = f'/bounties/{bounty_guid}/votes/{index}/'
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected vote, received', extra={'extra': result})
            return None

        return result

    async def get_votes(self, bounty_guid, chain, api_key=None):
        """
        Get a vote from polyswamrd

        Args:
            bounty_guid (str): GUID of the bounty to retrieve the vote from
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        path = f'/bounties/{bounty_guid}/votes/'
        success, result = await self.__client.make_request('GET', path, chain, api_key=api_key)
        if not success:
            logger.error('Expected vote, received', extra={'extra': result})
            return None

        return result

    async def post_vote(self, bounty_guid, votes, valid_bloom, chain, api_key=None):
        """Post a vote to polyswarmd.

        Args:
            bounty_guid (str): The bounty which we are voting on
            votes (List[bool]): Vote (malicious/benign) for each of the artifacts in the bounty
            valid_bloom (bool): Is the bloom filter reported by the bounty poster valid
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        if votes:
            vote = votes[0]
            transaction = PostVoteTransactionRequest(self.__client, bounty_guid, vote)
            return await transaction.send(api_key=api_key)

    async def did_participate(self, bounty_guid, chain, api_key=None):
        """Check to see if this client participated in a bounty

        Args:
            bounty_guid (str): The bounty being checked
            chain (str): Which chain to operate on
            api_key (str): Override default API key

        Returns:
            True if this account participated

        """
        account = self.__client.account
        bounty = await self.get_bounty(bounty_guid, chain, api_key)
        if not bounty:
            return False

        if bounty.get('author', None) == account:
            return True

        for assertion in await self.get_assertions(bounty_guid, chain, api_key):
            if assertion.get('author', None) == account:
                return True

        for vote in await self.get_votes(bounty_guid, chain, api_key):
            if vote.get('voter', None) == account:
                return True

        return False

    async def settle_bounty(self, bounty_guid, chain, api_key=None):
        """Settle a bounty via polyswarmd

        Args:
            bounty_guid (str): The bounty which we are settling
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        pass

    async def settle_all_bounties(self, chain, api_key=None):
        """Settles all bounties on a contract via polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        """
        pass





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.fast.offersclient

import logging

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class OffersClient(object):
    """
    OffersClient to handle offers. Presently stores a given client and parameters.
    """

    def __init__(self, client):
        self.__client = client
        self.parameters = {}





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.fast.relayclient

import logging

from polyswarmtransaction import Transaction
from polyswarmtransaction.nectar import WithdrawalTransaction

from polyswarmclient.ethereum.verifiers import NctTransferVerifier
from polyswarmclient.ethereum.transaction import EthereumTransaction
from polyswarmclient.fast.transaction import PolySwarmTransactionRequest

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]class RelayDepositTransaction(EthereumTransaction):
    def __init__(self, client, amount):
        self.amount = amount
        transfer = NctTransferVerifier(amount)
        super().__init__(client, [transfer])

[docs]    def get_path(self):
        return f'/wallets/{self.client.account}/deposit/'


[docs]    def get_body(self):
        return {
            'amount': str(self.amount),

        }

[docs]    def has_required_event(self, transaction_events):
        transfers = transaction_events.get('transfers', [])
        for transfer in transfers:
            value = int(transfer.get('value', 0))
            if value == self.amount:
                return True

        return False




[docs]class RelayWithdrawTransactionRequest(PolySwarmTransactionRequest):
    def __init__(self, client, amount):
        super().__init__(client, WithdrawalTransaction(amount))

    @property
[docs]    def path(self):
        return f'/wallets/{self.client.account}/withdrawal/'




[docs]class RelayClient(object):
    def __init__(self, client):
        self.__client = client

    async def post_deposit(self, amount, api_key=None):
        """Post a deposit

        Args:
            amount (int): The amount to deposit to the sidechain
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        transaction = RelayDepositTransaction(self.__client, amount)
        success, results = await transaction.send('home', api_key=api_key)
        if not success or 'transfers' not in results:
            logger.error('Expected deposit to relay', extra={'extra': results})
        return results.get('transfers', [])

    async def post_withdraw(self, amount, api_key=None):
        """Post a withdrawal

        Args:
            amount (int): The amount to withdraw from the sidechain
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        transaction = RelayWithdrawTransactionRequest(self.__client, str(amount))
        success, results = await transaction.send(api_key=api_key)
        if not success or 'transfers' not in results:
            logger.error('Expected withdrawal from relay', extra={'extra': results})
            return {}
        return results.get('transfers', [])





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.fast.stakingclient

import logging

from polyswarmclient.parameters import Parameters

[docs]logger = logging.getLogger(__name__)



[docs]class StakingClient(object):
    def __init__(self, client):
        self.__client = client
        self.parameters = {}

    async def fetch_parameters(self, chain, api_key=None):
        """Get staking parameters from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing staking parameters
        """
        result = {
            'minimum_stake': 0,
            'maximum_stake': 0,
            'vote_ratio_numerator': 9,
            'vote_ratio_denominator': 10
        }

        self.parameters[chain] = Parameters(result)

    async def get_total_balance(self, chain, api_key=None):
        """Get total staking balance from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing staking balance
        """
        return 0

    async def get_withdrawable_balance(self, chain, api_key=None):
        """Get withdrawable staking balance from polyswarmd

        Args:
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing staking balance
        """
        return 0

    async def post_deposit(self, amount, chain, api_key=None):
        """Post a deposit to the staking contract

        Args:
            amount (int): The amount to stake
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        pass

    async def post_withdraw(self, amount, chain, api_key=None):
        """Post a withdrawal to the staking contract

        Args:
            amount (int): The amount to withdraw
            chain (str): Which chain to operate on
            api_key (str): Override default API key
        Returns:
            Response JSON parsed from polyswarmd containing emitted events
        """
        pass





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.fast.transaction

import logging
from abc import ABCMeta, abstractmethod
from typing import Any, Dict

from polyswarmtransaction import SignedTransaction, Transaction
from polyswarmclient import Client
from polyswarmclient.exceptions import TransactionError

[docs]logger = logging.getLogger(__name__)



[docs]class PolySwarmTransactionRequest(metaclass=ABCMeta):
    """Used to verify and post groups of transactions that make up a specific action.

    For instance, when approving some funds to move, and calling a contract function that will consumer them.
    """

    def __init__(self, client: Client, transaction: Transaction):
        """Initialize a transaction

        Args:
            client (Client): Client object used to post transactions
            transaction (Transaction): Transaction object used for sending the transaction
        """
        self.client = client
        self.transaction = transaction

    async def send(self, api_key: str = None) -> Dict[str, Any]:
        """Make a transaction generating request to polyswarmd, then sign and post the transactions

        Args:
            api_key (str): Override default API key
        Returns:
            Dict[str, Any]: Tuple of boolean representing success, and response JSON parsed from polyswarmd
        """
        if api_key is None:
            api_key = self.client.api_key

        signed = self.sign_transaction()
        return await self.post_transaction(signed, api_key)

[docs]    def sign_transaction(self) -> SignedTransaction:
        """Signs a transaction

        Returns:
            SignedTransaction
        """
        return self.transaction.sign(self.client.priv_key)


    async def post_transaction(self, signed: SignedTransaction, api_key: str) -> Dict[str, Any]:
        success, results = await self.client.make_request('POST', self.path, json=signed.payload, api_key=api_key,
                                                          chain='side')
        # TODO: Remove this temporary solution once there is time to use raise_for_status in make_request
        if not success:
            logger.error('Error posting transaction: %s', results)
            raise TransactionError('Failed to post transaction')
        return results

    @property
    @abstractmethod
[docs]    def path(self):
        """Get the path of the route to build this transaction

        Returns:
            str: Polyswarmd path to get the transaction data
        """
        raise NotImplementedError('get path is not implemented')






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.filters.bountyfilter

import click
import logging

from polyswarmclient.filters.filter import MetadataFilter, Filter, FilterComparison

[docs]logger = logging.getLogger(__name__)



[docs]def split_filter(ctx, param, value):
    """ Split some accept or exlcude arg from `key:value` to a tuple

    Args:
        ctx:
        param:
        value: list of exclude or accept values

    Returns:
        list[tuple] list of exclude|accept values as tuple key, value
    """
    if not value:
        return value

    result = []
    for item in value:
        # Split only the first:
        kv = item.split(':', 1)
        if len(kv) != 2:
            raise click.BadParameter('Accept and exclude arguments must be formatted `key:value`')

        result.append(Filter(kv[0], FilterComparison.EQ, kv[1]))
    return result



[docs]class BountyFilter(MetadataFilter):
    """ Takes two objects list[Filter], accept and reject
        These dicts are used to filter metadata json blobs.
        Each filter runs against given metadata, and is used to determine if this participant will respond to a bounty
    """
    def __init__(self, accept, reject):
        """ Create a new BountyFilter object with an array of Filters and RejectFilters
        Args:
            accept (None|list[Filter]): List of Filters for accepted bounties
            reject (None|list[Filter]): List of Filters for rejected bounties
        """
        if accept is None:
            self.accept = []
        else:
            self.accept = accept

        if reject is None:
            self.reject = []
        else:
            self.reject = reject

[docs]    def is_allowed(self, metadata):
        """Check metadata against the accept and exclude filters, returning True if it passes all checks

        Args:
            metadata (dict): metadata dict to test

        Returns:
            (bool): True if meets the conditions and passes the filter
        """
        if not self.accept and not self.reject:
            return True

        accepted = any([f.filter(metadata) for f in self.accept])

        if self.accept and not accepted:
            logger.debug('Metadata not accepted. Skipping artifact', extra={'extra': {'metadata': metadata,
                                                                            'accept': self.accept}})
            return False

        rejected = any([f.filter(metadata) for f in self.reject])
        if self.reject and rejected:
            logger.debug('Metadata rejected. Skipping artifact', extra={'extra': {'metadata': metadata,
                                                                        'reject': self.reject}})
            return False

        return True






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.filters.confidencefilter

import json
import logging

from polyswarmclient.filters.filter import Filter, MetadataFilter

[docs]logger = logging.getLogger(__name__)



[docs]class ConfidenceModifier(MetadataFilter):
    def __init__(self, favor, penalize):
        """ Create a new BountyFilter object with an array of Filters and RejectFilters
        Args:
            favor (None|list[Filter]): List of Filters for accepted bounties
            penalize (None|list[Filter]): List of Filters for rejected bounties
        """
        if favor is None:
            self.favor = []
        else:
            self.favor = favor

        if penalize is None:
            self.penalize = []
        else:
            self.penalize = penalize

[docs]    def modify(self, metadata, confidence):
        """Check metadata against the penalty and favor filters.
        Matching both bonus and penalty results offset

        Args:
            metadata (any): metadata dict to test
            confidence (float): confidence as returned by the Av engine

        Returns:
            (float): confidence that is either more, same or less after comparing against bonus/penalty Filters
        """
        if not self.favor and not self.penalize:
            return confidence

        favored = any([f.filter(metadata) for f in self.favor])

        penalized = any([f.filter(metadata) for f in self.penalize])

        if favored and not penalized:
            logger.debug('Increasing confidence for favored value %s', json.dumps(metadata),
                         extra={'extra': self.favor})
            return confidence * 1.2
        elif penalized and not favored:
            logger.debug('Decreasing confidence for penalized value %s', json.dumps(metadata),
                         extra={'extra': self.penalize})
            return confidence * .8
        else:
            return confidence






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.filters.filter

import enum
import logging
import re

from polyswarmartifact.schema import Bounty


[docs]logger = logging.getLogger(__name__)



[docs]def parse_filters(ctx, param, value):
    """ Split some filters into a dict separated by type

        Args:
            ctx:
            param:
            value: list of 4 string tuples

        Returns:
            dict: Dict where each key points to a list of Filters
        """
    if not value:
        return {}

    response = {}

    for filter_type, key, comparison_string, target_value in value:
        # Click only accepts the string values for each member in FilterComparison
        comparison = FilterComparison.from_string(comparison_string)
        # Make sure the filter type exists in the response dict
        if not response.get(filter_type, None):
            response[filter_type] = []

        response[filter_type].append(Filter(key, comparison, target_value))

    return response



[docs]class FilterComparison(enum.Enum):
    """ Enum of supported metadata comparisons"""
[docs]    LT = '<'

[docs]    LTE = '<='

[docs]    EQ = '=='

[docs]    GTE = '>='

[docs]    GT = '>'

[docs]    CONTAINS = 'contains'

[docs]    STARTS_WITH = 'startswith'

[docs]    ENDS_WITH = 'endswith'

[docs]    REGEX = 'regex'


[docs]    def __repr__(self):
        return '<FilterComparison name={0} value={1}>'.format(self.name, self.value)


    @staticmethod
[docs]    def from_string(value):
        for name, member in FilterComparison.__members__.items():
            if member.value == value:
                return FilterComparison[name]

        return None




[docs]class Filter:
    """ Filter some metadata value

    """
    def __init__(self, key, comparison, target_value):
        """ Create a new Filter

        Args:
            key (str): Key name for the metadata field being filtered
            comparison (FilterComparison): Type of comparison
            target_value (str): Str representation of the target value
        """
        self.key = key
        self.comparison = comparison
        self.target_value = target_value

[docs]    def __eq__(self, other):
        return isinstance(other, Filter) \
               and other.key == self.key \
               and other.comparison == self.comparison \
               and other.target_value == self.target_value


[docs]    def __repr__(self):
        return '<Filter key={0} comparison={1} target_value={2}>'.format(self.key,
                                                                         self.comparison,
                                                                         self.target_value)


[docs]    def number_check(self, value):
        """ Check a value as a number with GT, GTE, LT, or LTE comparisons

        Args:
            value (str|int|float|bytes): Value to compare against

        Returns: (bool) returns True if comparison matches

        """
        try:
            match = False
            if self.comparison == FilterComparison.GT:
                match = float(value) > float(self.target_value)
            elif self.comparison == FilterComparison.GTE:
                match = float(value) >= float(self.target_value)
            elif self.comparison == FilterComparison.LT:
                match = float(value) < float(self.target_value)
            elif self.comparison == FilterComparison.LTE:
                match = float(value) <= float(self.target_value)
            return match
        except ValueError:
            logger.warning('Using integer specific %s comparison, but have non-integer value %s or target %s',
                           self.comparison, value, self.target_value)
            return False


[docs]    def string_check(self, value):
        """ Check a value as a string with EQ, CONTAINS, STARTS_WITH, ENDS_WITH, and REGEX comparisons

        Args:
            value (str|int|float|bytes): Value to compare against

        Returns: (bool) returns True if comparison matches

        """
        match = False
        if self.comparison == FilterComparison.EQ:
            match = str(value) == self.target_value
        elif self.comparison == FilterComparison.CONTAINS:
            match = self.target_value in str(value)
        elif self.comparison == FilterComparison.STARTS_WITH:
            match = str(value).startswith(self.target_value)
        elif self.comparison == FilterComparison.ENDS_WITH:
            match = str(value).endswith(self.target_value)
        elif self.comparison == FilterComparison.REGEX:
            match = bool(re.search(self.target_value, str(value)))

        return match


[docs]    def filter(self, metadata):
        """ Take some metadata, and matches the given key against the target_value and comparison operator for this filter

        Args:
            metadata (dict): Dict of k-v metadata values

        Returns: (bool) True if it matches the filter
        """
        if metadata is None or not isinstance(metadata, dict):
            return False

        value = metadata.get(self.key, None)
        if value is None:
            return False

        if self.comparison in [FilterComparison.GT, FilterComparison.GTE, FilterComparison.LT, FilterComparison.LTE]:
            return self.number_check(value)

        return self.string_check(value)




[docs]class MetadataFilter:
    """ Takes two objects list[Filter], accept and reject
        These dicts are used to filter metadata json blobs.
        Each filter runs against given metadata, and is used to determine if this participant will respond to a bounty
    """

    @staticmethod
[docs]    def pad_metadata(metadata, min_length):
        """ Pad out the metadata list with None values to match a given length

        Args:
            metadata (list[dict|None]): List of metadata dicts
            min_length (int): Min size for the metadata list after padding

        Returns:
            list of metadata dicts, or None values
        """
        result = metadata
        if not metadata or not Bounty.validate(metadata):
            result = [{}] * min_length
        elif len(metadata) < min_length:
            result.extend([{}] * (min_length - len(metadata)))

        logger.debug('Padded result %s:', result)

        return result






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.liveness.exceptions

from polyswarmclient.exceptions import PolyswarmClientException


[docs]class LivenessReadError(PolyswarmClientException):
    pass





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.liveness.liveness

import asyncio
import logging
import math
import time

from abc import ABC, abstractmethod
from dataclasses import dataclass

from polyswarmclient.liveness.exceptions import LivenessReadError

[docs]logger = logging.getLogger(__name__)



[docs]@dataclass
class Liveness:
[docs]    last_iteration: int

[docs]    average_wait: int




[docs]class LivenessCheck(ABC):
    def __init__(self, loop_iteration_threshold=5, average_wait_threshold=10):
        self.loop_iteration_threshold = loop_iteration_threshold
        self.average_wait_threshold = average_wait_threshold

    @abstractmethod
[docs]    def get_liveness(self):
        raise NotImplementedError('get_liveness is not implemented')


[docs]    def check(self):
        """Determine if participant is running smoothly, based on given inputs"""
        try:
            liveness = self.get_liveness()
        except LivenessReadError:
            return False

        time_since_last_loop = int(math.floor(time.time())) - liveness.last_iteration
        print('Last loop was {0} seconds ago, with an average wait of {1}'.format(time_since_last_loop, liveness.average_wait))
        return time_since_last_loop < self.loop_iteration_threshold and \
            liveness.average_wait < self.average_wait_threshold




[docs]class Task:
    def __init__(self, recorder, key, start_time):
        self.recorder = recorder
        self.key = key
        self.start_time = start_time

    async def __aenter__(self):
        await self.recorder.add_waiting_task(self.key, self.start_time)

    async def __aexit__(self, exc_type, exc_val, exc_tb):
        await self.recorder.remove_waiting_task(self.key)



[docs]class LivenessRecorder(ABC):
    def __init__(self):
        self.waiting = {}
        self.block_number = 0
        self.liveness = Liveness(last_iteration=0, average_wait=0)
        self.waiting_lock = None
        self.record_lock = None

    async def start(self):
        loop = asyncio.get_event_loop()
        await self.setup()
        loop.create_task(self.run_liveness_loop())

    async def run_liveness_loop(self):
        try:
            while True:
                await self.advance_loop()
                await asyncio.sleep(1)
        except asyncio.CancelledError:
            # Clear all waiting tasks because we got cancelled
            async with self.waiting_lock:
                self.waiting = {}
            raise

    async def setup(self):
        self.waiting_lock = asyncio.Lock()
        self.record_lock = asyncio.Lock()

    async def advance_loop(self):
        """The loop is turning, and record the time of the latest iteration"""
        async with self.record_lock:
            self.liveness.last_iteration = int(math.floor(time.time()))
            await self.record()

[docs]    def waiting_task(self, key, start_time):
        """Add waiting task, but remove when done

        Use: async with liveness.waiting_task(key, start_time):

        Args:
            key: task key
            start_time: start time, in any units (either block number or time)
        """
        return Task(self, key, start_time)


    async def add_waiting_task(self, key, start_time):
        """Add some bounty as waiting to be processed.

        Args:
            key: task key
            start_time: start time, in any units (either block number or time)
        """
        asyncio.get_event_loop().create_task(self._add_waiting_task(key, start_time))

    async def _add_waiting_task(self, key, start_time):
        async with self.waiting_lock:
            if key not in self.waiting:
                self.waiting[key] = start_time

    async def remove_waiting_task(self, key):
        """Mark a task as done processing"""
        asyncio.get_event_loop().create_task(self._remove_waiting_task(key))

    async def _remove_waiting_task(self, key):
        async with self.waiting_lock:
            if key in self.waiting:
                del self.waiting[key]

    async def advance_time(self, current_time):
        """ Trigger an update to the average, based on the current time.
        For most cases, this is time in blocks, but it can be any unit

        Args:
            current_time: time in some units

        """
        time_units = 0
        async with self.waiting_lock:
            for start_time in self.waiting.values():
                time_units += current_time - start_time
        average_wait = time_units / max(len(self.waiting), 1)

        async with self.record_lock:
            self.liveness.average_wait = average_wait
            await self.record()

    @abstractmethod
    async def record(self):
        """Record the liveness values"""
        raise NotImplementedError()





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.liveness.local

import asyncio
import dataclasses
import json
import os
import logging
import platform
import tempfile


from polyswarmclient.liveness.exceptions import LivenessReadError
from polyswarmclient.liveness.liveness import LivenessCheck, Liveness, LivenessRecorder

[docs]logger = logging.getLogger(__name__)



[docs]class FileLock:
    """Locks a file so that only LivelinessRecorder or LivelinessChecker can access at any moment"""
    def __init__(self, fileno):
        self.fileno = fileno

[docs]    def acquire(self):
        if 'Windows' not in platform.system():
            self.acquire_unix()
        else:
            self.acquire_windows()


[docs]    def release(self):
        if 'Windows' not in platform.system():
            self.release_unix()


    # noinspection PyUnresolvedReferences
[docs]    def acquire_unix(self):
        from fcntl import lockf, LOCK_EX
        lockf(self.fileno, LOCK_EX)


    # noinspection PyUnresolvedReferences
[docs]    def acquire_windows(self):
        from msvcrt import locking, LK_LOCK
        locking(self.fileno, LK_LOCK, 1)


    # noinspection PyUnresolvedReferences
[docs]    def release_unix(self):
        from fcntl import lockf, LOCK_UN
        lockf(self.fileno, LOCK_UN)


[docs]    def __enter__(self):
        self.acquire()


[docs]    def __exit__(self, exc_type, exc_val, exc_tb):
        self.release()




[docs]class LocalLivenessCheck(LivenessCheck):
    """Checks the liveness by reading a tempfile which should contain liveness information"""
    def __init__(self, loop_iteration_threshold=5, average_wait_threshold=10):
        self.path = os.path.join(tempfile.gettempdir(), 'liveness')
        super().__init__(loop_iteration_threshold, average_wait_threshold)

[docs]    def get_liveness(self):
        if not os.path.exists(self.path) or not os.path.isfile(self.path):
            raise LivenessReadError()

        with open(self.path, 'r+') as f:
            try:
                with FileLock(f.fileno()):
                    content = f.read()
                    logger.debug('Liveliness contents %s', content)
                    return Liveness(**json.loads(content))
            except OSError:
                logger.exception('Unable to lock file')
                raise LivenessReadError()


[docs]    def get_average_task_wait(self):
        pass




[docs]class LocalLivenessRecorder(LivenessRecorder):
    """Record liveness data in a tempfile"""
    def __init__(self):
        self.path = os.path.join(tempfile.gettempdir(), 'liveness')
        super().__init__()

    async def record(self):
        asyncio.get_event_loop().create_task(self.write_async())

    async def write_async(self):
        """Get the json format of Liveliness, and write to the file"""
        loop = asyncio.get_event_loop()
        await loop.run_in_executor(None,
                                   self.write_sync,
                                   json.dumps(dataclasses.asdict(self.liveness)))

[docs]    def write_sync(self, content):
        """ Write the given content to the file at the given path.

        Args:
            content: content to write into the file
        """
        with open(self.path, 'w') as f:
            try:
                with FileLock(f.fileno()):
                    f.write(content)
            except OSError:
                logger.exception('Unable to lock file')






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.producer.base

from asyncio import Future

import aioredis
import asyncio

import json
import logging
import time

from polyswarmartifact import ArtifactType
from polyswarmclient.filters.filter import MetadataFilter
from polyswarmclient.producer.job import JobRequest
from polyswarmclient.producer.jobprocessor import JobProcessor
from polyswarmclient.ratelimit.redis import RedisDailyRateLimit

[docs]logger = logging.getLogger(__name__)


[docs]WAIT_TIME = 20

[docs]KEY_TIMEOUT = 10

[docs]JOB_RESULTS_FORMAT = '{}_{}_{}_results'



[docs]class Producer:
    def __init__(self, client, redis_uri, queue, time_to_post, bounty_filter=None, confidence_modifier=None,
                 rate_limit=None):
        self.client = client
        self.redis_uri = redis_uri
        self.queue = queue
        self.time_to_post = time_to_post
        self.bounty_filter = bounty_filter
        self.confidence_modifier = confidence_modifier
        self.redis = None
        self.rate_limit = rate_limit
        self.rate_limiter = None
        self.job_processor = None

    async def start(self):
        self.redis = await aioredis.create_redis_pool(self.redis_uri)
        await self._setup_rate_limit(self.redis)
        await self._setup_job_processor(self.redis)

    async def _setup_rate_limit(self, redis):
        if self.rate_limit is not None:
            self.rate_limiter = RedisDailyRateLimit(redis, self.queue, self.rate_limit)

    async def _setup_job_processor(self, redis):
        self.job_processor = JobProcessor(redis, self.queue, self.confidence_modifier,
                                          redis_error_callback=self.__reset_redis)
        asyncio.get_event_loop().create_task(self.job_processor.run())

    async def __reset_redis(self):
        self.redis.close()
        await self.redis.wait_closed()
        self.redis = await aioredis.create_redis_pool(self.redis_uri)

        # Update job processor
        await self.job_processor.set_redis(self.redis)

        # Update rate_limiter
        if self.rate_limiter:
            self.rate_limiter.set_redis(self.redis)

    async def scan(self, guid, artifact_type, uri, duration, metadata, chain):
        """Creates a set of jobs to scan all the artifacts at the given URI that are passed via Redis to workers

            Args:
                guid (str): GUID of the associated bounty
                artifact_type (ArtifactType): Artifact type for the bounty being scanned
                uri (str):  Base artifact URI
                duration (int): number of blocks until scan is due
                metadata (list[dict]) List of metadata json blobs for artifacts
                chain (str): Chain we are operating on

            Returns:
                list(ScanResult): List of ScanResult objects
            """
        # Ensure we don't wait past the scan duration for one large artifact
        timeout = duration - self.time_to_post
        logger.info(f'Timeout set to {timeout}')
        loop = asyncio.get_event_loop()

        num_artifacts = len(await self.client.list_artifacts(uri))
        # Fill out metadata to match same number of artifacts
        metadata = MetadataFilter.pad_metadata(metadata, num_artifacts)

        jobs = []
        try:
            for i in range(num_artifacts):
                if (self.bounty_filter is None or self.bounty_filter.is_allowed(metadata[i])) \
                 and (self.rate_limiter is None or await self.rate_limiter.use()):
                    job = JobRequest(polyswarmd_uri=self.client.polyswarmd_uri,
                                     guid=guid,
                                     index=i,
                                     uri=uri,
                                     artifact_type=artifact_type.value,
                                     duration=timeout,
                                     metadata=metadata[i],
                                     chain=chain,
                                     ts=int(time.time()))
                    jobs.append(job)

            if jobs:
                # Update number of jobs sent
                loop.create_task(self._update_job_counter(len(jobs)))

                # Send jobs as json string to backend
                loop.create_task(self._send_jobs([json.dumps(job.asdict()) for job in jobs]))

                # Send jobs to job processor
                future = Future()
                key = JOB_RESULTS_FORMAT.format(self.queue, guid, chain)
                await self.job_processor.register_jobs(guid, key, jobs, future)

                # Age off old result keys
                loop.create_task(self._expire_key(key, duration + KEY_TIMEOUT))

                # Wait for results from job processor
                return await future
        except OSError:
            logger.exception('Redis connection down')
            await self.__reset_redis()
        except TimeoutError:
            logger.exception('Redis request timed out')
            await self.__reset_redis()
        except aioredis.errors.ReplyError:
            logger.exception('Redis out of memory')
            await self.__reset_redis()
        except aioredis.errors.ConnectionForcedCloseError:
            logger.exception('Redis connection closed')
            await self.__reset_redis()

        return []

    async def _update_job_counter(self, count):
        job_counter = f'{self.queue}_scan_job_counter'
        await self.redis.incrby(job_counter, count)

    async def _send_jobs(self, jobs):
        await self.redis.rpush(self.queue, *jobs)

    async def _expire_key(self, key, timeout):
        await self.redis.expire(key, timeout)





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.producer.job

import dataclasses
import time

from typing import Optional, Dict, Any
from polyswarmartifact import ArtifactType


[docs]@dataclasses.dataclass
class JobRequest:
[docs]    polyswarmd_uri: str

[docs]    guid: str

[docs]    index: int

[docs]    uri: str

[docs]    artifact_type: int

[docs]    duration: int

[docs]    metadata: Optional[Dict[str, Any]]

[docs]    chain: str

[docs]    ts: int


    @property
[docs]    def key(self):
        return f'{self.guid}:{self.index}'


[docs]    def is_expired(self, now=None):
        now = now or time.time()
        return self.ts + self.duration < now


[docs]    def get_artifact_type(self) -> ArtifactType:
        return ArtifactType(self.artifact_type)


[docs]    def asdict(self):
        return dataclasses.asdict(self)




[docs]@dataclasses.dataclass
class JobResponse:
[docs]    index: int

[docs]    bit: bool

[docs]    verdict: bool

[docs]    confidence: float

[docs]    metadata: str


[docs]    def asdict(self):
        return dataclasses.asdict(self)






          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.producer.jobprocessor

import aioredis
import asyncio
import json
import logging
import math
import time

from aioredis import Redis
from asyncio import Future, Task
from typing import Dict, List, Optional, Tuple, Coroutine, Callable

from polyswarmclient.abstractscanner import ScanResult
from polyswarmclient.filters.confidencefilter import ConfidenceModifier
from polyswarmclient.producer.job import JobRequest, JobResponse

[docs]logger = logging.getLogger(__name__)



[docs]class PendingJob:
    """
    A wrapper around a list of Jobs that are processing in the backend
    """
[docs]    key: str

[docs]    jobs: List[JobRequest]

[docs]    results: Dict[int, ScanResult]

[docs]    future: Future


    def __init__(self, key: str, jobs: List[JobRequest], future: Future):
        self.key = key
        self.jobs = jobs
        self.future = future
        self.results = {}

[docs]    def times(self):
        return [int(math.floor(time.time())) - job.ts for job in self.jobs]


[docs]    def time_ratios(self):
        return [(int(math.floor(time.time())) - job.ts) / job.duration for job in self.jobs]


    async def fetch_results(self, redis: Redis, confidence_modifier):
        """
        Fetch and store as many results as are in the queue

        :param redis: open redis client
        :param confidence_modifier: Confidence modifier object
        """
        logger.debug('Getting results for %s', self.key)
        try:
            # Check expired before doing any redis connections
            if not self.__is_expired():
                async for result in self.__redis_results(redis):
                    response = JobResponse(**json.loads(result.decode('utf-8')))
                    logger.debug('Found job response', extra={'extra': response.asdict()})
                    self.__store_job_response(response, confidence_modifier)
                    if self.is_done():
                        logger.debug('Job is finished')
                        break

                logger.debug('Read all available redis results')

        except aioredis.errors.ReplyError:
            logger.exception('Redis out of memory')
            raise
        except aioredis.errors.ConnectionForcedCloseError:
            logger.exception('Redis connection closed')
            raise
        except aioredis.RedisError:
            logger.exception('Redis experienced unknown error')
            raise
        except OSError:
            logger.exception('Redis connection down')
            raise
        except TimeoutError:
            logger.exception('Redis request timed out')
            raise
        except (AttributeError, ValueError, KeyError):
            logger.exception('Received invalid response from worker')
            raise

        # finish if expired or has all results
        if self.is_done():
            logger.debug('Job is finished, letting it move to polyswarmd')
            self.__finish()

    async def __redis_results(self, redis: Redis):
        """
        Generator of redis results for the key
        :param redis: open redis client
        :return a generator of json strings that represent a JobResponse
        """
        while True:
            result = await redis.lpop(self.key)
            if not result:
                logger.debug('No more events for %s', self.key)
                break

            logger.debug('Got %s for %s', result, self.key)

            yield result

[docs]    def __store_job_response(self, response: JobResponse, confidence_modifier: Optional[ConfidenceModifier]):
        """
        Converts a JobResponse to ScanResult with modified confidence.
        Stores at the correct index in internal results

        :param response: JobResponse to conver
        :param confidence_modifier: an optional ConfidenceModifier to potentially change the confidence
        :return:
        """
        confidence = response.confidence
        if confidence_modifier:
            confidence = confidence_modifier.modify(self.jobs[response.index].metadata, response.confidence)

        self.results[response.index] = ScanResult(bit=response.bit,
                                                  verdict=response.verdict,
                                                  confidence=confidence,
                                                  metadata=response.metadata)


[docs]    def is_done(self):
        """
        Checks all things to see if it is done
        :return: true if expired, or has all results
        """
        return self.__is_expired() or self.__has_all_results()


[docs]    def __is_expired(self):
        """
        Returns true if any of the jobs are expired
        """
        if self.jobs:
            now = time.time()
            return any((job.is_expired(now) for job in self.jobs))

        return False


[docs]    def __has_all_results(self):
        """
        Returns true if all the jobs have a result
        """
        # I'm not sure how results could have more, but if it does, we got all the results we wanted
        return len(self.jobs) <= len(self.results.items())


[docs]    def __finish(self):
        """
        Set the results in the future and mark done
        """
        scan_results = [self.results.get(i, ScanResult()) for i, _ in enumerate(self.jobs)]
        self.future.set_result(scan_results)




[docs]class JobProcessor:
    """
    Keeps track pending jobs, and polls the PendingJob results every period of time (.5 seconds)
    """
[docs]    redis_uri: str

[docs]    confidence_modifier: Optional[ConfidenceModifier]

[docs]    queue: str

[docs]    period: float

[docs]    pending_jobs: Dict[str, PendingJob]

[docs]    job_lock: Optional[asyncio.Lock]

[docs]    redis: Optional[Redis]

[docs]    task = Optional[Task]

[docs]    reset_callback = Optional[Callable[[], Coroutine]]


    def __init__(self, redis: Redis, queue: str, confidence_modifier: Optional[ConfidenceModifier], period: float = .25,
                 redis_error_callback: Optional[Callable[[], Coroutine]] = None):
        self.redis = redis
        self.queue = queue
        self.confidence_modifier = confidence_modifier
        self.period = period
        self.reset_callback = redis_error_callback
        self.pending_jobs = {}
        self.job_lock = None
        self.task = None

    async def run(self):
        """
        Start the JobProcessor in a new task that will process any pending jobs forever

        """
        if self.redis is None:
            raise ValueError('Must set redis client prior to run')

        loop = asyncio.get_event_loop()
        self.job_lock = asyncio.Lock()
        self.task = loop.create_task(self.__process())

[docs]    def stop(self):
        """
        Stop processing jobs
        """
        self.task.cancel()


    async def set_redis(self, redis):
        """
        Update the redis connection,
        """
        async with self.job_lock:
            self.redis = redis

    async def register_jobs(self, guid: str, key: str, jobs: List[JobRequest], future: Future):
        """
        Register a new pending job to be monitored, and polled

        :param guid: bounty guid
        :param key: redis key to poll
        :param jobs: list of jobs in progress
        :param future: future to return results
        """
        logger.debug('Registering %s jobs under %s', len(jobs), guid)
        pending = PendingJob(key=key, jobs=jobs, future=future)
        async with self.job_lock:
            if guid in self.pending_jobs:
                logger.warning('Received duplicate job')

            self.pending_jobs[guid] = pending

    async def __process(self):
        while True:
            # noinspection PyBroadException
            try:
                await self.fetch_results()
                # Don't consumer all the resources for this loop
                await asyncio.sleep(self.period)
            except asyncio.CancelledError:
                raise
            except Exception:
                logger.exception('Exception processing pending jobs')

    async def fetch_results(self):
        """
        Iterates across all jobs and triggers them to self update
        """
        async with self.job_lock:
            jobs = self.pending_jobs.items()

        # This allows interior mutability of the jobs, while not holding the lock.
        results = await asyncio.gather(*[pending_job.fetch_results(self.redis, self.confidence_modifier)
                                         for guid, pending_job in jobs], return_exceptions=True)

        reset = False
        for result in results:
            if isinstance(result, aioredis.RedisError) or isinstance(result, OSError):
                reset = True
                logger.exception("Exception fetching results", exc_info=result)

        if reset and self.reset_callback:
            await self.reset_callback()

        finished_jobs = []
        for guid, job in jobs:
            # Finish anything with True result
            if job.is_done():
                finished_jobs.append((guid, job))

        if finished_jobs:
            await self.__track_finished(finished_jobs)

    async def __track_finished(self, finished_jobs: List[Tuple[str, PendingJob]]):
        """
        Updates the counter of results, and removes the finished jobs from the pending_jobs dict

        :param finished_jobs: List of PendingJobs that are finished
        """
        if not finished_jobs:
            return

        # Update Results counter for scaling
        results_count = sum([len(finished_job.results) for _, finished_job in finished_jobs])
        asyncio.get_event_loop().create_task(self.__update_job_results_counter(results_count))

        # Update Time for scaling
        result_times = [result_time for _, job in finished_jobs for result_time in job.times()]
        result_time_ratio = [result_time for _, job in finished_jobs for result_time in job.time_ratios()]
        asyncio.get_event_loop().create_task(self.__update_job_result_times(result_times, result_time_ratio))

        # Tell Pending job to send results back, and delete
        for guid, finished_job in finished_jobs:
            # Delete pending job
            logger.debug('Removing %s', guid)
            async with self.job_lock:
                if guid in self.pending_jobs:
                    del self.pending_jobs[guid]

    async def __update_job_result_times(self, result_times, result_time_ratio):
        total_time_key = f'{self.queue}_job_completion_time_accum'
        total_time_count_key = f'{self.queue}_job_completion_times_count'
        time_ratio_key = f'{self.queue}_job_completion_time_ratios_accum'
        time_ratio_count_key = f'{self.queue}_job_completion_time_ratios_count'

        transaction = self.redis.multi_exec()

        transaction.incrby(total_time_key, sum(result_times))
        transaction.incrby(total_time_count_key, len(result_times))

        transaction.incrbyfloat(time_ratio_key, sum(result_time_ratio))
        transaction.incrby(time_ratio_count_key, len(result_time_ratio))

        await transaction.execute()

    async def __update_job_results_counter(self, count):
        """
        Update redis about the total number of results processed
        :param count: number to increment
        """
        if count > 0:
            logger.debug('Incrementing results counter by %s', count)
            result_counter = f'{self.queue}_scan_result_counter'
            await self.redis.incrby(result_counter, count)

    async def __aenter__(self):
        await self.run()
        return self

    async def __aexit__(self, exc_type, exc_val, exc_tb):
        self.stop()





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ratelimit.abstractratelimit

from abc import ABC, abstractmethod


[docs]class AbstractRateLimit(ABC):
    """
    Abstract class for building a limit for scans, based on a third party requirement (Such as api key limit for a vendor)
    Allows different implementations
    """

    @abstractmethod
    async def use(self, *args, peek=False, **kwargs):
        """
        Mark that some value of the limit was used.

        Args:
            *args:
            peek (Bool): Check rate limit without incrementing
            **kwargs:

        Returns: True if within limit
        """
        raise NotImplementedError('Use not implemented')

    async def setup(self):
        """
        Setup the RateLimit connections
        """
        pass





          

      

      

    

  

    
      
          
            
  Source code for polyswarmclient.ratelimit.redis

import datetime

import asyncio
import aioredis
import logging

from abc import ABC, abstractmethod

from polyswarmclient.ratelimit.abstractratelimit import AbstractRateLimit

[docs]logger = logging.getLogger(__name__)


[docs]SECONDS = 1

[docs]MINUTELY_SECONDS = 60

[docs]HOURLY_SECONDS = MINUTELY_SECONDS * 60

[docs]DAILY_SECONDS = HOURLY_SECONDS * 24



[docs]class RedisKeyManager(ABC):
    @abstractmethod
[docs]    def get_key(self, prefix):
        raise NotImplementedError()


    @abstractmethod
[docs]    def get_expiration(self):
        raise NotImplementedError()




[docs]class DateKeyManager(RedisKeyManager):
    def __init__(self, expiration, format_str):
        self.expiration = expiration
        self.format_str = format_str

[docs]    def get_key(self, prefix):
        date = datetime.datetime.today().strftime(self.format_str)
        return f'{prefix}_{date}'


[docs]    def get_expiration(self):
        return self.expiration




[docs]class DailyKeyManager(DateKeyManager):
    def __init__(self):
        super().__init__(expiration=DAILY_SECONDS, format_str='%Y-%m-%d')



[docs]class HourlyKeyManager(DateKeyManager):
    def __init__(self):
        super().__init__(expiration=HOURLY_SECONDS, format_str='%Y-%m-%dT%H')



[docs]class MinutelyKeyManager(DateKeyManager):
    def __init__(self):
        super().__init__(expiration=MINUTELY_SECONDS, format_str='%Y-%m-%dT%H:%M')



[docs]class SecondlyKeyManager(DateKeyManager):
    def __init__(self):
        super().__init__(expiration=SECONDS, format_str='%Y-%m-%dT%H:%M:%S')



[docs]class RedisRateLimit(AbstractRateLimit):
    """ Third Party limitation where redis is used to track a daily scan limit.
        Keys are based on the current date, and will expire the next day.

        This implementation is used in the producer and worker since they use Redis already.
    """
    def __init__(self, redis, queue, limit, key_manager=None):
        self.redis = redis
        self.queue = queue
        self.limit = limit if limit is None else int(limit)
        self.key_manager = key_manager or DailyKeyManager()

[docs]    def set_redis(self, redis):
        self.redis = redis


    @property
[docs]    def key(self):
        return self.key_manager.get_key(self.queue)


    async def use(self, *args, peek=False, **kwargs):
        """
        Keep track of use by incrementing a counter for the current date

        Args:
            *args: None
            peek (Bool): Check rate limit without incrementing
            **kwargs: None
        """
        loop = asyncio.get_event_loop()
        if self.limit is None:
            return True

        key = self.key
        try:

            if peek:
                value = await self.redis.get(key) or 0
                value = int(value) + 1
            else:
                value = await self.redis.incr(key)
                if value == 1:
                    loop.create_task(self.expire_key(key, self.key_manager.get_expiration()))

            if value > self.limit:
                logger.warning("Reached daily limit of %s with %s total attempts", self.limit, value)
                return False

        # We don't want to be DOS ourselves if redis goes down
        except OSError:
            logger.exception('Redis connection down')
            raise
        except TimeoutError:
            logger.exception('Redis request timed out')
            raise
        except aioredis.errors.ReplyError:
            logger.exception('Redis out of memory')
            raise
        except aioredis.errors.ConnectionForcedCloseError:
            logger.exception('Redis connection closed')
            raise

        return True

    async def expire_key(self, key, timeout):
        await self.redis.expire(key, timeout)



[docs]class RedisDailyRateLimit(RedisRateLimit):
    pass





          

      

      

    

  

    
      
          
            
  Source code for worker.__main__

import click
import importlib.util
import logging
import warnings
import multiprocessing

from polyswarmclient.exceptions import FatalError
from worker import Worker
from polyswarmclient import utils
from polyswarmclient.config import init_logging, validate_apikey

[docs]logger = logging.getLogger(__name__)  # Initialize logger



[docs]def choose_backend(backend):
    """Resolves scanner name string to implementation

    Args:
        backend (str): Name of the backend to load, either one of the predefined implementations or the name of a module
        to load

        (module:ClassName syntax or default of module:Scanner)
    Returns:
        (Class): Scanner class of the selected implementation
    Raises:
        (Exception): If backend is not found
    """
    backend_list = backend.split(':')
    module_name_string = backend_list[0]

    # determine if this string is a module that can be imported as-is or as sub-module of the worker package
    mod_spec = importlib.util.find_spec('microengine.{0}'.format(module_name_string)) or \
        importlib.util.find_spec(module_name_string)
    if mod_spec is None:
        raise Exception('Scanner backend `{0}` cannot be imported as a python module.'.format(backend))

    # have valid module that can be imported, so import it.
    scanner_module = importlib.import_module(mod_spec.name)

    # find Scanner class in this module
    if hasattr(scanner_module, 'Scanner'):
        scanner_class = scanner_module.Scanner
    elif len(backend_list) == 2 and hasattr(scanner_module, backend_list[1]):
        scanner_class = getattr(scanner_module, backend_list[1])
    else:
        raise Exception('No scanner backend found {0}'.format(backend))

    return scanner_module.__name__, scanner_class



@click.command()
@click.option('--log', envvar='LOG_LEVEL', default='WARNING',
              help='Logging level')
@click.option('--client-log', envvar='CLIENT_LOG_LEVEL', default='WARNING',
              help='PolySwarm Client log level')
@click.option('--redis-addr', envvar='REDIS_ADDR', default='localhost:6379',
              help='Address (host:port) of polyswarmd instance')
@click.option('--queue', envvar='QUEUE', required=True,
              help='Queue to listen for jobs on')
@click.option('--api-key', envvar='API_KEY', default='',  callback=validate_apikey,
              help='API key to use with polyswarmd')
@click.option('--backend', envvar='BACKEND', required=True,
              help='Backend to use')
@click.option('--tasks', envvar='TASKS', default=0,
              help='Deprecated')
@click.option('--download-limit', envvar='DOWNLOAD_LIMIT', default=multiprocessing.cpu_count(),
              help='Limit number of simultaneous file downloads')
@click.option('--scan-limit', envvar='SCAN_LIMIT', default=multiprocessing.cpu_count(),
              help='Limit number of simultaneous scans')
@click.option('--testing', default=0,
              help='Activate testing mode for integration testing, respond to N bounties and N offers then exit')
@click.option('--log-format', envvar='LOG_FORMAT', default='text',
              help='Log format. Can be `json` or `text` (default)')
@click.option('--scan_time_requirement', envvar='SCAN_TIME_REQUIREMENT', default=3,
              help='Minimum time in seconds required to scan an artifact. Jobs with less time will be ignored')
@click.option('--daily-rate-limit', envvar='DAILY_RATE_LIMIT', default=None,
              help='Number of scans allowed per day')
@click.option('--hourly-rate-limit', envvar='HOURLY_RATE_LIMIT', default=None,
              help='Number of scans allowed per hour')
@click.option('--minutely-rate-limit', envvar='MINUTELY_RATE_LIMIT', default=None,
              help='Number of scans allowed per minute')
@click.option('--secondly-rate-limit', envvar='SECONDLY_RATE_LIMIT', default=None,
              help='Number of scans allowed per second')
@click.option('--allow-key-over-http', is_flag=True, envvar='ALLOW_KEY_OVER_HTTP',
              help='Force api keys over http (Not Recommended)')
[docs]def main(log, client_log, redis_addr, queue, backend, tasks, download_limit, scan_limit, api_key, testing, log_format,
         scan_time_requirement, daily_rate_limit, hourly_rate_limit, minutely_rate_limit, secondly_rate_limit,
         allow_key_over_http):
    """Entrypoint for the worker driver
    """
    if tasks != 0:
        warnings.warn('Use of --tasks or TASKS is deprecated', DeprecationWarning)

    tasks = 0 if download_limit == 0 or scan_limit == 0 else max(download_limit, scan_limit)
    loglevel = getattr(logging, log.upper(), None)
    clientlevel = getattr(logging, client_log.upper(), None)
    if not isinstance(loglevel, int) or not isinstance(clientlevel, int):
        logging.error('invalid log level')
        raise FatalError('Invalid log level', 1)

    logger_name, scanner_class = choose_backend(backend)

    scanner = scanner_class()
    init_logging(['worker', 'microengine', logger_name], log_format, loglevel)
    init_logging(['polyswarmclient'], log_format, clientlevel)

    logger.info('Running worker with %s tasks', tasks if tasks > 0 else 'unlimited')
    worker = Worker(redis_addr, queue, tasks, download_limit, scan_limit, api_key, testing, scanner,
                    scan_time_requirement, daily_rate_limit, hourly_rate_limit, minutely_rate_limit, secondly_rate_limit,
                    allow_key_over_http)
    worker.run()



if __name__ == '__main__':
    main()




          

      

      

    

  

    
      
          
            
  Source code for worker.base

import aioredis
import aiohttp
import asyncio
import json
import logging
import math
import platform
import signal
import time
import urllib3.util

from aiohttp import ClientSession
from polyswarmclient.ratelimit.abstractratelimit import AbstractRateLimit
from typing import AsyncGenerator, Optional

from polyswarmartifact import DecodeError
from polyswarmclient.liveness.local import LocalLivenessRecorder
from polyswarmclient.exceptions import ApiKeyException, FatalError, ScannerSetupFailedError
from polyswarmclient.abstractscanner import ScanResult
from polyswarmclient.producer import JobResponse, JobRequest
from polyswarmclient.ratelimit.redis import RedisRateLimit, DailyKeyManager, HourlyKeyManager, \
    MinutelyKeyManager, SecondlyKeyManager
from polyswarmclient.utils import asyncio_join, asyncio_stop, configure_event_loop
from worker.exceptions import ExpiredException

[docs]logger = logging.getLogger(__name__)


[docs]REQUEST_TIMEOUT = 5.0



[docs]class RateLimitAggregate(AbstractRateLimit):
[docs]    daily: Optional[RedisRateLimit]

[docs]    hourly: Optional[RedisRateLimit]

[docs]    minutely: Optional[RedisRateLimit]

[docs]    secondly: Optional[RedisRateLimit]


    def __init__(self, redis, queue, daily_rate_limit, hourly_rate_limit, minutely_rate_limit, secondly_rate_limit):
        self.daily = None
        self.hourly = None
        self.minutely = None
        self.secondly = None

        if daily_rate_limit is not None:
            self.daily = RedisRateLimit(redis, queue, daily_rate_limit, key_manager=DailyKeyManager())

        if hourly_rate_limit is not None:
            self.hourly = RedisRateLimit(redis, queue, hourly_rate_limit, key_manager=HourlyKeyManager())

        if minutely_rate_limit is not None:
            self.minutely = RedisRateLimit(redis, queue, minutely_rate_limit, key_manager=MinutelyKeyManager())

        if secondly_rate_limit is not None:
            self.secondly = RedisRateLimit(redis, queue, secondly_rate_limit, key_manager=SecondlyKeyManager())

    async def use(self, *args, peek=False, **kwargs):
        # Start with fastest rate limit, so we don't consumer slower limits when a faster limit is exhausted
        # But, it will use higher rate limits along with lower rate limits
        for rate_limit in [self.secondly, self.minutely, self.hourly, self.daily]:
            if rate_limit is not None:
                if not await rate_limit.use(*args, peek=peek, **kwargs):
                    return False
        else:
            return True



[docs]class OptionalSemaphore(asyncio.Semaphore):
[docs]    given_value: int


    def __init__(self, value=1, loop=None):
        self.given_value = value
        try:
            super().__init__(value=value, loop=loop)
        except ValueError:
            # We have handling for values < 1, so we can ignore this value error
            pass

    async def acquire(self):
        if self.given_value > 0:
            await super().acquire()

        return True

[docs]    def release(self) -> None:
        if self.given_value > 0:
            super().release()




[docs]class Worker:
    def __init__(self, redis_addr, queue, task_count=0, download_limit=0, scan_limit=0, api_key=None, testing=0,
                 scanner=None, scan_time_requirement=0, daily_rate_limit=None, hourly_rate_limit=None,
                 minutely_rate_limit=None, secondly_rate_limit=None, allow_key_over_http=False):
        self.redis_uri = 'redis://' + redis_addr
        self.redis = None
        self.queue = queue
        self.api_key = api_key
        self.testing = testing
        self.scanner = scanner
        self.scan_time_requirement = scan_time_requirement
        self.daily_rate_limit = daily_rate_limit
        self.hourly_rate_limit = hourly_rate_limit
        self.minutely_rate_limit = minutely_rate_limit
        self.secondly_rate_limit = secondly_rate_limit
        self.max_task_count = task_count
        self.current_task_count = 0
        self.task_count_lock = None
        self.download_limit = download_limit
        self.scan_limit = scan_limit
        self.rate_limit_aggregate = None
        self.download_semaphore = None
        self.scan_semaphore = None
        self.tries = 0
        self.finished = False
        self.allow_key_over_http = allow_key_over_http
        # Setup a liveness instance
        self.liveness_recorder = LocalLivenessRecorder()

[docs]    def run(self):
        configure_event_loop()
        loop = asyncio.get_event_loop()
        try:
            self.start(loop)
            # This stops any leftover tasks after out main task finishes
            asyncio_stop()
        except asyncio.CancelledError:
            logger.info('Clean exit requested, exiting')
            asyncio_join()
        except Exception:
            logger.exception('Unhandled exception at top level')
            asyncio_stop()
            asyncio_join()


[docs]    def start(self, loop: asyncio.AbstractEventLoop):
        loop.run_until_complete(self.setup(loop))
        loop.run_until_complete(self.run_task())


    async def setup(self, loop: asyncio.AbstractEventLoop):
        self.setup_synchronization(loop)
        self.setup_graceful_shutdown(loop)
        await self.setup_liveness(loop)
        await self.setup_redis(loop)

[docs]    def setup_synchronization(self, loop: asyncio.AbstractEventLoop):
        self.scan_semaphore = OptionalSemaphore(value=self.scan_limit, loop=loop)
        self.download_semaphore = OptionalSemaphore(value=self.download_limit, loop=loop)
        self.task_count_lock = asyncio.Condition()


[docs]    def setup_graceful_shutdown(self, loop: asyncio.AbstractEventLoop):
        # K8 uses SIGTERM on linux and SIGINT and windows
        exit_signal = signal.SIGINT if platform.system() == 'Windows' else signal.SIGTERM
        try:
            loop.add_signal_handler(exit_signal, self.handle_signal)
        except NotImplementedError:
            # Disable graceful exit, but run anyway
            logger.warning('%s does not support graceful shutdown', platform.system())


[docs]    def handle_signal(self):
        logger.critical('Received exit signal. Gracefully shutting down.')
        self.finished = True


    async def setup_liveness(self, loop: asyncio.AbstractEventLoop):
        async def advance_liveness_time(liveness):
            while True:
                await liveness.advance_time(round(time.time()))
                await asyncio.sleep(1)

        await self.liveness_recorder.start()
        loop.create_task(advance_liveness_time(self.liveness_recorder))

    async def setup_redis(self, loop: asyncio.AbstractEventLoop):
        self.redis = await aioredis.create_redis_pool(self.redis_uri, loop=loop)
        queue = f'{self.queue}_backend'
        self.rate_limit_aggregate = RateLimitAggregate(self.redis, queue, self.daily_rate_limit, self.hourly_rate_limit, self.minutely_rate_limit, self.secondly_rate_limit)

    async def run_task(self):
        loop = asyncio.get_event_loop()
        conn = aiohttp.TCPConnector(limit=100)
        timeout = aiohttp.ClientTimeout(total=REQUEST_TIMEOUT)
        try:
            async with self.scanner:
                async with aiohttp.ClientSession(connector=conn, timeout=timeout) as session:
                    async for job in self.get_jobs():
                        loop.create_task(self.process_job(job, session))

        except ScannerSetupFailedError:
            logger.critical('Scanner instance reported unsuccessful setup. Exiting.')
            raise FatalError('Scanner setup failed', 1)

    async def get_jobs(self) -> AsyncGenerator[JobRequest, None]:
        while not self.finished:
            try:
                with await self.redis as redis:
                    async with self.task_count_lock:
                        # Wait for task to complete, if at maximum
                        if 0 < self.max_task_count <= self.current_task_count:
                            await self.task_count_lock.wait()

                        job = await redis.rpop(self.queue)
                        if not job:
                            continue

                        job = json.loads(job.decode('utf-8'))
                        logger.info('Received job', extra={'extra': job})
                        self.current_task_count += 1
                    yield JobRequest(**job)
            except OSError:
                logger.exception('Redis connection down')
            except TimeoutError:
                logger.exception('Redis request timed out')
            except aioredis.errors.ReplyError:
                logger.exception('Redis out of memory')
            except (TypeError, KeyError):
                logger.exception('Invalid job received, ignoring')

    async def process_job(self, job: JobRequest, session: ClientSession):
        remaining_time = 0
        loop = asyncio.get_event_loop()
        try:
            async with self.liveness_recorder.waiting_task(job.key, round(time.time())):
                remaining_time = self.get_remaining_time(job)

                # Don't waste bandwidth and resources downloading files if we hit the rate limit
                if await self.rate_limit_aggregate.use(peek=True):
                    content = await asyncio.wait_for(self.download(job, session), timeout=remaining_time)
                    remaining_time = self.get_remaining_time(job)

                    # Double check there are still scans remaining, and also increment the account just before scanning
                    if await self.rate_limit_aggregate.use():
                        scan_result = await asyncio.wait_for(self.scan(job, content), timeout=remaining_time)
                        response = JobResponse(job.index, scan_result.bit, scan_result.verdict, scan_result.confidence,
                                               scan_result.metadata)
                        loop.create_task(self.respond(job, response))
                    else:
                        self.rate_limit_respond(job)
                else:
                    self.rate_limit_respond(job)

                self.tries = 0
        except OSError:
            logger.exception('Redis connection down')
        except TimeoutError:
            logger.exception('Redis request timed out')
        except aioredis.errors.ReplyError:
            logger.exception('Redis out of memory')
        except ExpiredException:
            logger.exception('Received expired job', extra={'extra': job.asdict()})
        except aiohttp.ClientResponseError:
            logger.exception('Error fetching artifact', extra={'extra': job.asdict()})
        except DecodeError:
            logger.exception('Error Decoding artifact', extra={'extra': job.asdict()})
        except ApiKeyException:
            logger.exception('Refusing to send API key over insecure transport')
        except asyncio.TimeoutError:
            logger.exception('Timeout processing artifact after %s seconds', remaining_time,
                             extra={'extra': job.asdict()})
        except asyncio.CancelledError:
            logger.exception('Worker shutdown while processing job', extra={'extra': job.asdict()})
        finally:
            async with self.task_count_lock:
                self.current_task_count -= 1
                self.task_count_lock.notify()

[docs]    def get_remaining_time(self, job: JobRequest) -> int:
        remaining_time = int(job.ts + job.duration - math.floor(time.time()))
        if remaining_time - self.scan_time_requirement < 0:
            raise ExpiredException()
        return remaining_time


    async def download(self, job: JobRequest, session: ClientSession) -> bytes:
        if not self.is_key_secure(job):
            raise ApiKeyException()

        headers = {'Authorization': self.api_key} if self.api_key else None
        uri = f'{job.polyswarmd_uri}/artifacts/{job.uri}/{job.index}/'
        async with self.download_semaphore:
            response = await session.get(uri, headers=headers)
            response.raise_for_status()
            return await response.read()

    async def scan(self, job: JobRequest, content: bytes) -> ScanResult:
        artifact_type = job.get_artifact_type()
        async with self.scan_semaphore:
            return await self.scanner.scan(job.guid, artifact_type, artifact_type.decode_content(content), job.metadata,
                                           job.chain)

[docs]    def rate_limit_respond(self, job: JobRequest):
        loop = asyncio.get_event_loop()
        blank = ScanResult()
        response = JobResponse(job.index, blank.bit, blank.verdict, blank.confidence, blank.metadata)
        loop.create_task(self.respond(job, response))


    async def respond(self, job: JobRequest, response: JobResponse):
        logger.info('Scan results for job %s', job.key, extra={'extra': response.asdict()})
        key = f'{self.queue}_{job.guid}_{job.chain}_results'
        with await self.redis as redis:
            await redis.rpush(key, json.dumps(response.asdict()))

[docs]    def is_key_secure(self, job: JobRequest):
        parsed = urllib3.util.parse_url(job.polyswarmd_uri)
        return self.allow_key_over_http or not self.api_key or parsed.scheme == 'https'






          

      

      

    

  

    
      
          
            
  Source code for worker.exceptions

from polyswarmclient.exceptions import PolyswarmClientException


[docs]class ExpiredException(PolyswarmClientException):
    """
    Worker skipped scanning some artifact due to the bounty expiring before getting scanned.
    Seen when the worker was down for a period of time, or when there aren't enough workers to keep up with load.
    """
    pass



[docs]class EmptyJobsQueueException(PolyswarmClientException):
    """
    Worker Queue is empty
    """
    pass
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